O4yeHb noJsiesHble KoMaHAabl Linux Ha OAHOM JIUCTe

KomaHpa

|0nuca|-me

CucrteMHasi nHdopmMauusa

arch

0T06pasunTb apXMTEKTYpPY KOMMblOTEPA
uname -m
uname -r 0To06pasunTb MCNOJIb3YEMYO BEPCUIO Sapa

dmidecode -q

nokasaTb annapaTHble CUCTEMHblE KOMMOHEeHThl - (SMBIOS / DMI)

hdparm -i /dev/hda

BbIBECTU XapPaKTEPUCTUKUN XKECTKOIro AUCKa

hdparm -tT /dev/sda

npoTecTMpoBaTb NMPOU3BOAWUTENBHOCTb UYTEHUA [AaHHbIX C XeCTKOoro
ANCKa

cat /proc/cpuinfo

0TO6pasnTL MHGOPMaLLMIO O NpoLeccope

cat /proc/interrupts

NnokKa3aTb NpepbiBaHUA

cat /proc/meminfo

NnpoBEpPUTb NCMNOJIb30BaHME NaMATU

cat /proc/swaps

nokasaTb dana(bl) NogKaYKM

cat /proc/version

BbIBECTN BEPCUIO A4 pPa

cat /proc/net/dev

nokasaTb ceTeBble UHTepdeliCbl U CTAaTUCTUKY MO HUM

cat /proc/mounts

OT06pa3MTb CMOHTUPOBaHHbIE PannoBble CUCTEMBI

Ispci -tv nokasaTb B Buae aepesa PCI ycTporictBa
Isusb -tv nokasaTb B Buae aepesa USB ycTponcrea
date BbIBECTU CUCTEMHYIO AaTy

cal 2007 BbiBeCTM Tabnuuy-kaneHgapb 2007-ro roga

date 041217002007.00

YyCTaHOBUTb  CWACTEMHble gaTy W  Bpems MMAAYYMMITIT.CC
(MecsiuJeHbYacMuHyTbIM0a . CeKyHa bl)

clock -w

COXpaHUTb cuctemMHoe Bpems B BIOS

OcTaHOBKAa CUCTEMbI

shutdown -h now

init 0

OCTaHOBUTbL CUCTEMY

telinit O

shutdown -h hours:minutes &

3anJlaHnpoBaTb OCTAHOBKY CUCTEMbI Ha YKa3aHHO€E BpeMA

shutdown -c

OTMEHWUTb 3anjlaHNPOBAHHYO MO paCNNCaHUD OCTAaHOBKY CUCTEMbI

shutdown -r now

reboot

neperpysutb cucremy

logout

BbIATU U3 CUCTEMbI

®daitnbl U AUPEKTOpPUMN

cd /home nepentu B Aupektopuio '/home'

cd .. nepenTn B 4AUPEKTOPUIO YPOBHEM Bbllle

cd../.. nepenTn B 4MPEKTOPUIO ABYMSA YPOBHSAMU Bbille

cd nepenT B 4OMALLHIOD AUPEKTOPUIO

cd ~user neperT B LOMALUHIOK AMPEKTOPUIO NMOSb30BaTens user

od - nepenTm B AUPEKTOPUIO, B KOTOPOW HaxoAwnucb 4O nepexona B
TEKYLLYIO 4 UPEKTOPUIO

pwd nokasaTb TEKYLLIO AUPEKTOPUIO

Is oT06pasunTb coaepxumMoe TekyLen AnpeKkTopum

s -F oTo6pasuTb copepxumoe TeKylen aupektTopum ¢ gobaeneHmem K
MMeHaM CMMBOJIOB, XPaKTEPUYIOLWMUX TUM

Is -| nokasatb /eTann3vpoBaHoe npejcrasieHue dannoB n gnpekTopumn
B TeKyLUel AupeKTopum

Is -a nokasaTb CKpbiTble ainbl U AUPEKTOPUN B TEKYLLEN AUPEKTOPUN




Is ¥[0-9]* nokasaTb dannbl n ANpeKTopun cogepxalwime B UMeHU Lndpbl
tree . .

nokasaTb AepeBo GaloB U AUPEKTOPUIN, HAUYMHAA OT KOpHSA (/)
Istree
mkdir dirl co3faTb AMpeKToputo ¢ uMeHem 'dirl’

mkdir dirl dir2

c034aTb ABE AUPEKTOpPUKM O4HOBPEMEHHO

mkdir -p /tmp/dirl/dir2

co3gaTtb AepeBO AUPEKTOpUN

rm -f filel yaanutb daiin c nmerHem 'filel’
rmdir dirl yAanuTb ANPEKTopuo € uMeHeM 'dirl’
rm -rf dirl yaanuTb AWPEKTOpUI C uMeHeM 'dirl' n pekypcumBHO BCE eé

cof epXxumMoe

rm -rf dirl dir2

yAaanuTb ABe AUPEKTOPUU U PeKYPCUBHO UX COAEpXMUMoe

mv dirl new_dir

nepenMeHoBaTb WKW NepemMecTuTb ala Uan ANpeKTopuio

cp filel file2

conupoBaTb dainn filel B dawnn file2

cp dir/* .

KonMpoBaTb BCe daitfibl AMpekTopum dir B TEKYLLYHO AWPEKTOPUIO

cp -a /tmp/dirl .

KonupoBaTb AupekTopuio dirl co BCeM COLEpXUMbIM B TEKYLLYHO
AVIPEKTOPUIO

cp -a dirl dir2 KonupoBaTtb AunpekToputo dirl B gupektoputo dir2

In -s filel Ink1 co3aaTb CMMBOJIMYECKYIO CCbIJIKY Ha dain Ui 4upekToputo

In filel Ink1 co3gatb "xéctkyr" (Ppusnyeckyr) ccbiiky Ha o dann unm
AVNPEKTOPUIO
moanduumposaTe AaTy W Bpems co3gaHua danna, npu  ero

touch -t 0712250000 fileditest OTCYTCTBMM, co3aaTb ¢annl C YyKasaHHbIMM [AaTOW W BPEMEHeM
(YYMMDDhhmm)

Mownck dainos

find / -name filel

Haut dannbl n gupektopum ¢ nmeHem filel. NMouck HavyaTb C KOpHS

(/)

find / -user userl

HanTM ann U AUPEKTOPUID MpUHAANEXalme nosb3oBaTtesnto userl.
Mounck HayaTb ¢ KopHsa (/)

find /home/userl -name "*.bin"

Hawntn Bce dannbl 1 AMPEKTOPUM, UMEHA KOTOPbIX OKAHYMBAOTCA Ha
'. bin'. Mouck HauvaTb ¢ '/ home/userl'

find /usr/bin -type f -atime +100

HanTn Bce dalinbl B '/usr/bin', BpeMsa nocnegHero obpalieHus K
KoTopbiM 60nee 100 gHel

find /usr/bin -type f -mtime -10

HanTn BCce daknbl B '/usr/bin', co3gaHHble WAN U3MEHEHHblE B

TeyeHun nocneaHux 10 aHen

find / -name *.rpm -exec chmod 755 '{}'
\;

HalTM Bce danbl U AMPEKTOPUM, MMEHA KOTOPbIX OKAHUMBAIOTCH Ha
".rpm', U U3MEHWUTb MpaBa A0CTyna K HUM

find / -xdev -name "*.rpm"

HalTM BCce danbl U AUPEKTOPUN, MUMEHA KOTOPbIX OKAHYMBAOTCS Ha
.rpm’', UrHOpUpys CbEMHble HOoCUTenu, Takue kak cdrom, floppy u
T.M.

locate "*.ps"

HanTn Bce dalinbl, coxepxawme B UMeHu '.ps'. lNpeaBapuTenbHO
peKkoMeHAyeTCs BbINOJHUTL KOMaHAy 'updatedb’

whereis halt

nokasbiBaeT pa3meweHne 6uHapHbIX (anaoB, UCXOAHbIX KOAOB M
pyKOBOACTB, OTHOCSAWMXCS K danny 'halt’

which halt

oTtobpaxaeT nofAHbIN NyTb K danny 'halt’

MoHTupoBaHue haiIoBbIX CUCTEM

mount /dev/hda2 /mnt/hda2

MOHTUpPYeT pa3sgen 'hda2' B TO4Ky MOHTMpOBaHusa '/mnt/hda2'.
Y6eautecb B HaMNUYMN AUPEKTOPUM-TOYKN MOHTMpPOBaHus '/mnt/hda2’

umount /dev/hda2 pa3MoHTUpyeT pasaen ‘'hda2'. TMMepen BbiNOJHEHWEM, TMOKWUHbTE
'/mnt/hda2’
NnpUHyauTeNbHOE pa3MOHTMpOBaHuWe pasgena. [lpumeHsieTca B

fuser -km /mnt/hda2

cnydvae, Koraa pasfien 3aHAT KakMM-nMb6o Nonb30oBaTeNeM

umount -n /mnt/hda2

BbIMO/IHUTL pa3MOHMUTpOBaHWMe 6e3 3aHeceHus WHGopMauum B
/etc/mtab. Mone3Ho korga dann uMeeT atpubyTbl "TONbKO 4YTeHue"
WM He[ 0CTAaTOYHO MecTa Ha AuckKe

mount /dev/fd0 /mnt/floppy

MOHTUPOBATb (bJ'IOI'II'Il/I-,Cl NCK

mount /dev/cdrom /mnt/cdrom

MoHTUpoBaTb CD unmn DVD




mount /dev/hdc /mnt/cdrecorder

MoHTUpoBaTb CD-R/CD-RW mnnu DVD-R/DVD-RW(+-)

mount -o loop file.iso /mnt/cdrom

cMOoHTMpoBaTb I1SO-o06pas3

mount -t vfat /dev/hda5 /mnt/hda5

MOHTMPOBaTb dannoByto cuctemy Windows FAT32

mount -t smbfs -0
username=user,password=pass MOHTUpOBaTb ceTeByto annosyto cnctemy Windows (SMB/CIFS)
/ /winclient/share /mnt/share
"MoHTMpYyeT" awupekTopuio B aupektopuio (binding). JoctynHa c
mount -0 bind /home/user/prg Bepcun aapa 2.4.0. MNonesHa, Hanpumep, ANA NpefoCTaB/eHUS
Jvar/ftp/user COAEPXMMOro NMoJib30BaTeNbCKOM AupekTopun vepes ftp npu paboTte
ftp-ceppepa B "nmecoudHuue" (chroot), korga cuMMNMHKKM caenaTb
HEBO3MOXHO.
AnckoBoOEe NPOCTPAHCTBO
otobpaxaeT wuHpoOpMaLMO O CMOHTMPOBAaHHbIX pasgenax ¢

df -h

oTobpaxeHnem obuiero, AOCTYNHOIO U UCMNONb3YEMOro NpOCTpaHCTBa
(Mpnm.nepesogymka. kawd -h pabotaet He Bo Bcex *nix cucremax)

Is -ISr | more

BblAAET CNMCOK (haliioB N ANPEKTOPUIN PEKYPCUBHO C COPTUPOBKOW
Nno BO3pacCTaHWIO pa3Mepa M NO3BOJISIET OCYLECTBAATL NOCTPAHUYHbIN
NpoCMOTp

du -sh dirl

noAcYMTbiBAaeT U BbIBOAUT pa3Mep, 3aHMMaeMblli gupektopuen 'dirl’
(Mpmnm.nepeBogymka. ka4 -h pabotaet He Bo Bcex *nix cucremax)

du -sk * | sort -rn

oTobpaxaeT pa3Mep M nMMeHa dannoB U A4UPEKTOPUN, C COPUTPOBKOM
no pasmepy

rpm -q -a ——qf '%10{SIZE}\t%{NAME}\n'
| sort-k1,1n

nokasblBaeT pa3Mep WCMO/b3yeMOro [WUCKOBOIO TMpPOCTPaHCTBa,
3aHMMaemoe dainamMm rpm-naketa, C COPTUPOBKOW MO pasMepy
(fedora, redhat un 1.n.)

dpkg-query -W -f="${Installed-
Size;10}\t${Package}\n' | sort -k1,1n

nokasbiBaeT pa3Mep WCMOAb3yeMOoro [AWCKOBOrO MpOCTPaHCTBa,
3aHuMaemoe ¢annamm deb-naketa, C COPTMPOBKOW MO pasMepy
(ubuntu, debian T1.n.)

Monb3oBaTesnn u rpynnbl

groupadd group_name

co34aTh HOBYIO rpynny C MMeHeM group_name

groupdel group_name

yAanuTb rpynny group_name

groupmod
old_group_name

-n new_group_name

nepeuMeHoBaTth rpynny old_group_name B new_group_name

useradd -c "Nome Cognome" -g admin -d
/home/userl -s /bin/bash userl

co3fatb MNonb3oBaTens userl, Ha3HauMTb eMy B KaudecTBe
AoMalHero kaTtanora /home/userl, B kauectBe shell'a /bin/bash,
BKAOUYNTL ero B rpynny admin n go6aButb KoMmeHTapuii Nome
Cognome

useradd userl

co3aaTbh Nonb3oBaTensa userl

userdel -r userl

yAanuTb nonb3oBaTtens userl n ero AoMallHU KaTanor

usermod -c "User FTP" -g system -d

/ftp/userl -s /bin/nologin useril

N3MeHUTb aTpMbyTbl NOb30BaTENS

passwd

CMEHUTb Napoib

passwd userl

CMEHUTb Maposib Nonb3oBaTens userl (Tonbko root)

chage -E 2005-12-31 userl

YCTaHOBUTb Aarty AencTBms

nonb3osaTena userl

OKOHYaHNA Y‘-IéTHOﬁ 3annucu

NPOBEPUTb KOPPEKTHOCTb CUCTEMHbLIX (aNNOB YUYETHbLIX 3anucemn.

wck o

P MpoeepstoTca davinbl /etc/passwd u /etc/shadow

grpck npoBepseT KOPPEKTHOCTb CUCTEMHbIX (annoB YYETHbIX 3anucen.
MposepsieTcs daiin/etc/group
M3MeHSeT MepBUYHYKD pynny Tekylwero nosnb3oBaTtens. Ecam
ykasatb "-", cutyaumsa 6yaer WAEHTUYHOW TOW, B KOTOpOWM

newgrp [-] group_name nonb3oBaTesib BbIWWA U3 CUCTEMbl W CHOBa Bowén. Ecnn He
yKasblBaTb rpynny, nepBuyHas rpynna 6yaeT Ha3HayeHa w3
/etc/passwd

BbicTaBJ/ieHMe /u3aMeHeHMne NOJIHOMOU M Ha ca bl

Is -lh

MPOCMOTP MNONHOMOYUI Ha dannbl
AvipekTopun

N OVpeKTopuM B TeKyllei

Is /tmp | pr -T5 -W$COLUMNS

BbIBECTU COAEPXMMOE AOUNPEKTOPUN /tmp M pasgenntb BbIBO4 Ha
MNATb KOJIOHOK




chmod ugo+rwx directory1

nobaButb nonHomouus Ha awupektoputo directoryl ugo(User Group
Other)+rwx(Read Write eXecute) - BceM nonHble npaeBa.
AHanorMyHoe MOXHO caenats TakuMm obpasom "chmod 777
directory1"

chmod go-rwx directoryl

otobpaTeb Yy Trpynnbl M BCeX OCTajbHbIX BCE MOJIHOMOYMSA Ha
avipekTtoputo directoryl.

chown userl filel

Ha3HauuTb Bnagenbuem ganna filel nonb3oBaTtens userl

chown -R userl directoryl

Ha3Ha4uUTb pPEKYpPCUBHO Blagenbuem aupektopum directoryl
nonb3oBaTtens userl

chgrp group1 filel

CMeHUTb rpynny-snagensua daina filel Ha groupl

chown userl:groupl filel

CMEHUTb Bflagenbua v rpynny snagenoua ganna filel

find / -perm -u+s

HaWTN, HauYMHas OT KOPHSA, BCe dalifbl C BbicTaBseHHbIM SUID

chmod u+s /bin/binary_file

Ha3HauuTb SUID-6uT daiiny /bin/binary_file. 2To 4aéT BO3MOXHOCTb
noboMy nonb30oBaTeNlO  3anyckaTb Ha BbINOJHEHWE dann ¢
nosiHoMo4YMaMKU BRagensua darnna.

chmod u-s /bin/binary_file

cHaTb SUID-6uT c danna /bin/binary_file.

chmod g+s /home/public

Ha3HauuTb SGID-6uT gupekTopum /home/public.

chmod g-s /home/public

cHATb SGID-6uT c gupektopum /home/public.

chmod o+t /home/public

HasHauutb STIKY-6ut AaupektTopum /home/public. Mo3BonsieT
yAanate dannbl ToNbKo BRagenbuam

chmod o-t /home/public

cHATb STIKY-6uT c anpekTtopumn /home/public

CneumnanbHbie aTtpubyThbl painos

chattr +a filel

no3BOJINTb OTKpbIBaATb cba mn Ha 3anncb TO/IbKO B pexunme
nobaBnenHus

chattr +c filel

Nno3BoNsieT sApYy aBTOMaTMYECKM CXKMUMaTb/pa3xuMaTb COAepXKUMoe
danna.

chattr +d filel

yKaszaseT yTunmte dump WUrHOpuMpoBaTb AaHHbIN dain BO BpeMms
BblNosIHeHMs backup'a

chattr +i filel

penaet dann HeAOCTYMHbIM onsa N 6bIX N3MEHEHUN:
penakTUMpoOBaHWE, yAalleHMe, MEPEMELLEHNE, CO3AaHUE JIMHKOB Ha
Hero.

chattr +s filel

no3sonset caenatb yaaneHuwe  darvina 6esonacHbiM, T.e.
BbICTAB/IEHHbIM aTpnbyT S rOBOPUT O TOM, YTO Npu yaaneHun danna,
MecTo, 3aHuMMaeMmoe dal/ioM Ha AUCKE 3anofIHAEeTCS HYJISAMU, 4TO
npeaoTBpallsieT BO3MOXHOCTb BOCCTAHOBMEHNS AaHHbIX.

chattr +S filel

YKasblBaeT, UTo, NMpU COXPAHEHUU WU3MEHEeHWI, 6yaeT npov3BedeHa
CUHXPOHM3aLMs, KaK Mpu BbINOSIHEHUM KOMaHAbI Sync

chattr +u filel

AaHHbIM aTpMbyT yKa3sblBaeT, YTO Npu yaaneHun danaa cogepxxmnmoe
ero 6yaeT coxpaHeHo M Npu Heob6x0AMMOCTM Mofib30BaTe/lb CMOXET
€ro BOCCTaHOBUTb

Isattr

nokasaTb aTpmbyTbl dalinos

ApxuBupoBaHUe U cxaTue daiinos

bunzip2 filel.bz2

gunzip filel.gz

pa3xwumaeT dann 'filel.gz'

gzip filel o
—— oxkumaeT dann ‘filel'
zip2 file
gzip -9 filel oxaTb ¢aiin filel ¢ MakcMManbHbIM CXaTeM

rar a filel.rar test_file

co3aaTb rar-apxus 'filel.rar' n Bknountb B Hero gaunn test_file

rar a filel.rar filel file2 dirl

co3aaTb rar-apxus 'filel.rar' n Bknounte B Hero filel, file2 n dirl

unrar x filel.rar

pacrnakoBaTb rar-apxus

tar -cvf archive.tar filel

co3aaTb tar-apxus archive.tar, coaepxawun danin filel

tar -cvf archive.tar filel file2 dirl

co3paTb tar-apxus archive.tar, cogepxawmin daiin filel, file2 n dirl

tar -tf archive.tar

NnoKa3aTb COAEpPXMMOE apXunBa

tar -xvf archive.tar

pacnakoBaTb apXuB




tar -xvf archive.tar -C /tmp pacrnakoBaTb apxuB B /tmp

tar -cvfj archive.tar.bz2 dirl co3patb apxuB ¥ CkaTb €ro (ka'I.OMOLIJ,bPO bzip2(lipnm.nepesogymnka.
ko4 -j pabotaet He BO Bcex *nix cucremax)

tar -xvfj archive.tar.bz2 pasxaTb apxuB wu pa*cr!aKosaTb ero(llpymM.nepeBoaYnKa. K4 -j
paboTaeT He BO Bcex *nix cuncremax)

tar -cvfz archive.tar.gz dirl co3jaTb apxXuMB M CKaTb €ro ¢ NnoMowbto gzip

tar -xvfz archive.tar.gz pa3xaTb apXuB U pacrnakosaTb ero

zip filel.zip filel

co3aaTb CXKaTbl zip-apxuBe

zip -r filel.zip filel file2 dirl

co3gaTtb CXaTbl zip-apXMB M CO BKJIIOYUEHWEM B HEro HeCKOJbKMUX
dannos n/vnn aupekTopui

unzip filel.zip

pasaTb M pacrnakoBaTb zip-apxus

RPM naketbl (Fedora, Red Hat ntomy n

onob6Hoe)

rpm -ivh package.rpm yCTaHOBUTb MakeT C BbIBOAOM coobuieHuii u nporpecc-bapa

rpm -ivh ——nodeps package.rpm YCTaHOBWTL MaKeT C BbIBOAOM coobweHnin n nporpecc-bapa 6e3
KOHTPO/S 3aBUCUMOCTEN

rpm -U package.rpm 06HOBUTL nNakeT 6e3 M3MEeHeHWI KOHMUrypauuOHHbIX ¢annos, B
c/lydae OTCYTCTBUA nakeTta, OH byaeT ycTaHOBNEH

rpm -F package.rpm 06HOBUTbL NakeT TOJIbKO €C/IN OH YCTaHOBEH

rpm -e package_name.rpm yAanuTtb naker

rpm -ga oTo06pasunTb CNUCOK BCEX MaKeToB, YCTaHOBJIEHHbIX B CUCTEME

rpm -ga | grep httpd cpeau BCeX NakeTos, YCTa::IOBJ'Ie'I'-IHbIX B CUCTEMe, HalTM nakeTr
coaepxaluni B cBoéM umenun "httpd

rpm -gi package_name BbIBECTU MHDOPMALLMIO O KOHKPEHTHOM nakeTte

rpm -qg "System Environment/Daemons"” [oTo6pa3uTb nakeTbl BXOAALME B rPpynny nakeTos

rpm -ql package_name BbIBECTU CNUCOK (palinoB, BXOAALWMX B NakeT

rpm -qc package_name BbIBECTM CNUCOK KOHMUIypaLMOHHbIX haioB, BXOASALWMX B NakKeT

rpm -q package_name —-whatrequires BbIBECTM  CMMCOK  MNaKeToB, Heob6XoAWMbIX AN YCTaHOBKM
KOHKPEeTHOro nakeTa no 3aBMCMMOCTAM

rpm -q package_name —--whatprovides show capability provided by a rpm package

rpm -gq package_name --scripts 0T06pa3unT CKpUNTbI, 3anycKkaeMble Npu ycTaHOBKe/yaaneHMm naketa

rpm -gq package_name --changelog BbIBECTU UCTOPMIO PEBU3MIN NakeTa

rpm -qf /etc/httpd/conf/httpd.conf NpOBEepUTL  KaKOMy —MaKeTy MNpUHAANeXWUT  yKa3aHHbIN dann.
YKa3biBaTb c/legyeT NojHbIA NyTb U nMa daiina.

rpm -qp package.rpm -I oTtobpaxaeT cnucok GanaoB, BXOAAWMX B MNaKeT, HO eLWeé He
YCTaHOBJ/IEHHbIX B CUCTEMY

rom —--import /media/cdrom/RPM-GPG- . .

KEY nnopTMpoBaTbh Ny6AMYHbIN KNOY LUGpPOBOI Nognncu

rpm --checksig package.rpm npoBepuT NOANUCb NakeTa

rpm -ga gpg-pubkey NpoBepUTb LEeNO0CTHOCTb YCTAHOBIEHHOIO COAEPXMMOro nakeTa

rpm -V package_name npoBepuTb pasMep, MOAHOMO4YMA, TN, Bnagenoua, rpynny, MD5-
CYMMy M AaTy NocnefHero usmMeHeust nakeTa

rpm -Va NMpOBEpPUTb COAEPXMMOE BCEX MaKeTbl YCTAaHOBJIEHHbIE B CUCTEMY.
BbINONHSATE C OCTOPOXKHOCTbO!

rpm -Vp package.rpm NMpOBEPUTb MaKeT, KOTOPbIM €LUé HEe YCTaHOBJIEH B CUCTEMY

rpm2cpio package.rpm |

—--make-directories *bin*

cpio —-extract

n3BfeYb M3 nakeTa dainbl cogepxalime B CBOEM MMeHM bin

rpm

-ivh

/usr/src/redhat/RPMS/ " arch’ /package.rpm

YCTaHOBUTb NakKeT, COGpaHHbIﬁ M3 NCXOAHbIX KOLOB

rpmbuild —-rebuild package_name.src.rpm

C06paTb NMakKeT U3 NCXOAHbIX KOAOB

YUM - cpeacrtBo o6HoBneHnsa naketoB(Fedora, RedHat n Tomy nogo6Hoe)

yum install package_name

3aKa4yaTb M YCTaHOBATb NaKkeT

yum update

06HOBUTL BCE MakeThl, YCTaHOBNEHHbIE B CUCTEMY




yum update package_name 06HOBUTb MakeT

yum remove package_name yAanutb nakeT

yum list BbIBECTU CMUCOK BCEX NAKeTOB, YCTAHOBJIEHHbIX B CUCTEMY

yum search package_name HaWTM NakeT B Peno3uTopun

yum clean packages OYUCTb FrPpM-K3 LW, YAaANB 3aKavyaHHble nakeTbl

yum clean headers gg:g:iz::;e 33aa;3::1v?:c|)<(§41_ed%aﬁnos, KOTOpble CUCTEMA UCMOJb3yeT ANS
yum clean all OYUCTb FrPM-K3 LW, YAANNB 3aKayaHHbIEe NaKeTbl U 3arosI0BKU

DEB nakeTbl (Debian, Ubuntu n Tomy nogpo6Hoe)

dpkg -i package.deb

YyCTaHOBUTL / 06HOBUTL NakeT

dpkg -r package_name

yYAalnTb NakKeT U3 CUCTEMbI

dpkg -I

NMnoKa3aTb BCE NMaKeTbl, YCTAHOBJIEHHbIE B CUCTEMY

dpkg -1 | grep httpd

cpean BCeEX NakKeToB, YCTAHOBJIEHHbIX B CUCTEME, HaWTM nakeT

coaepxauwimin B cBOEM nmeHun "httpd"

dpkg -s package_name

0TO6Pa3nUTb MHMPMALIMIO O KOHKPETHOM nakeTe

dpkg -L package_name

BbIBECTU Crnncok ¢ansios, BXOASAWMX B NAKeT, yCTaHOBJIEHHbIM B
cucrtemy

dpkg —-contents package.deb

oTtobpasutb cnucok dannoB, BXOASALWMX B MaKET, KOTOPbIA elwé He
YCTaHOBJIEH B CUCTEMY

dpkg -S /bin/ping

HalTM NakeT, B KOTOPbIN BXOAWUT YKa3aHHbIN dai.

APT - cpeACTBO ynpaBJ/ieHME NaKeTaMm

(Debian, Ubuntu n Tomy noao6Hoe)

apt-get install package_name

yCTaHoBUTb / 06HOBUTbL MakeT

apt-cdrom install package_name

yCTaHoBuTb / 06HOBUTL MakeT ¢ cdrom'a

apt-get update

nony4yunTb 06HOB/EHHbIE CMNCKM NaKeToB

apt-get upgrade

o06HOBUTb nakeTbl, YCTAHOBJZIEHHblIE B CUCTEMY

apt-get remove package_name

yAanuTb MNakeT, YCTaHOBJIEHHbIA B CUCTEMY C COXpaHeHueM ¢ainnos
KOHMUrypaumm

apt-get purge package_name

yAanuTb nakeT, YCTaHOB/IEHHbI B CUCTEMY C yAaaneHueMm ¢dannos
KOHMUrypaumm

apt-get check

npoBepunTb LENOCTHOCTb 3a BMCUMOCTEM

apt-get clean

yAanuTb 3arpy>eHHble apXuBHble daiifibl NakeToB

apt-get autoclean

yAanuTb CTapble 3arpy>XeHHble apXxuBHble daiinbl NakeTos

MpocmoTp copeprkumoro daiinos

BbiBeCTM copepxumoe danna filel Ha cTanHgapTHoe YCTPOWCBO

cat filel
BblBOA A
BblBeCTU copepxummoe danna filel Ha cTanHgapTHoe YCTPOWCBO
tac filel BbiIBOAA B o6paTtHOM nopsake (nocneaHass CTpoKa CTaHOBWUTbLCS
nepeon n T.4.)
more filel NOCTPaHU4YHbIA BblBOA4 coaepxumoro darina filel Ha craHgapTHoe
yCTPOWNCTBO BbiBOA @
NoCTpaHU4YHbI BbiBOA4 coaepxumoro daiina filel Ha craHgapTHoe
less filel YCTPOWCTBO BbIBOAA, HO C BO3MOXHOCTbK MNpPOAMCTbIBaHWA B 06e
CTOPOHbI (BBEPX-BHU3), NOMCKA MO COAEPXUMOMY W T.M.
head -2 filel BbiBECTM nepBble pABe cTpokn danna filel Ha craHgapTHoe
YyCTPONCTBO BbiBOAA. M0o-yMON4YaHUIO BbIBOAUTCS AECATb CTPOK
tail -2 filel BbIBECTM nocneaHue paBe CTpoku danna filel Ha craHgapTHoe

YCTDOVICTBO BbiBOAA. [10-yMO/I4aHUIO BLIBOAUTCA AECATb CTPOK

tail -f /var/log/messages

BbIBOAUTb copepxumoe danna /var/log/messages Ha cTaHAapTHoe
YCTPOVICTBO BbiBOAa MO Mepe nodB/eHUNA B HEM TeKkcTa.

MaHuNynsaLumn C TEKCTOM

cat file | grep -i "Criteria" > result.txt o6Lwuin CMHTAKCMC  BBIMONHEHMS  AeNCTBU Mo o6paboTke
coaepxumoro aina u BbiBoAa pesyfibTaTa B HOBbI
O6LWNIA  CUHTAKCUC  BLINOMIHEHWS  AeWCTBUA Mo obpaboTke

cat file | grep -i "Criteria" » result.txt

cogepxunmoro ¢avna v BbiBoga pe3yfbTaTta B CyleCcTBYOLWMA dan.
Ecnu dann He cywecTtByeT, oH 6yaeT co3naH




grep Aug /var/log/messages

n3 danna '/var/log/messages' otobpaTb M BbIBECTU Ha CTaHAapTHoOe
YCTPOWCTBO BbiBOAA CTPOKW, cofepxalmne "Aug"

grep “Aug /var/log/messages

n3 danna '/var/log/messages' otobpaTe 1 BbIBECTU Ha CTaHAapTHOe
YCTPOWCTBO BbiBOAA CTPOKMW, HauMHatowmecs Ha "Aug"”

grep [0-9] /var/log/messages

n3 danna '/var/log/messages' otobpaTte M BbIBECTU Ha CTaHAapTHoOe
YCTPOMCTBO BbiBOA@ CTPOKM, coaepxalune undpsl

grep Aug -R /var/log/*

oTobpaTe M BbIBECTM Ha CTaHAapTHOe YCTPOWCTBO BbiBOAA CTPOKM,
cogepxatme "Aug", Bo Bcex (ainax, HaXoA4sAWMXCA B AMUPeKTOpUn
/var/log n Huxe

sed 's/stringal/stringa2/g' example.txt

B daiine example.txt 3ameHuts "stringl" Ha "string2", pe3ynbTaT
BbIBECTW Ha CTaHLapTHOE YCTPOWCTBO BbiBOAA.

sed '/~$/d' example.txt

yAaanuTb nycTble CTpoku us daina example.txt

sed '/ *#/d; /~$/d' example.txt

yAanuTb NycTble CTPOKU U KOMMeHTapuu u3 daina example.txt

echo 'test' | tr '[:lower:]' '[:upper:]'

npeobpasoBaTe CMMBOJIbI U3 HUXKHEFO PErUCTpa B BEPXHUN

sed -e '1d' result.txt

yAanuTb NepByto CTPOKYy u3 daina example.txt

sed -n '/string1/p'

oTo6pasunTb TONbKO CTPOKM coaepxawme "stringl"

sed -e 's/ *$//' example.txt

YAalnTb NyCTble CUMBOJIbl B B KOHL € Kaxzaomn CTPOKMU

sed -e 's/stringl//g' example.txt

yAanuTtb cTpoky "stringl" n3 Tekcta He M3MeHss BCero 0CTajsibHOro

sed -n '1,8p;5q' example.txt

B3ATb U3 cbaﬁna C nepBoﬁ Nno BOCbMYK CTPOKWM U U3 HUX BbIBECTU
nepeble NATb

sed -n '5p;5q' example.txt

BbIBECTU NATYI0 CTPOKY

sed -e 's/0*/0/g' example.txt

3aMeHUTb NOCAe[0BaTeIbHOCTb M3 N060ro KoM4ecTBa HyJ/1IEN O4HUM
HYNéM

cat -n filel

NpOHYMeEpOBaTb CTPOKM MPU BbiBOAE COAEPXMMOro danna

cat example.txt | awk 'NR%2==1"

npu BbIBOAE COAEPXWUMOro awnna, He BbiBOAUTb 4YETHblE CTPOKM
danna

echoabc | awk '{print $1}'

BbIBECTM MEPBYK KOJIOHKY. PasaeneHve, no-yMonyaHuio, Mo

npob6neny/npobenam unm cuMBosny/cMMBosaam Tabynayunm

echoabc | awk '{print $1,$3}'

BbIBECTM MEPBYIO W TPeblo KOMNOHKW. PaspeneHwe, no-yMon4yaHuio,
no npo6bneny/npo6enam nnn cMMeosy/cMMmeonamM Tabynsaumm

paste filel file2

ob6veauHuTe copepxumoe filel u file2 B Buae tabnuubl: ctpoka 1 m3
filel = ctpoka 1 konoHka 1-n, ctpoka 1 u3 file2 = cTpoka 1 KOJIOHKaA
n+1-m

paste -d '+’ filel file2

obveauHuTs copepxumoe filel wn file2 B Buge Tabnuuybl C

pasaenutenem "+"

sort filel file2

OTCOPTMpPOBaTh COAEPXMMOe ABYX ¢dainnos

sort filel file2 | uniq

OTCOpPTMpPOBaTh CoAEepXuMoe ABYX daios, He oTobpaxas NOBTOPOB

sort filel file2 | uniq -u

OTCOpPTMpPOBaTbL coAaepxuMmoe AByx ¢annos, oTobpaxas ToNbKO
YHUKanbHble CTpokn (CTPOKK, BCTpeyatowmecs B oboux dainax, He
BbIBOASATCA Ha CTaH4ApTHOE YCTPOMCTBO BbiBOAA)

sort filel file2 | uniqg -d

OTCOPTMPOBaTb COAEPXMMOE ABYyX alinos,
MOBTOPSIOLLIMECH CTPOKM

0T06pa>Ka9| TONbKO

comm -1 filel file2

CpaBHUTb coAEepXuMoe ABYX
npuHaanexawme danny 'filel'

dannoB, He oTob6paxas CTPOKMU

comm -2 filel file2

CpaBHWUTL coAepxumoe ABYX dannos,
npuHaanexawme danny 'file2'

He oTobpaxas CTpoKwu

comm -3 filel file2

CpaBHUTb coaepxumoe ABYX
BCTpeyatowmecs B oboux dannax

darinos, yaanss CTPOKM

Npeo6pasoBaHne Ha60poOB CUMBOJIOB U

cdannosbix popMaTOB

dos2unix filedos.txt fileunix.txt

KOHBepTMpoBaTb dann TekctoBoro ¢dopmata n3 MSDOS B UNIX
(pa3Huua B cMMBONax BO3BpaTa KOpPETKU)

unix2dos fileunix.txt filedos.txt

KOHBepTMpoBaTb dann TekctoBoro ¢opmata n3z UNIX B MSDOS
(pa3Huua B cMMBONax BO3BpaTa KOpPETKM)

recode ..HTML < page.txt > page.html

KOHBEpPTUPOBaTb CoAepXuMoe TectoBoro dalina page.txt B html-
dann page.html




recode -l | more

BbIBECTU CMNNUCOK AOCTYMHbIX CbOpMaTOB

AHanus ¢dainoBbIX CUCTEM

badblocks -v /dev/hdal

nposepuTb pasaen hdal Ha Hanuuue bad-6nokoB

fsck /dev/hdal NpoOBEpUTL/BOCCTAHOBUTbL LLesIoCTHOCTL  linux-dalinoBoit  cuctemsol
pasaena hdal
fsck.ext2 /dev/hdal NpOBEpPUTL/BOCCTAHOBUTbL LLEJIOCTHOCTb (annoBon cuctembl ext2
) pasaena hdal
e2fsck /dev/hdal
e2fsck -j /dev/hdal npoBepuUTb/BOCCTAHOBUTbL LL€NOCTHOCTb (alinoBon cuctembl ext3
pasaena hdal ¢ ykasaHumeM, 4YTO XypHas pacrnosioXeH TaM xe
fsck.ext3 /dev/hdal NnpoBepuUTb/BOCCTAHOBUTbL LL€NOCTHOCTb (alnoBon cuctembl ext3
) pa3gena hdal
fsck.vfat /dev/hdal
NMpoOBEpPUTbL/BOCCTAHOBUTL LLENOCTHOCTL hannoson cuctembl fat

fsck.msdos /dev/hdal

dosfsck /dev/hdal

pasaena hdal

dopMaTMpoBaHue paiioBbIX CUCTEM

mkfs /dev/hdal

co3gaTthb linux-garnnosyt cuctemy Ha pasgene hdal

mke2fs /dev/hdal

co3paTb pannoByto cucteMy ext2 Ha pasaene hdal

mke2fs -j /dev/hdal

co3gaTb XXypHanupywuwyt dalnosyo cuctemy ext3d Ha pasagene
hdail

mkfs -t vfat 32 -F /dev/hdal

co3aaTb annosyto cuctemy FAT32 Ha pa3aene hdal

fdformat -n /dev/fd0

dhopmaTnpoBaHmne pnonnun-gmucka 6e3 NnpoBepku

mkswap /dev/hda3

co3zgaHue swap-rnpocTpaHcTBa Ha pasaene hda3

SWap-npocTpaHCTBO

mkswap /dev/hda3

co3paHue swap-npocTpaHcTBa Ha pasgene hda3

swapon /dev/hda3

aKTMBMPOBATb SWap-MpPOCTPaHCTBO,
hda3

pacnonoXeHHoe Ha pasgene

swapon /dev/hda2 /dev/hdb3

aKTVBMPOBaTb SWap-npocTpaHCTBa,
hda2 n hdb3

pacnonoXeHHble Ha pa3aenax

Co3paHue pe3epBHbix konui (backup)

dump -0aj -f /tmp/home0.bak /home

co3aaTb MOJIHYK pe3epBHYK KoNuk aAupektopun /home B dann
/tmp/home0.bak

dump -1aj -f /tmp/home0.bak /home

co3faTb UHKpeMEeHTa/lbHY0 pe3epBHYO0 Konuo gupektopun /home B
dann /tmp/home0.bak

restore -if /tmp/home0.bak

BOCCTAHOBUTb M3 pe3epBHON konuu /tmp/home0.bak

rsync -rogpav ——delete /home /tmp

CUHXPOHM3MpoBaTb /tmp ¢ /home

rsync -rogpav -e ssh --delete /home

. CUHXPOHM3MpOBaTb Yepe3 SSH-TyHHenb

ip_address:/tmp

rsync -az -e ssh —-delete | CMHXpPOHM3NPOBATL  NOKaNbHYK  AWPEKTOpPUD  C  yAanéHHomn
ip_addr:/home/public /home/local AvpekTopuer Yepes ssh-TyHHENb CO COKaTueM

rsync -az -e ssh -—-delete /home/local|cuHXpoHM3NpOBaTL  yAaNEHHY  AWMPEKTOPUID C  JIOKa/bHOM
ip_addr:/home/public AvpekTopuei yepes ssh-TyHHeNb CO CKaTueMm

dd bs=1M if=/dev/hda | gzip | ssh|cmenats "cnenok" nokanbHOro Aucka B Gann Ha yAanéHHOM

user@ip_addr 'dd of=hda.gz’

KOMMbloTepe yepes ssh-TyHHenb

tar -Puf backup.tar /home/user

co3fatb  MHKPEMEeHTaslbHYl  pEe3EepBHYK  KOMWID  AUPEKTOpUMn
'/home/user' B pain backup.tar c coxpaHeHneM NosTHOMOY NI

( cd /tmp/local/ && tar ¢ . ) | ssh -C
user@ip_addr 'cd /home/share/ && tar x -
pl

KonupoBaHue copepxumoro /tmp/local Ha yaanéHHbln KOMMNbIOTEP
yepes ssh-TyHHenb B /home/share/

( tar ¢ /home ) | ssh -C user@ip_addr 'cd
/home/backup-home && tar x -p'

KOonuMpoBaHue coaepxumoro /home Ha yaanéHHbIA KOMObIOTED Yepes
ssh-TyHHenb B /home/backup-home

tar cf - . | (cd /tmp/backup ; tar xf - )

KOMMpOBaHMe OAHOW AUpeKTopumn
MOTHOMOYMUIM N NNHKOB

B ApPYryro C COXpaHeHueMm




find /home/userl -name "*.txt' | \
xargs cp -av ——target-
directory=/home/backup/ —-parents

nounck B /home/userl Bcex ¢annos, MMeHa KOTOPbIX OKaHYMBAOTCA
Ha '.txt', 1 konupoBaHue ux B ApYyryt AUpeKToputo

find /var/log -name "*.log" | tar cv —-files-
from=- | bzip2 > log.tar.bz2

nouck B /var/log Bcex ¢annoB, MMeEHA KOTOPbIX OKAHYMBalTCS Ha
".log’, n cozgaHue bzip-apxuBa M3 HUX

dd if=/dev/hda of=/dev/fd0 bs=512|cosgaTte konuio MBR (Master Boot Record) c /dev/hda Ha dnonnu-
count=1 OUCK

ggluntii/dev/fdo of=/dev/hda  bs=512 BOccTaHoBUTL MBR ¢ dnonnu-ancka Ha /dev/hda

CDROM

cdrecord -v gracetime=2 dev=/dev/cdrom
-eject blank=fast -force

clean a rewritable cdrom

mkisofs /dev/cdrom > cd.iso

create an iso image of cdrom on disk

mkisofs /dev/cdrom | gzip > cd_iso.gz

create a compressed iso image of cdrom on disk

mkisofs -J -allow-leading-dots -R -V "Label
CD" -iso-level 4 -0 ./cd.iso data_cd

create an iso image of a directory

cdrecord -v dev=/dev/cdrom cd.iso

burn an ISO image

gzip -dc cd_iso.gz | cdrecord

dev=/dev/cdrom -

burn a compressed ISO image

mount -o loop cd.iso /mnt/iso

mount an ISO image

cd-paranoia -B

rip audio tracks from a CD to wav files

cd-paranoia —— "-3"

rip first three audio tracks from a CD to wav files

cdrecord —-scanbus

scan bus to identify the channel scsi

Cetb (LAN u WiFi)

ifconfig eth0

nokasaTb KOHdUrypauuo ceteBoro nHtepgerica eth0

ifup ethO akTMBmMpoBaTb (NoaHATb) MHTepdenc ethO
ifdown eth0 AeaktmmpoBaTb (onyctuTb) MHTEpdenc ethO
ifconfig eth0 192.168.1.1 netmask

255.255.255.0

BbICTaBUTb MHTepdeicy ethO ip-aapec U Macky nogceTu

ifconfig ethO promisc

nepesectn wuHTepdelic ethO0 B promiscuous-pexum agnsa "otnosa"

naketoB (sniffing)

ifconfig ethO -promisc

OTK/IIOYUTL Promiscuous-pexuM Ha uHTepdeltice ethO

dhclient eth0

akTmeBmpoBaTb nHTepdelic ethO B dhcp-pexume.

route -n

netstat -rn

BbIBECTU NIOKaNbHY0 Tabnuuy MaplupyTusalum

route add -net 0/0 gw IP_Gateway

3ajaTb ip-aapec wn3a no ymondaHuto (default gateway)

route add -net 192.168.0.0
255.255.0.0 gw 192.168.1.1

netmask

AobaBuTb cTaTMyeckmin MapuwpyT B ceTb 192.168.0.0/16 uepes wnio3
Cc ip-agpecom 192.168.1.1

route del 0/0 gw IP_gateway

yAanuTb ip-agpec wn3a no ymonvaHuio (default gateway)

echo "1" > /proc/sys/net/ipv4/ip_forward

pa3pelwunTb nepecbinky naketos (forwarding)

hostname

0TO6Pa3nNTL NUMA KOMMbOTEPA

host www . yandex.ru

host 93.158.134.3

paspewnTs UMa Www . yandex . ru xocTa B ip-agpec u Hao6bopoT

ip link show

oTo6pasunTb cocTossHMe BCex MHTepdhencos

mii-tool eth0

oTo6pasunTb CTaTyC U TMN CcoeANHeHUsa ANna nHTepgeica eth0

oTobpaxaeT cTaTMcTuky wuHTepdeca eth0 ¢ BbiBOAOM Takon

ethtool eth0 mHdbopMaumn, Kak nNoAAEPXMBAEMble W  TeKyLWMe  peXuMbl
coeauHeHns
oTobpaxaeT BCe YCTAaHOBJIEHHble CeTEBble COEAWHEHUS MO

netstat -tupn

npotokonam TCP n UDP 6e3 pa3spelweHuns UMEH B ip-aapeca un PID'bl
M UMeHa npoueccosB, obecneymBatoLLnX 3TN COeLNHEHUS

netstat -tupln

oTobpaxaeT BCe ceTeBble CoeAWHEHUst Mo npoTokonam TCP un UDP
6e3 paspeweHnss nmMéH B ip-agpeca u PID'sl m MMeHa npoueccos,




Cnywarwnx nopTbl

tcpdump tcp port 80

oTob6pa3utb Becb Tpaduk Ha TCP-nopT 80 (06bIvHO - HTTP)

iwlist scan

NnpockaHupoBaTb 3(Up Ha npeaMeT, AOCTYMHOCTM 6ecnpoBOAHbIX
Toyek gocTyna

iwconfig ethl

nokasaTb KOHdUrypauumio 6ecrnpoBOoAHOr0 CeTEBOro MHTepdeica
ethl

traceroute www.ya.ru

TpaccupoBKa MaplipyTa A0 YKa3aHHOro xocta (Www.ya.ru), aHanor
tracert B Windows. B HekoTopbIX AUCTpUEYTMBaAx yCTaHOBJIEH MoO-
YMOMYaHUIO TOMbKO traceroute6 u npuaérca [AOyCTaHaBMBaTb
BPYUHYIO.

Microsoft Windows networks(SAMBA)

nbtscan ip_addr

paspewnTb netbios-uma nbtscan He BO Bcex cuctemax craBuTCs ro-

] YMOJIHaHUIO, BO3MOXHO, MpuAETCS AO0yCTaHas/InBaTb BPYYHYIO.
nmblookup -A ip_addr nmblookup BKkOYEH B NakeT samba.
oTto6pa3uTb pecypcbl, NpeaocCTaBfeHHble B O06WwWii [0CTyn Ha

smbclient -L ip_addr/hostname

windows-MalumHe

smbget -Rr smb://ip_addr/share

nonobHo wget MoXeT nonyuuTb dannbl ¢ windows-MawuH 4yepes
smb-npoTokon

mount -t smbfs
username=user,password=pass
/ /winclient/share /mnt/share

CMOHTMpPOBAaTb SMb-pecypc, NpeAoCTaBieHHbIA Ha windows-MalumHe,
B NIOKanbHylo aiioBy cUCTEMY

IPTABLES (firewall)

iptables -t filter -nL

- oT06pasunTb BCE LLENOYKM NMpasBu

iptables -nL

iptables -t nat -L oTtobpa3uTtb BCce uenoukun npasmn B NAT-Tabnuue

iptables -t filter -F

- O4YNCTUTL BCe Lieno4ykun npasun B filter-tabnuue

iptables -F

iptables -t nat -F o4YnCTUTL BCe Lenoyku npasun B NAT-Tabnuue

iptables -t filter -X yAanuTb BCe Nosib30BaTtenbCKkMe Lenoykn npasun B filter-tabnuue
iptables -t filter -A INPUT -p tcp —--dport

telnet -j ACCEPT

No3BONUTb BXOoAsiLLee nogkoyeHne telnet'om

iptables -t filter -A OUTPUT -p tcp ——-dport
http -j DROP

6nokupoBaTb ucxoaswme HTTP-coeanHeHus

iptables -t filter -A FORWARD
——dport pop3 -j ACCEPT

-p tcp

nossonutb "npokuabieath" (forward) POP3-coeaunHeHus

iptables -t filter -A INPUT -j LOG --log-
prefix "DROP INPUT"

BK/IIOUYNTb >KypHaAnpoBaHWe S4POM MNakeToB, MPOXOASALWMX 4epes
uenoyky INPUT, n pgobasneHnem Kk coobuieHuto npedukca "DROP
INPUT"

iptables -t nat -A POSTROUTING -o ethO -j
MASQUERADE

Bkatounte NAT (Network Address Translate) ncxoaawmx nakeToB Ha
mHtepdenc eth0. JonycTMmMo npuv MCMOAb30BaHUM C AUVHAMUYECKMU
BblAENSeEMbIMA ip-afpecamu.

iptables -t nat -A PREROUTING -d
192.168.0.1 -p tcp -m tcp ——-dport 22 \

-j DNAT —-to-destination 10.0.0.2:22

nepeHanpasieHne nNaKkeTos,
Apyron xoct

ajpecoBaHHbIX OAHOMY XOCTY, Ha

MOHMTOPVHI M OTNapakKa

0TO6pa3nTb 3anyLEHHbIE MPOLECChl, UCMOJIb3YyEMblE UMU PECYPChbl U

top APYryto nosnesHy WHdopmauuio (C aBTOMaTU4ECKUM OOHOBEHMEM
AaHHbIX)
ps -eafw 0T06pasunTb 3anyLeHHble NPoLEeCcChl, UCNONIb3YEMble UMU pecypcbl 1

APYryto nonesHyw nHdbopmMaumo (eAnNHOXAbI)

ps -e -0 pid,args ——forest

BbiBecTu PID'bl W Npouecchl B BUAE AepeBa

pstree

0TO6pasnTL AepeBo MpPoLECCOB

kill -9 98989

kill -KILL 98989

"y6utb" npouecc c¢ PID 98989 "Ha cmepTh"
LefIOCTHOCTM AaHHbIX)

(6e3 cobnwoaeHus

kill -TERM 98989

KoppekTHO 3aBepwunTb npouecc ¢ PID 98989

kill -1 98989




3actaButb npouecc ¢ PID 98989 nepenpountatb  dann
kill -HUP 98989 KOHGUry paumy
Isof -p 98989 oTo6pasunTb CNMCOK pannoB, OTKPbITbIX Npoueccom ¢ PID 98989

Isof /home/userl

0T06pasunTb CNMCOK OTKPbITbIX (palinioB u3 gupektopun /home/userl

strace -c Is > /dev/null

BbIBECTU CMWUCOK CUCTEMHbIX BbI30BOB, CO3/JaHHbIX W MOJyYEHHbIX
npoueccom ls

strace -f -e open Is > /dev/null

BbIBECTU BbI30Bbl 6MbMNOTEK

watch -n1 'cat /proc/interrupts'

oTo6paxaTb NpepbIBAHUSI B PEXUME pPeasbHOr0 BPEMEHU

last reboot 0T06pasunTb UCTOPUIO Nepes3arpy3ok CUCTEMBI

last useri oTo6pasunTb UCTOpULD perncTpaumum nonb3sosaTens userl B cucteme un
BPEMSI €ro HaxoXAeHusi B HEWN

Ismod BbIBECTU 3arpy>XXeHHble MOA YN s4pa

free -m nokasaTb COCTOSAHWE OnepaTMBHOW NamMaATn B MerabanTtax

smartctl -A /dev/hda

KOHTPOJIb COCTOSIHUS XECTKOro aucka /dev/hda yuepes SMART

smartctl -i /dev/hda

npoBepuTb A0CTynHOCTb SMART Ha xé&cTkoM gucke /dev/hda

tail /var/log/dmesg

BbIBECTU AECATb MOCNefHUX 3anuceit us XYpHana 3arpysku aapa

tail /var/log/messages

BbIBECTU A,ECATb MOCAeAHUX 3anncei U3 CUCTEMHOIO XYypHana

Apyrve nonesHble KOMaHA bl

apropos ...keyword

BbIBOAUT CMUNCOK KOMMaHA, KOTOpble TakK WM UHaA4Ye€ OTHOCATCA K
KnwouyesBbiIM crnoBaM. [lonesHo, korga Bbl 3HaeTe 4TO Aenaert
nporpaMma, HO HE NMOMHUTE KOMaHAYy

man ping

BbI3OB pyKOBOACTBa Mo paboTe C mporpamMmMon, B AAHHOM cny4ae, -
ping

whatis ...keyword

oTobpaxkaeT onncaHve AenCTBUI YKa3aHHOM NMporpamMmbl

mkbootdisk —-device /dev/fd0 ‘uname -r’

€O34aéT 3arpy304HbIit hnonnu-amck

gpg -c filel

wudpyeT dann filel c nomowbio GNU Privacy Guard

gpg filel.gpg

aewndpyet dann filel ¢ nomowbto GNU Privacy Guard

wget -r www . example.com

3arpyxaeT peKypCcuBHO COAEepXKMMoe caiTa www . example.com

wget -c www . example.com/file.iso

3arpy3utb dann www.example.com/file.iso c
OCTaHOBa M nNpoAo/kKeHna B nocneacrtsun

BO3MOXXHOCTb O

echo 'wget
www . example.com/files.iso' | at 09:00

-C

HaydaTb 3aKa4Ky B YKa3aHHOE BpeMsd

Idd /usr/bin/ssh

BbIBECTM CNMCOK 6UbnnoTek, Heob6xoamMMbIX Ans paboTbl ssh

alias hh="history'

Ha3HauuTb anunac hh komaHge history




