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Abstract

The integration of wireless body sensor networks with cloud computing introduces numerous
challenges in ensuring the privacy and security of patient data, including access control, scal-
ability, privacy, data confidentiality, authorization rights management, multiple access control
policies, audit control, and the availability of personal health information (PHI). Traditional
sensor-cloud infrastructure (S-CI) architectures, typically reliant on a single trusted authority,
struggle to address these multifaceted challenges. Recognizing the evolving landscape and the
need for robust security measures, Blockchain technology has emerged as a promising solu-
tion, showcasing significant advancements in various domains, especially healthcare. This
study presents a detailed examination of the complex challenges within the S-CI paradigm and
propose a comprehensive blockchain-based system designed to enhance the privacy and secu-
rity of patient data. Our approach surpasses conventional architectures by introducing an inno-
vative Blockchain-Based Access Control Model (BBACM). This model is specifically tailored
to effectively manage authorization rights for accessing both patient physiological parameters
(PPPs) and PHI. To validate the practicality and effectiveness of proposed BBACM, a real
use case scenario involving a paralysis patient is implemented. Experimental results showcase
that our model significantly improves fine-grained access control, security, privacy, scalability,
and availability of PHI. By leveraging the decentralized and tamper-resistant nature of block-
chain, our system provides a robust framework for addressing the identified challenges in S-CI.
The introduced BBACM establishes a foundation for secure and privacy-preserving healthcare
data management, offering a promising solution to the intricate security and privacy issues
associated with the integration of wireless body sensor networks and cloud computing.

Keywords Blockchain - Access control model - Patient data privacy - Security -
Sensor-cloud infrastructure

1 Introduction

The healthcare domain adopts wireless body sensor networks (WBSNs) to facilitate

patients for real-time monitoring and early medical aid. The dedicated WBSNs are provid-
ing high-quality healthcare services for elderly ill paralyze children, Epilepsy, Alzheimer’s,
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and Parkinson’s disease. These WBSNs produce a huge amount of medical data and lack in
terms of resource infrastructure [1]. Therefore, sensor data migrated to cloud storage infra-
structure for fast computation, efficient energy performance, massive storage, communica-
tion power, and memory [2]. This amalgamation of WBSNs with cloud computing technol-
ogy as Sensor-Cloud Infrastructure (S-CI) is providing early and at the time medical aid.
According to the National Institute of Science and Technology (US NIST), cloud comput-
ing defines as follows: “Cloud computing is a model for enabling convenient, on-demand
network access to a shared pool of configurable computing resources (e.g., networks, serv-
ers, storage, applications, and services) that can be rapidly provisioned and released with
minimal management effort or service provider interaction”. The definition indicates that
cloud computing is hired by a third party on demand. The Healthcare domain hires cloud
servers (usually private) for S-CI. Therefore, distributed nature of S-CI is more vulnerable
to patient data privacy and security (PDPS).

Nowadays, blockchain technology shows a significant application in cryptocurrencies
(e.g. Bitcoin) for ensuring trust, transparency, and accountability across the network. In
addition, blockchain allows data isolation, confidentiality, and a shared channel-specific
ledger for authenticated peers in the network. As an alternative to a traditional intermedi-
ate trusted entity or central authority in brokerage firms and banks, blockchain technology
introduces a consensus mechanism on a distributed network [3, 4].

The consensus mechanism ensures trust, transparency, and accountability across the
network. Distributed blockchain applications have also gained the attention of researchers
to overcome the problem of a single point of failure [5—7]. Apart from that, data can easily
be tempered in a centralized environment, hence distributed blockchain infrastructure can
significantly improve the security of data [6]. In short, “The blockchain is an incorruptible
digital ledger of economic transactions that can be programmed to record not just financial
transactions but virtually everything of value”. Trust is not only the key concept of the
economic and financial system but also an important element to building a good relation-
ship between doctor and patient. According to Frank Somnenberg “Trust is like blood pres-
sure. It’s silent, vital to good health; and if abused can be deadly”[8]. Some other studies
are also performed related to General Data Protection Regulation (GDPR) for compliant
data processing [48] and compliant information confidentiality preservation [49] and data
anonymization with application to machine learning processes [50-53].

Especially, the Internet of things (IoT) and wearable devices use for patient medical ser-
vices produce a large amount of sensitive and confidential data. Typically, S-CI architec-
ture has a rich storage entity named as a trusted authority (TA) for bootstrap the whole sys-
tem in the initialization phase [9-12]. TA generates public/private keys, certificates, secret
key parameters, and privacy policies for authorization. Relying on a single entity for access
control means a bottleneck of the whole framework in case of failure. Therefore, TA is not
suitable for the healthcare domain as it requires management, reliability, and availability of
a large amount of memory. Figure 1 shows the traditional S-CI architecture with TA.

Recently, the potential benefits of blockchain technology for the healthcare domain
gains a lot of attention in both the industry and academia. The application of blockchain
technology in the field of healthcare can bring significant reforms in the industry in terms
of providing increased access to data and patient medical records and by enabling device
tracking throughout the life cycle of that device in blockchain structure [13]. Along with
several benefits provided by blockchain infrastructure, several requirements are not being
provided in many of these experiments and need to be explored [14]. Also, there are
numerous research as well as functionality-based challenges that are required to be met for
the integration of blockchain technology with the current electronic health record systems
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Fig. 1 Traditional S-CI Architecture

[13, 15, 16]. The healthcare services can be more secure and trustable with blockchain
technology like cryptographic techniques for authentication and access control in a distrib-
uted, secure and scalable manner [17-19].

There is an urgent need to develop blockchain-based methods to manage the patient
privacy of health data stored in cloud-assisted WBANs. With the help of blockchain infra-
structure, healthcare data can not only be studied and analyzed but can also be shared in
a way that ensures security and privacy preservation [5, 18]. Therefore, Liang et al. [20]
proposed an innovative mobile-based patient-centric Personal Health Information (PHI)
sharing solution with permissioned and decentralized blockchain technology. Similarly,
Ichikawa et al. [21] proposed a trustable and accountable decentralized network for PHI
name as a temper resistance mHealth-based system using blockchain technology. Dubovit-
skaya et al. [22] proposed another blockchain-based framework to share and manage elec-
tronic medical records (EMR) of cancer patients. The fine-grained access control is used
to reduce the turnaround time for EMR sharing cancer patients. Xia et al. [23] proposed
a MeDShare system to deal with medical data sharing in the trust-less environment. The
system used blockchain technology to provide auditing, provenance tracking, and access
control in cloud repositories. In S-CI, multiple indoor and outdoor patients equip with
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WBSs for real-time monitoring. There is a central cloud server where all sensed PPPs are
stored after an equal interval of time. Multiple medical entities from cloud servers access
PPPs in the hospital for the real-time monitoring of their patients. Usually, medical enti-
ties have authorization rights over PPPs to read, write, copy or transfer to a 3rd party [24].
Typically, S-CI has a central TA to implement data access policies, security parameters,
generate public/private keys for authorization and certificates. Relying on the single entity
for access control and authorization means a bottleneck of the whole framework in case
of failure. The TA is not sufficient to manage PDPS of S-CI there is a need for improved
access control of PPPs without comprising patient privacy.

Instead of relying on central TA, Blockchain technology used a consensus mechanism
for the network. Blockchain technology allows data isolation, confidentiality, transparency,
accountability, immutability, and channel-specific ledger for authentication of peers in the
network. Following two research questions are investigated here.

RQ1. How is patient data privacy and security managed without relying on the single
trusted entity in sensor-cloud infrastructure?

RQ2. How patient PPPs can be accessed by multiple medical entities with blockchain
technology in sensor-cloud infrastructure?

Therefore, a BBACM to manage PDPS in S-CI is proposed. To achieve the solution to
the aforementioned problem. However, there is no single study available to address the
PDPS in SCI by using blockchain technology. In this study, a new blockchain-based system
with an access control model is proposed to manage PDPS. Following are the main contri-
butions of this work:

e Innovative blockchain-based architecture for S-CI without relying on a single TA.
e A blockchain-based access control model for sharing PPPs in multiple medical entities.
e Implementation of the real use case scenario to validate our access control model.

Despite these advancements, the traditional S-CI architecture relies on a central TA for
data access policies, security parameters, and key generation, creating a potential bottle-
neck. To address this limitation, our proposed Blockchain-Based Access Control Model
(BBACM) aims to manage PDPS in S-CI without relying on a single TA. The BBACM
facilitates secure sharing of patient physiological parameters (PPPs) among multiple medi-
cal entities through a blockchain-based architecture.

The main contributions of this work include the introduction of an innovative block-
chain-based architecture for S-CI, eliminating the dependence on a single TA, and the
development of a BBACM for secure sharing of PPPs among multiple medical entities.
To validate the effectiveness and practicality of the proposed model, the implementation
of a real use case scenario involving a paralysis patient is presented. Through experimen-
tal results, it is shown that proposed BBACM significantly improves fine-grained access
control, security, privacy, scalability, and availability of PHI in the context of S-CI. This
study establishes a foundation for secure and privacy-preserving healthcare data manage-
ment, paving the way for further advancements in blockchain technology for healthcare
applications.

The rest of the paper is organized as Section 2 presents related work, Section 3 defines
the research method of the study, Section 4 presents our blockchain-based system, Sec-
tion 5 discusses performance and security analysis, and finally, the conclusion in Section 6.
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2 Related work

In this section, exiting S-CI architectures with TA and figure out some important chal-
lenges to PDPS in S-CI are reported. Furthermore, how blockchain technology is facilitat-
ing the healthcare sector is discussed. Table 1 shows the summary of related studies with
PDPS challenges.

2.1 Sensor-cloud infrastructure with trusted authority

A two-fold framework was proposed by [25]. In which the inter-sensor communication was
secured by a multi-biometric key generation scheme and secured the storage of EMRs on a
hospital community cloud to preserve patient privacy. A central TA server claimed to secure
patient privacy by balancing administration rights and roles. Where the multi-biometric
scheme is used as a combination of biometric and two PPPs values (ECG and EEG). A wire-
less sensor networks and cloud computing technique (WSNCC) was proposed with TA to
manage access to sensor-cloud data for efficient communication and security of patients. This
architecture was based on hash algorithms such as SHA-224, SHA-256, SHA-384, and SHA-
512 for message integrity. Meanwhile, for electronic healthcare, Chen et al. [26] proposed
a number theory research unit (NTRU) based scheme. It was used to secure PPPs sharing
from wearable sensors to cloud servers. Antony et al. [27] proposed a novel technique with
Integrated Secure Authentication (ISA). This application used TriMode Algorithm as com-
pared to traditional cryptographic approaches for authentication of the e-health based cloud
system. In 2017, Shynu et al. [28] also proposed an e-health cloud storage system to handle
multiple users for sensitive data sharing. The patients were monitored through WBANS con-
tinuously and health data were collected in Electronic Health Records (EHRs). First, users
registered with the cloud server and obtained a pair of cryptographic keys and smartcard.
In the next step, a mutual authentication process took place. Health Service Provider (HSP)
was responsible for the secure connection between the data owner and the data user. HSP
issued an attribute certificate to the trusted entities. After this, the HSP enforces access poli-
cies (read, write) for data access and data encryption. Here, the system utilized the attribute-
based searchable encryption (ABE) technique. During the whole process, a trapdoor function
calculated for every patient. Table 1 summaries the selected studies of S-CI with TA.

2.2 Blockchain-based de-centralized techniques

In the healthcare domain, Yue et al. [32] proposed an application for patients named Health-
care Data Gateway (HDG). The main objective of this App was to allow patients to share
their data without violating privacy. The blockchain-based platform enabled purpose-spe-
cific storage and access control of patient data. The shared data ensured purpose specifi-
cation and patient control without violating PDPS. Similarly, Azaria et al. [33] proposed
MedRec’s first functioning prototype in which the system utilized Ethereum smart contracts
for intelligent representation of EMRs on nodes of the blockchain network. MedRec was
able to manage accountability, data sharing, authentication, and confidentiality of EMRs.
However, MedRec used proof of work (POW) and permissionless blockchain, which is
quite expensive in terms of the transaction fee. However, Ichikawa et al. proposed Temper
Resistant Mobile Healthcare System (TRMH) with blockchain technology. Initially, EHRs
collected through patient smartphones and directly send to blockchain networks without
any intermediate storage server. The validating peers of the hyper ledger fabric verify the
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member and allow the transaction without compromising faults. Meanwhile, Dubovitskaya
et al. [21] proposed a secure and trustable framework (STEMR) for sharing cancer patients’
EMRs. StEMR was a blockchain-based on healthcare data management between different
healthcare providers. The prototype of the framework ensured availability, privacy, secu-
rity, and access control. The evaluation showed improved decision-making for medical aid
and cost reduction. Shafagh et al. [35] proposed a blockchain-based design for IoT devices
access control and data management in the distributed network. A detailed systematic
review has been conducted by Agbo et al. [26] in which they have discussed numerous cases
of application of blockchain in healthcare systems. They identified that the effectiveness of
these proposed use cases has not been studied and characterized satisfactorily by prototyp-
ing. Table 2 summarizes the blockchain-based studies in healthcare.

2.3 Blockchain and IOT

In recent years, many patients’ remote monitoring systems proposed to enforce access control
policy with blockchain-based implementation and transactions. Zhang et al. [36] proposed
a framework based on smart contracts. The proposed framework comprises one judge con-
tract, one register contract with multiple access control contracts to control distributed and
secure access control for IoT systems. To validate the system a case study based on Ethereum
was implemented to attain access control. Xu et al. [37] proposed BlendCAC a decentralized
blockchain-based access control for IoT devices. BlendCAC aimed to provide access control
and information security at largescale IoT devices. The implementation demonstrated fine-
grained access control, scalable, decentralized, and lightweight technique for IoT systems.
Similarly, Novo [38] proposed an innovative blockchain-based architecture for privileges and
attribute-based roles for IoT' Scenarios. The experimental result of the proposed architecture
revealed that blockchain technology provides scalable access management for IoT scenarios.
In another study, Outchakoucht et al. [39] proposed a mechanism for access control of IoT
context. The technique particularly provides a dynamic and optimized security policy.

The studies discussed reveal the reliance on TAs in existing architectures, such as the
multi-biometric key generation scheme [25], Wireless Sensor Networks and Cloud Com-
puting technique (WSNCC) [25], and the Integrated Secure Authentication (ISA) applica-
tion [27]. These approaches utilize cryptographic techniques, hash algorithms, and attrib-
ute-based searchable encryption (ABE) for secure communication, access control, and
data protection. However, the limitations of these techniques include challenges related to
source authentication, data confidentiality, fine-grained access control, spoofing attacks, and
the need for patient privacy. Transitioning to blockchain-based decentralized techniques,
the review highlights various applications, such as Healthcare Data Gateway (HDG) [32],
MedRec [33], Temper Resistant Mobile Healthcare System (TRMH) [21], and Secure and
Trustable Framework for Sharing Cancer Patients’” EMRs (STEMR) [22]. Blockchain tech-
nology addresses accountability, data sharing, authentication, and confidentiality concerns
in the healthcare domain. However, challenges like transaction fees in permissionless block-
chains and the need for further validation of proposed use cases are acknowledged [33]. The
detailed examination of blockchain technology in healthcare showcases its potential in over-
coming existing challenges but emphasizes the need for more comprehensive studies and
characterizations of its effectiveness. Additionally, the integration of blockchain with the
Internet of Things (IoT) is explored. The studies by Zhang et al. [36], Xu et al. [37], Novo
[38], and Outchakoucht et al. [39] propose blockchain-based access control mechanisms
for IoT devices, addressing issues of decentralized and secure access control, fine-grained
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access control, scalability, and optimized security policies. However, the literature recog-
nizes the necessity for further validation and experimentation to assess the scalability and
effectiveness of these proposed architectures in real-world IoT scenarios.

This study introduces a novel approach to address the limitations of traditional S-CI
architecture by proposing a Blockchain-Based Access Control Model (BBACM). Unlike
the conventional S-CI, which relies on a central Trusted Authority (TA) for critical func-
tions, the BBACM eliminates this single point of dependency. The key innovation lies in
the use of a blockchain-based architecture to manage Patient Data Processing Systems
(PDPS) securely. The BBACM enables the secure sharing of patient physiological param-
eters (PPPs) among multiple medical entities. The contributions of this work include the
introduction of the innovative blockchain-based architecture for S-CI, the development
of the BBACM for secure PPPs sharing, and the validation of the model through a real
use case involving a paralysis patient. The experimental results demonstrate significant
enhancements in fine-grained access control, security, privacy, scalability, and availability
of Personal Health Information (PHI) within the S-CI framework. This study establishes
a robust foundation for advancing secure and privacy-preserving healthcare data manage-
ment, showcasing the potential of blockchain technology in healthcare applications.

3 Method

In this section, a brief description of the blockchain network and Hyperledger fabric com-
poser used for our proposed model is provided. Meanwhile, a detailed description of the
case scenario was selected for the implementation of our model.

3.1 Blockchain network

The blockchain is used to record business trades, promises, transactions, or simply assets
for transparency and immutability. Blockchain technology consists of four main key con-
cepts to revolutionize the business in terms of privacy and pre-permission identities in the
network [40]. Following are the four main key concepts:

Shared Ledger:—As compared to a bilateral entry in the traditional ledger, blockchain
introduced a new concept of distributed shared ledger. This shared ledger means an
immutable record shared among all the participants of the network[40].
Permission:—Blockchain can be divided into two type’s: permission and permission-
less. Bitcoin and Ethereum are examples of permissionless blockchain networks [41].
However, permissioned blockchain facilities participants of the network with a unique
identity, which enables access, control policies for transactions details. Therefore, per-
missioned blockchain network is more suitable for sharing PHI. Permissioned block-
chain for PDPS in S-Cl is also utilized.

Consensus:—All participants of the blockchain network are trusted and identifiable.
Therefore, the transaction of the shared ledger can be committed and verifiable through
a consensus mechanism (agreement). Some common consensus mechanisms are proof
of stake, multigeniture, and practical Byzantine fault tolerance (PBFT) [40].

Smart Contract:—A smart contract is a set of rules used to manage the transaction of a
network automatically. These contracts are based upon many contractual conditions that
are partially or fully self-enforcing and self-executing [40].
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3.2 Hyberledger fabric

Hyperledger is an open-source software to improve collaborative efforts for the advance-
ment of cross-industry with blockchain technology. Hyperledger hosted by Linux founda-
tion collaborating for globalization in the supply chain, IoT, banking, spanning finance,
manufacturing, and technology. The fabric is a distributed network from peer to peer where,
each peer contained a replicated copy of consistent blockchain data structure, records of
the transaction on the network with chain codes. The fabric is a hyperledger project that
provides a platform for blockchain-based implementation and application development.

The hyperledger composer is used to simplifying the application development in
hyperledger fabric. Hyperledger composer provides a framework for development used
to step up an application on top of the blockchain network. This framework starts from a
business level and is used to model the basic components of the network. Model files in the
hyperledger composer portray the “Assets, Participants, Transactions and Events” of the net-
work. For data sharing and privacy, “Access Control List” defines the rules at runtime. How-
ever, “Transaction Processors Functions” are used to implement the additional requirements
[41]. Figure 2 shows the general structure of the composer. Following are the detail of com-
poser files:- The Model file is responsible for outlining the structure of the network. Three
main components: assets, participants, and transactions. Assets are often the variables stored
in the network. Participants are the nodes of the network and can interact with assets and
other participants through transactions. Transactions are the functions of the network and are
invoked to update the network (e.g., transferring an asset). The script file defines the various
transaction functions in the network. It is written in JavaScript handles the transaction logic,
including which types of participants interact (different categories of participants have dif-
ferent levels of access in the network) and which kinds of assets are transferred. The access
control file delineates the specific scopes of access users have in the business network. In
this file the role of the user (participant) is described, determining their role in creating(C),
reading(R), updating(U), or deleting(D) elements of the network. The query file defines the
structure and function of queries from this network. Queries can be set to extrapolate transac-
tions from the historian, which is a ledger of all past transactions in the system.

Once the network is defined, it can be exported as an archive, downloaded, and run on
another machine. A network card is used to connect to the system. Network cards can take
the form of a participant type or admin. Participant cards generally have a more controlled
scope of access in the network, while the admin can perform more high-clearance functions
such as adding new participants or deleting participants. This card type defines the node that
uses the card to connect to the network and, thus, outlines what kind of role the node plays.

4 Blockchain-based system

In this section, proposed blockchain-based system to facilitates the access of PPPs among
multiple medical entities of a hospital is explained. Proposed blockchain-based system
provides scalability to store a large number of PPPs collected through WBANS. Since
PPPs are highly sensitive to PHI, BBACM is proposed to ensure the PDPS in S-CI by
implementing a real case scenario of a paralysis patient. Unlike, traditional TA-based S-CI
system; our system is secure, transparent, and auditable for data owners and data request-
ers. Figure 3 shows proposed blockchain-based system architecture applied to achieve the
aforementioned objectives.
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Access
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Fabric

Fig.2 General Structure of Fabric Composer

4.1 System entities
Our proposed system consists of four system entities. Following are the five main entities:
1) ADMIN

The admin is responsible to register patients and medical entities for our system. This
entity can add, update and delete the patient and medical entities from the system.

2) PATIENT

In our system, there are two categories of patients a) indoor patient (Pi) and b) outdoor
patient (Po). Both types of patients are equipped with wireless body sensors for PPPs col-
lection. These PPPs are then uploaded to the cloud server through their device.

3) MEDICAL ENTITY (ME)

These are multiple medical entities like a doctor, a nurse, and a medical secretary. These
multiple entities have authorization rights (read, write, copy or transfer) to access PPPs
according to their patient’s treatment and diagnosis. The medical entity can request to
access PPPs from the cloud server.

4) CLOUD SERVER (CS)
It is an outsourcing cloud computing service to provide storage for WBANSs. PPPs are

uploaded and accessed according to the authorization rights defined in the blockchain net-
work. Access to PPPs is secure, confidential, traceable, and accountable.
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5) BLOCKCHAIN NETWORK (BN)

The blockchain network used for PDPS of PPPs in S-CI. This network has an umbrella
role throughout the process. From PPPs uploading to PPPs access all transactions appended
to the blockchain network. Blockchain provides a data access policy based on authorization
rights for PDPS. At first, the Pi or Po visits the hospital, and the admin is responsible to
register both types of patients on the network. The concerned ME uploads PHI at CS(HIS)
with unique patientrecordid. Moreover, PPPs can be uploaded from WBANSs at CS. Then
the authorized ME can access PHI with an updated version of PPPs through BN. However,
each participant’s transactions are logged and updated at the shared ledger of BN. How-
ever, once the record is logged in BN cannot be tempered or lost.

4.2 Case study
4.2.1 Paralysis patient case scenario

In this section, a real case scenario of a paralyzed patient from a local Medical Hospital is
considered for implementation. This hospital hired a private server cloud for their patients,
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which requires frequent visits for constant monitoring. However, the hospital is quite con-
cerned about patient data privacy and security. Therefore, they did not share the real names
of the patient and so anonymous names are used for the patient and the medical staff. A use
case scenario of a patient suffering from paralyzes requires constant healthcare monitoring
(see Fig. 4). Paralysis is caused by trauma (fall or car accident) in which damage to the spi-
nal cord needs lifetime monitoring and long-lasting treatment.

The patient is 35 years old young man. His spinal cord was badly affected in a road
accident when he was 5 years old. His body is 40 percent paralyzed. For the last thirty
years, he is in constant medical observation at the local general hospital. His PHRs used
in several different places like a general physician, surgical department, gastrology depart-
ment, neurology department, lab, etc. He has to visit the hospital every month for regular
checkups. He is suffering from occasional fits attacks for the last 6 months. Meanwhile, he
is suffering from shortness of breathiness. The main motivation to choose this real case is
the maximum utilization of PHRs across different departments of the hospital. Meanwhile,
the patient is dependent on the hospital and family for his privacy.

4.2.2 The internal medicine physcian (specialist)

Our simple scenario was extracted from the interview with the internal medicine physician.
Patient family member makes an appointment for his regular monthly checkup. Dr. Isma is
responsible for the general examination. His nurse records specific physiological param-
eters to check his current condition and update his PHI. If the patient is diagnosed with

L

NEESE
i @ ADMIN
—
Continue Medicine
USN Stable Condition E’“endH

extengs, Unstaole Condition
Prescribe new
Treatment
extends
DOCTOR

Record PPPs
SPECIALIST

Record PHI

Fig.4 Use Case Model
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an unstable medical condition Doctor recommends encountering some new physiologi-
cal parameters and if needed recommend new treatment or refer to the concerned depart-
ment for a new physician. The marked terms were utilized later in the implementation (see
Table 3). Following is an extracted phrase from Doctor’s interview:

"When my' patient® arrives® for regular checkup® in internal medicine department
(IMD) >, I recommend recording® his physiological parameters like body tempera-

ture. blood pressure. and heart beat” etc. These parameters are documented® in the
his® medi record (PHI ]0, which m” nurse' and I can access™ from hospital

information system (HIS) '*.

From the internal medicine physician scenario, the patient data can be divided into two
types for implementation of BBACM. Following are two types of patient data:

1) PERSONAL HEALTH INFORMATION

This data is maintained from the initial visit of the patient at the hospital. Medical enti-
ties with proper authentication rights can access the PHI of patients from HIS. Data items
like patient id, patient name, address, contact no, medical diagnoses, medical treatments,
surgeries, and drug allergies, etc. are commonly maintained in PHI.

2) PATIENT PHYSIOLOGICAL PARAMETERS

This data type contained the PPPs recorded and saved with PHI in HIS. These PPPs are
used for real-time monitoring to assess the medical condition of the patient. In this sce-
nario, PPPs like Bp, Bt, and Hb are commonly recorded. From the patient medical history
of the use case scenario, we can extract two medical conditions for real-time monitoring.

Stable Medical Condition: The recording of PPPs show stable medical condition, and
the current treatment plans or medications are according to patient care.

Unstable Medical Condition: The recording of PPPs show unstable medical condition,
and the current treatment plans or medications are not enough for patient care. However,
details about PPPs readings, treatment plans, and medication details of the patient are
not investigated, as it is out of the scope of this study.

4.3 Experimental setup

To test the proposed system, Ubuntu 14.04 version LTS, OS type 64-bit with Intel core i7,
and Docker engine 17.03 is used. Hyperledger composer is used to modeling. Hyperledger’s
Modeling Language used for access control list,.cto file model design and stored on the chain.

As HF is a permission-based network, restrict services for particular users. Our block-
chain-based system incorporated two fundamental parts (1) off-chain storage (cloud
server), and a (2) blockchain network. The Business Network Archive (BNA) is created
through HC which decides the capabilities and characteristics of our model. Besides, the
HC deploy runtime version of the BNA on HF instance.

HC creates three basic files as A Script document, A Model Document, and the Access
Control List. Participants are the main actors of the network for the exchange of data with
transactions. In our model, three main participants are involved (Admin, Patient, and
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Medical Entity). Description of the participants is in the Model file of HC. New partici-
pants can be generated or added to the participant registry. HC needs blockchain identi-
ties as credentials and mapping characters for participants to store in the identity registry.
Admin control all identity management services for deployment of a blockchain network.
In our model, at any point, new participants (Doctor, Nurse, Patient) with their access
control list can be added to the network. While, access control list, type of transactions, and
attributes for each participant are defined in “permissions.acl” file. “permissions.acl” file.
For example, in our model authorization rights to a doctor are controlled by the patient.
Assets of our model (PHI, PPPS) are saved in the asset’s registry of the HC. Transactions
are operations to exchange assets by participants within the network. Our model implanta-
tion consists of five main functions for Add new Patient, Read Access of PHI, Updated PHI,
Delete, and Transfer rights. These functions are triggered by the participants of the network.

4.4 Hyberledger business archive network (HBAN)

After the extraction of the terms from the scenario, the following components for the
hyberledger business archive network are created:

1) PARTICIPANTS

In the proposed HBAN, five participants for the network are created (Table 4). The
admin is responsible for registering other participants on the network. Meanwhile, the
admin also has the right to control the transactions of other parties. In the beginning, the
patient consults for monitoring with a relevant medical entity (doctor, nurse, specialist).
Once the patient gets consultation his/her PHI or PPPs record is updated on the network.
In the future, these records only be shared with authorized participants according to the
access control list. Figure 5 shows an example to add a doctor as a participant for HBAN.

2) ASSETS

Anything that value is called an asset. In proposed HBAN, three assets PHI, MEI, and
PPPs are considered. The assets are responsible for the transaction of data. Table 5 shows
a list of assets involved throughout the lifecycle of the system. PHI is an asset that con-
tains all basic medical information about the patient, while PPPs asset is linked to PHI by
patiendrecodid attribute. PPPs assets contain vital signs of a patient. The recorded PPPs
values in real-time will be updated at a specific interval of time in this asset. However,
admin is responsible to add or delete any specific parameter from this record. The MEI
asset maintains information about any particular entity like doctor nurse and specialist.
Figure 6 shows PHI assets on HBAN.

Table 4 List of Participants for

HBAN No Participants
1 Admin
2 Patient
3 Doctor
4 Nurse
5 Specialist
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hiatrist",

PM",

Fig.5 Add Doctor

Table5 Assets in HBAN No Asscts Key Fields

1 PHI patientrecordid, name, gender, dob, address, contact_
no, email, allergies, referedby, heartdisease, stroke,
lower_respiratiory_infection, diabetes, cancer,
Alzheimer’s, unintentional_injuries, kidney_disease,
other

2 MEI medicalentityid, name, gender, dob, designation,
department, specialized_in, experience, affiliation

3 PPPs Patientrecordid, BP, BT, Pulse, EEG, EEC, Heart_rate,

3) TRANSACTIONS

The participants of the HBAN perform their processes on the network by transac-
tions. These transactions are responsible to change the value of assets on the network. The
participants of HBAN can perform a total of four transactions UploadPHI, AccessPHI,
UpdatePHI, and TransferRights throughout the lifecycle. Each interaction with the PPPs is
logged as transactions in the blockchain network. Participants associated with the relevant
transaction can view these transactions on the network. Figure 7 shows some interactions
on the network with data, time, and participant records.

In UploadPHI transaction there are three main participants of the transaction such as
patient, doctor, and nurse with assets PHI and PPPs. In AccessPHI transaction there are
two main participants doctors and specialists with assets PHI and PPPs. Similarly, two par-
ticipants admin and doctor can make a transaction in UpdatePHI with asset PHI. However,
doctors can perform only TranferRights on asset PHI. Table 6 list the details of all four
transactions in our system with pseudocode.

To ensure the access control of the PPPs, chain code defines the functionality of author-
ization rights for the participants of the blockchain network. Hyperledger Fabric contains
ACL, which defines the access control policy for the items of the domain model. CTO. By
defining access control rules for the authorization rights (for medical entities) in ACL, one
can control the assets of the participants in proposed blockchain network.
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"$class": "org.example.basic.Patientdata",
"patientrecord": "5795",

"HeartDisease": false,

"Stroke": truq,
"Lower_respiratory_infection": false,
"Diabetes": false,

"Alzheimers": false,

"Cancer": true,

"Unintentional_Injuries": false,

"Kidney_Disease": false,

W UL LE

CEESTS=aHa3

"owner": "resource:org.example.basic.Patient#4514"

Fig.6 PHI Asset on HBAN

5 Discussion

Previous studies with TA-based approaches to access PHI and PPPs in HIS were more
vulnerable to patient data privacy and security breaches. In TA based system the access
control policy depended on one entity for the whole network. Meanwhile, different parties
involved in the exchange of patient data were not known. In our system the access control
policy is manned by.acl on the network therefore, there are zero percent chances of the
bottleneck. Meanwhile, a real-time ledger of the blockchain maintains the access details of
every participant. As aforementioned, to the best of our knowledge, this is the first novel
approach for access to PPPs based on blockchain as compared to other TA-based tech-
niques. Therefore, the difficulty level of mining of each block, scalability of the network,
and availability of the system is focus.

The difficulty level of each block depends upon the mining network concerning time.
Suppose, the expected time to mine a single block is 10 min. Then the average speed of
mining the last 2000 blocks in 8 min. Hence, the new difficulty level calculated as follows:

Let, Difficulty level =DL, New Difficulty =ND, Old Difficulty =OD, Fixed no. of previ-
ous blocks =Fpb.

Time in minutes =tm
DL = ND = OD_Fpb_tm (1)

(The average time of mining Fpb) ND=0D * (2000 blocks * 10 min)/ (the average time
of mining last 2000 blocks). If the average time is > 10 min the factor will be less than one
and the next difficulty level will be decreased for 2000 blocks.

The current estimated difficulty level is 4,022,059,196,164 in scientific notation:
4.2e12. Minimum difficulty level =232 =4.3e9 hashes (for 1 block). So, average of 4.2e12
*4.3e9=1.806e22 hashes required to mine 1 block. Our system with Core i7 26000 CPU
performed 2.3e7 hashes per second (based on ASCI hardware code).
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Hyperledger Composer - Mozilla Firefox
@ Hyperledger Composer X [id

3 cC © | @ localhost RN +4 neoe =
Web hospital-information-system Define  Test admin v
PARTICIPANTS
Doctor
Date, Time Entry Type Participant
Nurse
patient 2020-06-30, 04:34:57 UpdateParticipant admin (NetworkAdmin) view record
Receptionist
2020-06-30, 04:33:26 AddParticipant admin (NetworkAdmin) view record
patientdata 2020-06-30, 04:21:21 ActivateCurrentidentity none view record
2020-06-29, 12:02:58 ActivateCurrentidentity none view record

Al Trwsa(liw\s
2020-06-29, 12:02:22 Issueldentity admin (NetworkAdmin) view record

Submit Transaction

Fig.7 Transactions on HBAN

Hence, 1.806e22 / 2.3e7="7.8521739130435¢e14 average seconds required to mine one
block in our system. This will be approximately 2 million years.

Scalability Scalability is one of the major challenges for S-CI [42-44]. As patient data
sharing needs scalability [43] based upon the number of access requests and stakeholders.
Bitcoin network is the first application of blockchain network on the average process seven
transactions per second (tpsec) [45]. An average online transition through visa=2000
tpsec, the bitcoin blockchain size increased over GB as compared to other online transac-
tions. For example, the number of transactions processed through Visa at peak of time is
2000 topic.

An average online transition through visa=2000 tpsec, the bitcoin blockchain size
increased over GB as compared to other online transactions. For example, the number of
transactions processed through Visa at peak of time is 2000 tpsec. Similarly, 15,000 tpsec
was processed by Twitter at peak time. However, 500,000 to 2,100,000 tpsec were pro-
cessed by trading, email, and advertising networks.

Scalability = Requested Transactions X (Block size X Time™) 2)

Time in seconds, minutes, hours, and days.

In our system, the number of requests to access PPPs in real use case scenario of our
case study adopted as user transactions per second. For example, assume system consist
with maximum 100 tpsec with block size 650 MB. The estimated size of blockchain net-
work as follow:
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100(650 X 1)=65,000 bytes =520 KB per second

100(650X 60(1))= 3,900,000 bytes =31.2 MB per minute
100(650X36X102(1))=238,680,000 bytes = 1.9 GB per hour
100(650X864X102(1))=5,728,320,000 bytes=45.82 GB per day

Security: PHI stored in HIS (a private cloud server) encrypted with asymmetric key
pair of a 2048-bit RSA. The patient as a data owner can only share encrypted keys and set
a control access policy to maintain confidentiality. The PPPs uploaded from the patient
interface and PHI shared from HIS are secured on the network with the hash algorithm.
The hash of the data objects is stored on the shared ledger and digitally signed transactions
to ensure data integrity.

Availability: The availability of the PHI is guaranteed by storing it in a private cloud
server. A role-based APIs on the network to query or invoke the chain code. Whereas, in
loss of credentials off-chain and on-chain stored data is still recoverable.

Since this is the first effort to use a blockchain network instead of TA in S-CI it is very
hard to compare our work with other related works. Thus, comparison is done with other
techniques proposed for PDPS in S-CI. A two-fold mobile healthcare-based framework
was proposed using WBANSs. The security of patient data is maintained with 1) inter-sen-
sor communication secured by a multi-biometric key generation scheme; 2) secure storage
of EMRs. The framework used dynamic reconstruction of metadata for PDPS. In contrast,
Zhou et al. [46] used body symmetric structure for their scheme. The symmetrical structure
of the patient body was adopted for key generation extracted from ECG, EEG, and privacy
maintained with similar social groups. Similarly, the “wireless sensor networks and cloud
computing” (WSNCC) technique used Hash Algorithms such as SHA-224, SHA-256,
SHA-384, and SHA-512 for access control and secure communication in S-CI. Constant
availability and confidentiality of patient data symmetric key cryptography.

Recently, Huang et al. [43] proposed mobile healthcare social network (MHSN) scheme
and provided fine-grained access control through the fusion of health and social data.
MHSN used identity-based broadcast and attribute-based encryption for PDPS. Similarly,
Li et al. [47] used chaotic maps in S-CI for secure and continuous real-time monitoring of
patients. As compared to the aforementioned work, our model only requires two messages
on the blockchain network1) the transaction for access of PPPs and 2) the response of the
blockchain network. Message integrity on the network is maintained by hash and symmet-
ric key encryption. However, the response time of our model depends upon the type of
blockchain network.

This study underscores the novelty and advancements brought by our proposed Block-
chain-Based Access Control Model (BBACM) in contrast to traditional Trusted Authority
(TA)-based approaches for accessing Patient Health Information (PHI) and Patient Physi-
ological Parameters (PPPs) in Health Information Systems (HIS). TA-based systems have
historically posed vulnerabilities to patient data privacy and security, relying on a single
entity for network-wide access control policies. In our BBACM, the access control pol-
icy is managed by an.acl on the network, eliminating the potential bottleneck associated
with TA-based architectures. Additionally, the real-time ledger of the blockchain maintains
detailed access records for each participant. To the best of our knowledge, this study pre-
sents the first innovative approach to access PPPs based on blockchain, distinguishing it
from TA-based techniques. The evaluation focused on the mining difficulty, scalability, and
system availability. Mining analysis revealed that our system, based on a Core i7 26,000
CPU, would take approximately 2 million years to mine one block, emphasizing the robust-
ness of the proposed approach. Scalability considerations showed the potential for efficient
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processing of access requests, surpassing limitations observed in other Scalable-Cloud
Infrastructure (S-CI) systems. Furthermore, the security measures, including encryption
and hash algorithms, ensure the confidentiality and integrity of PHI, while the availabil-
ity of data is guaranteed through role-based APIs and recoverable off-chain and on-chain
stored data. Comparisons with existing PDPS techniques in S-CI demonstrate the superi-
ority of our model in terms of efficiency, requiring only two messages on the blockchain
network for access transactions and response.

6 Conclusion

This research introduces an innovative access control model, BBACM, leveraging the
inherent properties of blockchain technology to establish a robust access control policy
for medical entities. The model’s effectiveness is demonstrated through the implemen-
tation of a real-use case scenario involving a paralysis patient in the internal medicine
department, wherein BBACM efficiently manages authorization rights for patient data
within the S-CI framework. Our blockchain-based access control model encompasses
routine patient physiological parameters (PPPs) such as body temperature, heartbeat,
and blood pressure, providing a secure and streamlined mechanism for access across
multiple medical entities. Notably, BBACM addresses and mitigates threats to patient
data privacy and security (PDPS), ensuring real-time monitoring and control over PPPs
access. The evaluation of BBACM on the Hyperledger Fabric platform underscores the
success of our fine-grained access control coupled with symmetric key encryption. The
performance and security analyses reveal a marked improvement in scalability, security,
and availability, substantiating BBACM’s efficacy in facilitating secure PPPs access.
Looking ahead, BBACM holds promising potential for extension into emergency man-
agement and access control for intricate use case scenarios. As we continue to refine
and expand the scope of BBACM, its application in diverse healthcare settings is poised
to contribute significantly to the advancement of secure and efficient patient data access
and management.

In future work, one may aim to further enhance the versatility and applicability of
BBACM by extending its capabilities to address emergent challenges in healthcare. Our
focus will include refining the model for seamless integration into emergency management
systems, allowing for rapid and secure access control in critical situations. Additionally, we
plan to explore the adaptation of BBACM to more complex use case scenarios within the
healthcare domain, broadening its scope and impact. Continuous refinement and expansion
of BBACM will be guided by a commitment to advancing secure and efficient access con-
trol for patient data, ultimately contributing to the ongoing evolution of healthcare infor-
mation management systems.
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