
Введение

Добро пожаловать в набор инструментов OSINT.

Этот набор инструментов включает в себя программное обеспечение для 
геопространственной разведки, инструменты проверки и подтверждения, 
юридические руководства по расследованию международных преступлений 
и многое другое.

Проверка и подтверждение
OSINV Quality Checker
Interactive Media Bias Chart
start.me/p/zpkMMO/deep-fake-tools-detection
PureRef
Cleanup.pictures
Media Bias
IPVM Designer / Calculator
http://YouTube Geofind.com
Yandex.Images: search for images on the internet, search by image
InVID Verification Plugin
Lens.google
Deepware
Project Overview ‹ Detect DeepFakes: How to counteract misinformation created by AI …Overview
Faceforensics.com
Internet Archive: Wayback Machine
MeVer
InVID Verification Plugin

Юридические основы

Правовые рекомендации по практике OSINT, расследований международных 

преступлений и цифровых доказательств

Rome Statute of the ICC
The Berkeley Protocol
Basic-Investigative-Standards-Manual-for-Documenting-Crimes-in-Ukraine Leiden 
DDE Guidelines
GIJN Reporter’s Guide to Investigating War Crimes

CYBINT - Кибер-разведка

Shodan.com
Whois
Instant IP Address Lookup Web 
Statistics and Analysis Century 
Systems, Inc. DNS History
BuzzSumo
dnslytics
SimilarWeb

INFOSEC - Информационная безопасность

Oracle VM VirtualBox
Mullvad VPN
NordVPN
ProtonVPN
Temp Mail
The Tor Project
The new, fast browser for Mac, PC and Linux OSIRT
1Password
Hunchly
Zotero
VirusTotal
http://Malicious URL Tester.com
Duck Duck Go
Fake Name Generator
Privacy Badger
Surveillance Self-Defense

GEOINT - Геопространственная разведка

DeepStateMAP
Sentinel Hub
Ukraine Interactive map
Wikimapia
Geograph.com
Mapillary
Photo-Map.RU
Openinframap.com
OpenStreetMap
www.openseamap.com
Welcome to the QGIS project!OpenRailwayMap
ChatGPT
Strava Global Heatmap
Yandex.Maps — detailed map of the world Open 
Access Hub
Worldview: Explore Your Dynamic Planet Home
Google Earth Engine
Google Maps
EOS Landviewer
Geolocation Estimation

Специфические для России инструменты

TeleSINT
VKHistoryRobot
VkUserInfo
Проверка авто по гос номеру � Проверить машину по номеру онлайн ✅ Номерограм Number
Stations Research - Numbers Stations Research and Information Center
ВЧК-ОГПУ
Voinskayachast.net
MilitaryRussia.Ru — отечественная военная техника (после 1945г.)

SOCMINT - Разведка в социальных сетях

TelegramDB.org
Tgstat.com
Welcome to nginx!
Skopenow
Download Photos and Videos from Instagram Find 
Instagram User ID
The one million tweet map
Twlets
Search4faces.com
DAN.COM
vk.watch
Welcome to WhatsApp Tools
Who posted what?
Facebook Video Downloader Online Storysaver.net
Snaptik.ltd
Ssstwitter.com

Транспорт

Marine Traffic
VesselFinder
FleetMon
ADS-B Exchange
Flightradar24
FlightAware
Planefinder.com
Opensky-network.com
Icarus Flights
Aircraftone.com
EASA Search
Openrailwaymap.com
Wikiroutes.com Bosphorusobserver
Global Fishing Watch
IMO Identification Number Schemes

Военная идентификация

Camopedia
Small Arms Survey - Home
Forgotten Weapons
Armyrecognition.com
Defense News aviation aerospace air force technology equipment Navy News 
Naval Defense Maritime industry equipment
Small Arms Survey - The Weapons ID Database
Military Database
Military and Conflict GIJN Database
List of comparative military ranks
Small Arms Survey - Global Firearms Holdings
ODIN

VISINT - Визуальная разведка (работа с изображениями)

Pimeyes.com
SunCalc sun position- und sun phases calculator
FotoForensics
Search4faces.com
PureRef
Cleanup.pictures
IPVM Designer / Calculator
RootAbout
Google Custom Search Engine for search 10 worldwide webcams catalogs 
SkylineWebcams
WorldWide WebCams by See.Cam
MeVer
Forensically, free online photo forensics tools
Location Search

FININT - Финансовая разведка

YouControl
data.occrp.org
www2.swift.com/bsl/facelets/bicsearch.faces
Country Codes List
View or download data for individual institutions
Lists of banks
https://en.wikipedia.org/wiki/Lists_of_banks
ICIJ Offshore Leaks Database
View 2018 Results
Search Form
OpenCorporates
e-Äriregister –
European e-Justice Portal
www.northdata.com
Homepage — iCRIBIS
Portalmns.mu
Cantonal company search, Commercial Registries of the canton Ticino Eservices.dls.moi.gov.cy
Companies In The UK
KVK
Cedar Rose International Services Limited
Business Registers
orbisdirectory-r1.bvdinfo.com/version-20231205-1-1/OrbisDirectory/1/Companies Search for
property information from HM Land Registry
Corporation Wiki
build.export.gov/build/idcplg
Common Export Documents

Набор инструментов OSINT

https://start.me/pricing
https://about.start.me/
https://chat.openai.com/g/g-hFkHCf3kM-osinv-quality-checker
https://adfontesmedia.com/interactive-media-bias-chart/
https://start.me/p/zpkMMO/deep-fake-tools-detection
http://pureref.com/
https://cleanup.pictures/
https://www.allsides.com/media-bias
https://calculator.ipvm.com/
http://youtube%20geofind.com/
https://yandex.com/images/
https://www.invid-project.eu/tools-and-services/invid-verification-plugin/
https://lens.google/
https://scanner.deepware.ai/
https://www.media.mit.edu/projects/detect-fakes/overview
https://weverify.eu/about-us/overview/#1560343088338-24c0bae8-7ae8
http://www.faceforensics.com/
https://archive.org/web/
https://mever.iti.gr/forensics/
https://www.invid-project.eu/tools-and-services/invid-verification-plugin/
https://www.icc-cpi.int/sites/default/files/RS-Eng.pdf
https://www.ohchr.org/sites/default/files/2024-01/OHCHR_BerkeleyProtocol.pdf
https://globalrightscompliance.com/wp-content/uploads/2023/05/Basic-Investigative-Standards-Manual-for-Documenting-Crimes-in-Ukraine.pdf
https://leiden-guidelines.com/assets/Leiden%20Guidelines%20on%20the%20Use%20of%20DDE%20in%20ICCTs_20220404.pdf
https://gijn.org/?p=1221611
http://shodan.com/
http://whois.com/
https://whatismyipaddress.com/ip-lookup
https://hypestat.com/
https://censys.com/
https://completedns.com/dns-history/
https://buzzsumo.com/
https://dnslytics.com/
https://www.similarweb.com/
https://www.virtualbox.org/
https://mullvad.net/en
https://nordvpn.com/
https://protonvpn.com/
https://temp-mail.org/en/
https://www.torproject.org/
https://www.mozilla.org/en-US/firefox/
https://osirtbrowser.com/#mu-pricing
https://1password.com/
https://www.hunch.ly/
https://www.zotero.org/
http://virustotal.com/
http://malicious%20url%20tester.com/
https://duckduckgo.com/
https://www.fakenamegenerator.com/
https://privacybadger.org/
https://ssd.eff.org/
https://deepstatemap.live/
https://www.sentinel-hub.com/
http://liveuamap.com/
http://wikimapia.com/
http://geograph.com/
http://mapillary.com/
https://photo-map.ru/
http://openinframap.com/
http://openstreetmap.com/
http://openseamap.com/
http://qgis.com/
https://www.openrailwaymap.org/
https://chat.openai.com/g/g-Emy7pH8oc-openstreetmap-query
https://www.strava.com/heatmap
https://yandex.com/maps
https://scihub.copernicus.eu/
https://worldview.earthdata.nasa.gov/
https://earth.esa.int/eogateway
https://earthengine.google.com/
https://www.google.com/maps
https://eos.com/landviewer
https://labs.tib.eu/geoestimation/
https://t.me/telesint_bot
https://t.me/VKHistoryRobot
https://t.me/InfoVkUser_bot
https://www.nomerogram.ru/
https://www.numbers-stations.com/
https://t.me/vchkogpu
https://voinskayachast.net/
http://militaryrussia.ru/blog/
http://telegramdb.org/
http://tgstat.com/
https://telemetr.io/
http://skopenow.com/
http://instaloader.com/
https://codeofaninja.com/tools/find-instagram-user-id
http://onemilliontweetmap.com/
http://twlets.com/
http://search4faces.com/
http://findclone.com/
https://vk.watch/
https://watools.io/
https://whopostedwhat.com/
https://fdown.net/
https://www.storysaver.net/
https://snaptik.ltd/
https://ssstwitter.com/
http://marinetraffic.com/
http://vesselfinder.com/
http://fleetmon.com/
https://globe.adsbexchange.com/
http://flightradar24.com/
http://flightaware.com/
http://planefinder.com/
http://opensky-network.com/
https://app.icarus.flights/
https://www.aircraftone.com/
https://www.easa.europa.eu/en/search
http://openrailwaymap.com/
http://wikiroutes.com/
https://bosphorusobserver.com/
https://globalfishingwatch.org/
https://www.imo.org/en/OurWork/IIIS/Pages/IMO-Identification-Number-Schemes.aspx
https://www.camopedia.org/index.php/Main_Page
http://www.smallarmssurvey.org/
https://www.forgottenweapons.com/
https://www.armyrecognition.com/
https://www.airrecognition.com/
https://www.navyrecognition.com/
http://www.smallarmssurvey.org/weapons-and-markets/tools/weapons-id-database.html
https://www.scramble.nl/database/military
https://docs.google.com/spreadsheets/u/0/d/1wiIVKdvn8QSBQ1LGB9kiGrB28SYFblbZ7uM4uKSWFfU/htmlview
https://en.wikipedia.org/wiki/List_of_comparative_military_ranks#United_States
http://www.smallarmssurvey.org/weapons-and-markets/tools/global-firearms-holdings.html
https://odin.tradoc.army.mil/WEG/
http://pimeyes.com/
https://suncalc.org/
http://fotoforensics.com/
http://search4faces.com/
http://pureref.com/
https://cleanup.pictures/
https://calculator.ipvm.com/
http://rootabout.com/
https://cipher387.github.io/webcamcse/
https://www.skylinewebcams.com/
https://www.see.cam/#countries
https://mever.iti.gr/forensics/
https://29a.ch/photo-forensics/#forensic-magnifier
https://mattw.io/youtube-geofind/location
https://youcontrol.com.ua/en/
http://data.occrp.org/
https://www2.swift.com/bsl/facelets/bicsearch.faces
https://www.nationsonline.org/oneworld/country_code_list.htm
https://cdr.ffiec.gov/public/ManageFacsimiles.aspx
https://en.wikipedia.org/wiki/Lists_of_banks
https://en.wikipedia.org/wiki/Lists_of_banks%20https://www.financialsecrecyindex.com/introduction/fsi-2018-results
http://offshoreleaks.icij.org/
https://www.financialsecrecyindex.com/introduction/fsi-2018-results
http://efiling.drcor.mcit.gov.cy/DrcorPublic/SearchForm.aspx?sc=0&lang=EN
http://opencorporates.com/
https://ariregister.rik.ee/eng
https://e-justice.europa.eu/home.do?action=home
https://www.northdata.com/
http://icribis.com/
https://portalmns.mu/
http://ti.chregister.ch/cr-portal/suche/suche.xhtml
http://eservices.dls.moi.gov.cy/#/national/geoportalmapviewer
https://www.companiesintheuk.co.uk/
http://www.kvk.nl/
https://www.cedar-rose.com/
https://en.baumgartner-research.com/unternehmensregister
https://orbisdirectory-r1.bvdinfo.com/version-20231205-1-1/OrbisDirectory/1/Companies?
https://www.gov.uk/search-property-information-land-registry
https://www.corporationwiki.com/
http://build.export.gov/build/idcplg?IdcService=DOWNLOAD_PUBLIC_FILE&RevisionSelectionMethod=Latest&dDocName=eg_main_043219
https://2016.export.gov/logistics/eg_main_018121.asp
https://start.me/
https://start.me/u/n70l4n



