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PexomMmenpamii ISl BeJIeHHS
OoiioBuUX [iii (HAa OCHOBi 00i0BOro
nocBiny). — Kutomup: JKuroMupchbkuii
BiicbkoBUM  1HcTUTYT imeHl  C. IL.
Koponwoga, 2023. — Bumyck 4. — 60 c.

BusiBneHHs 3akOHOMIpPHOCTEN 1 TEH-
JICHITI PO3BUTKY BOEHHOT'O MUCTEIITBA,
TaKTUKH BOEHHUX Jid, BHUPOOJICHHS
pexomMeHaanii odinepam, Aki 301HCHIO-
I0Thb  YOPABIIHHSA — TIAPO3AUIaMUA  Ta
opraHizaiilo 3a0e3rnedyeHHs OO0NOBUX
M IJIErINX HEMOXIJIMBE O€3 BUB-
YEeHHs Ta PETEIHLHOr0 aHaiizy 00HOBOro
JOCBITy 3 BU3HAUCHHSIM MIPUYHH, SIKi OY-
U MATPYHTSIM YCIiXy abo HeBmay y
KOHKpPETHUX OOMOBUX emi3ojax, ix
JIETAIBHOTO PO300DY.

VY 30ipHUKY TpHUBEICHI eMi30Iu Ta
MPUKJIAJAN 3aCTOCYBaHHS HOBHIX 3pa3KiB
030pO€HHSI, 3p00JICHI BUCHOBKU 3 KOXK-
HOT'O 3 IIUX €I13011B Ha 0a31 00MOBOro
J0CBITy BiicbKOBOCTYXk00BLIB JKuTo-
MHUPCBHKOTO  BIMCHKOBOT'O  IHCTHUTYTY
imeH1 C. II. KoponboBa, npeacTaBHUKIB
IHIITUX BICHKOBUX YaCTHUH y CKJIAJl CHJI
o0opoHn YkpaiHu. 3po3ymiio, 110
OKpeMi OOHOBI eMi30A1 HE MOXKYTh OyTH
0€3yMOBHUM MPUKIAAOM I KOMIIO-
BaHHA y OyJb-SIKMX YMOBax OOCTaHOB-
KH, 11e Oyae moMuikor. OHaK, aHai3
IUX TIPHUKIQTIB, BU3HAYCHHS IO3UTHB-
HUX 1 HETaTUBHUX HACIIAKIB JTO3BOJIUTH
odiriepaM KPUTUYHO, HENTAOJIOHHO MUC-
JUTU Ta TMPOTHO3YBATH PE3YyJbTAT JIii
MocaioBUX 0cid y MaitlOyTHbOMY.

3BOpPOTHIM 3B’SI30K 3 MHUTaHb CIHIB-
npaiii Ta 0OMiHy 00MOBUM JOCBIIOM:
Enexrponna aapeca:
zvir@post.mil.gov.ua.

Anpeca I JIMCTYBaHHS: YKpaiHa,
10004, m. XKuromup, npocniekt Mupy, 22.
YK 355.5

Recommendations for conduc-ting
combat operations (based on combat
experience). — Zhytomyr: Korolov
Zhytomyr Military Institute, 2023. —
Issue 4. — 60 p.

Identifying patterns and trends in the
development of military art, tactics of
military ~ operations, and making
recommendations to officers responsible
for command and control of units and
the organization of support for combat
missions of subordinates is impossible
without the study and careful analysis of
combat experience with the
determination of the reasons that caused
success or failure in specific combat
operations and their detailed analysis.

This publication contains episodes
and examples of the use of new types of
weapons and conclusions drawn from
each episode based on the combat
experience of servicemen of Korolov
Zhytomyr Military Institute and other
military units of the Armed Forces of
Ukraine. It is clear that individual
combat episodes cannot be an absolute
example for copying in any situation, it
would be a mistake. However, the
analysis of these examples, the
determination of positive and negative
consequences will allow officers to
think critically, unconventionally, and
predict the results of the actions of
officials in the future.

Feedback on issues of cooperation
and exchange of combat experience:
Email address:
zvir@post.mil.gov.ua.

Address for correspondence: 22 Prosp.
Myru, Zhytomyr, Ukraine, 10004.
UDC 355.5
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AHANIS TAKTUKMU

BOPOTbBU 3 HUMU

I. Opumyk

Kadenpa indpopmauiiinoi 60poTsou
(pakyJIbTETY OXOPOHHM /IePKABHOI
TaEMHHLI Ta iHGopMmaiiiHOrO
npoTudopcTBa

AHAJII3 BACTOCYBAHHS
3BYKOMOBHUX CTAHIIINA
NIAPO3ILJIIB ICUXOJOITYHUX
OIEPALIIN

B  ymoBax  BIZOUTTA  BIAKPHUTOI
30poifHOi arpecii pociiichkoi ¢emeparrii
npotu YKpaiHu iHQopMaliifHa CKIajoBa
BIJIIFPA€ BaXJIMBY pOjib. Y 30pOHHUX CH-
JaxX TPOBIIHUX JIep>KaB CBITY 3aBJIaHHS
BeZieHHsT 1HoOpMarlliiiHoi O6opoThOH, a
camMe 3BYKOMOBJICHHS, TIOKJIAJEHO Ha
MIIPO3ILIN  TICHXOJOTIYHUX  OIepaliii
(ITcO). 3acrocyBanns niapo3auiis IIcO y
MOETHAHHI 3 BIAMOBIIHUMH TEXHIYHUMH
3aco0aMM, TOKa3ylOThb BHCOKY e(eKTHB-
HICTh BeJleHHS 30poitHOi 60pOTHOH, 0CO0-
JIMBO B T1OpUAHIN BiiHI.

30poiiHl cWJIM MPAKTUYHO YCIX MPOBiJ-
HUX JIep’KaB CBITYy MAlOTh Yy IITATI MiJIPO3-
autiB [IcO 3C (3ByKOMOBHI CTaHIIli) pi3-
HUX THUMIB. SIK MpaBuiIo, MiCIe IUX 3aCO-
0iB B OpraHizaliiHO-IITATHIH CTPYKTYpi
nigpo3autie [1cO 3anexuthb Bl CTPYKTYp-
pu iX 30poitHUX cuil Ta 6OHOBOTO TOCBINTY,

6

o MNPOTUBHUKA,

HAABHOIO Y HbOINo0 O3BPOEHHA TA
BIMCbKOBOI TEXHIKU, OCOBJIUBOCTI

ANALYSIS OF ENEMY TACTICS, ARMAMENT,
MILITARY EQUIPMENT, AND PECULIARITIES
OF COUNTERMEASURES AGAINST THEM

I. Oryshchuk

Information Warfare Department
Faculty of State Secret Protection
and Information Warfare

ANALYSIS OF THE LOUD-
SPEAKING STATIONS USE BY
PSYCOLOGICAL OPERATIONS

UNITS

Under conditions of repelling the
russian ~ federation  open  armed
aggression  against  Ukraine, the
information  component plays an
important role. In the armed forces of the
world’s leading states, the task of
information warfare, namely loud-
speaking, is assigned to psychological
operations (PsO) units. The use of PsO
units in combination with appropriate
technical means shows the high
efficiency of armed warfare, especially
in hybrid war.

PsO units of the armed forces of
almost all leading countries in the world
are equipped with various types of loud-
speaking stations (LSS). As a rule, the
place of these means in the
organizational and staff structure of PsO
units depends on the structure of their



HAKOIMYEHOT0 B X0/11 30pOMHUX KOH]IIIK-
TiB, y SIKUX BOHHU Opamu abo OepyTb
yuactb. Tak, Taktuusi rpynu [1cO HATO
BUKOPUCTOBYIOTh pizHOMaHITHI 3C, sKi
BIIDI3HSIOTBCS 32 CBOIMH  TaKTHKO-
TEXHIYHUMH XapaKTepUCTUKaMu Ta OOHo-
BUMH MOXXJIMBOCTAMH. J[0 HUX HaIeXKaTh
CUCTEMH Ty4YHOMOBIIIB TuIly Manpack,
Next Generation Loudspeaker System
(NGLS) Tta Long Range Acoustic Device
(LRAD). OcranHiM 4acoMm Jeski 3i
3pa3kiB LRAD Bxe BHUKOPUCTOBYIOTHCS
nigpo3ainamu [IcO Ta HEKIHETUYHUX i
(ITcO ta HJ) 36poiinux Cun YkpaiHu.

armed forces and the combat experience
accumulated during the armed conflicts
they participated in or are currently
participating. Thus, NATO PsO tactical
groups use a variety of military
equipment, which differ in their tactical
and technical characteristics and combat
capabilities. These include loudspeaker
systems such as Manpack, Next
Generation Loudspeaker System
(NGLS) and Long Range Acoustic
Device (LRAD). Recently, some of the
LRAD samples have already been used by
PsO units and non-kinetic actions (PsO and
NA) of the Armed Forces of Ukraine.

LRAD 500X

Puc. 1. I'yanomosui Tumy Long Range Acoustic Device (LRAD) / Fig. 1. Long Range Acoustic
Device (LRAD) Loudspeakers

Ha  o030poenni migposaunie  [1cO
30pOMHUX CHJI POCii TaKOX Yy HasiBHOCTI
nocuth Benukuit mapk 3C, sK BUPOO-
HUIITBA € YaCiB PAASTHCHKOTO COI03Y, TaK
1 HOBITHIX pO3pOOOK, $IKi BOHH aKTHBHO
3aCTOCOBYIOTh B XOJ[I BIMHHU MPOTH
YkpaiHu.

AKTHUBHE 3aCTOCYBaHHSl DI3HUX THIIIB
3C poznouanocs 3 mouarky 2014 p., a
caM€ 3 MOMEHTY aHeKcii ABTOHOMHOI
pecnyOniku Kpum Ta okymamii oxpemux
paiioniB Jloneupkoi Ta Jlyrancekoi 00-
nacTted. 3 METOK BEACHHS MpomnaraHiau
nigpo3aiu [IIcO pd 3acTocoByroTh pizHI
tumi 3C BJIACHOrO BUPOOHUIITBA, CEpeEN
SKUX € MaiorabapuTHi, MOOUTHHI Ta Ha IIIACI.

7

The PsO units of the russian armed
forces also have a fairly large park of
loud-speaking stations, both
manufactured since the time of the
Soviet Union and the latest
developments, which they actively use in
the course of the war against Ukraine.

The active use of various types of
loud-speaking stations began at the
beginning of 2014, namely from the
moment when the Autonomous Republic
of Crimea was illegally annexed and
certain areas of Donetsk and Luhansk
regions were occupied. In order to carry
out propaganda, the IPSO units of the
russian federation use various types of



JIo TIepEeHOCHHMX BIJHOCHTBLCS TIOJICTIIICHA
3C O3C-78 “Komap” notyxHictio 100 Br.

Pa3om 3 TM Ha 030pO€EHHI MiA-PO3ALTIB
[I1cO 30poitHux cui pd 1ie 3 paasHCbKUX
yaciB nmepedyBae 6arato BUAIB MOOIJTBHUX
3C ta 3C Ha 1maci pi3HUX 3pa3KiB
BIICbKOBO1 TexHIKH. OCHOBHUM 0a30BUM
maci € aBTOMOOLII BHCOKOI MPOX1JTHOCTI
Ta JIETKOOPOHHROBAHA KOJICHA aBTOMO-
OlThbHA TEXHIKA PAJASHCHKOTO Ta B MOAANb-
IOMY POCIHCHKOr0 BUPOOHUIITBA.

HaiiGinpmr mupoko y aiicHUA Yac po-
ciicekumu  migpo3aiiamu  I[IcO  3acro-
coByroThcsi 3C-82 “Jlexkoparop”, 3MOH-
toBaHa Ha 6a31 bP/IM-2 Ta 3C-88, 3Mo0H-
ToBaHa Ha 6a31 bTP-80.

[Toryxnicts 3C-82 cranoButs 1300 Bt
Ha OCHOBHI Ty4yHOoMOBII Ta 120 BT Ha
BUHOCHMM Ty4HOMOBelb, a 3C-88 1o
1500 Br Ha OCHOBHI TY4YHOMOBI Ta
120 Bt Ha BUHOCHU# TYYHOMOBEIIb.

Takox Ha 030po€eHH] 30pOMHHUX CHIT PP
e 3C Ha rycenmunomy tmaci M3C-83
“I'pom”, sika 3MoHTOBaHa Ha 06a31 MT-JIBY 3
MOTYXHICTIO OCHOBHUX TYYHOMOBIIB J0
4500 Br.

KpiMm BupoOsieHUX y paasHChKI Yacu
3C y 30poitHux cunax pd po3pobiieHi Ta
MOCTaBJICHI Ha O30PO€HHSI BITHOCHO CY-
yacHl 3pa3ku, a came 3C-96.03 moryx-
gictio 1485 Br. Ii ocobnuBicTio € HasB-
HICTh TPUCTPOIO JJiIsi TMPOTHO3YBAHHS
JTAIBHOCTI W PO30IPJIMBOCTI 3BYKOBOI'O
MOBJICHHSI.

Opnni€ero 3  OCTaHHIX PO3POOOK Y
30poitnux cuna pp € 3C Ha 6asl jerko-
OpOHBOBAaHOTO ABTOMOOLUIS BHUCOKOI IPO-
xigHocti “Turp”, sAKuUd BXOIHUTH JO
CKJIaZy TEJIEePaTiOKOMIUICKCY 3 TPbOX
aBTOMOO1TIB.

KpiM HazeMHHX cTaHIIil Ha 030pO€HH]
30poitanx cui pd € 3C Ha 6a3i niTaTbHUX
anmapatiB, a came 3C-BC, mo Bcra-
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self-made loud-speaking stations, among
which there are small-sized, mobile and
chassis-based ones. The portable ones
include the lightweight LSS-78 "Komar"
with a power of 100-watt.

At the same time, there are many types
of mobile loud-speaking stations and
chassis-based loud-speaking stations of
various types that have been in service
with the PsO units of the russian armed
forces since soviet times. The main base
chassis are high-terrain vehicles and
lightly armored wheeled vehicles of
soviet and later russian production.

The LSS-82 “Decorator” mounted on the
base of the BRDM-2 and the LSS-88
mounted on the base of the BTR-80 are
most widely used now by russian PsO units.

The power of the LSS-82 is 1300 W for
the main loudspeakers and 120 W for the
external loudspeaker, and the LSS-88 for up
to 1500 W for the main loudspeakers and
120 W for the external loudspeaker.

The armed forces of the russian
federation are also armed with the tracked
chassis MLSS-83 “Grom” mounted on the
MT-LBu base with the power of the main
loudspeakers up to 4500 W.

In addition to the LSS produced in
soviet times, the russian armed forces
have developed and put into service
relatively modern models, namely the
LSS-96.03 with a power of 1485 W. Its
feature is a device for predicting the
range and intelligibility of audio speech.

One of the latest developments of the
armed forces of the russian federation is
the anti-aircraft missile system based on
the light-armored high-terrain vehicle
“Tiger”, which is part of a three-car
television and radio complex.

In addition to ground stations, the
armed forces of the russian federation



HOBJIIOEThCS Ha OopTy nitakiB AH-2, AH-
2811 ab6o remikontepiB MI-2, MI-8T Ta
Mae noTy>xHicTb 10 1000 Br.

Pocis aktuBHO BUKOpUCTOBYE 3C B 30H1
OoloBUX M g Oe3MocepeIHbOro
BIUIMBY Ha BIACHKOBOCIYXOOBLIB 30poii-
Hux Cun Ykpainu Ta UBUTbHE HACEICHHS
B npudpoHtoBiii 30H1. Ille B OepesHi
2014 p. Ha THMYacoBO OKYINOBaHHX
teputopisx Jlonenpkoi Ta JlyraHcbkoi
oOnacteit Oyn0  BUSIBJIEHO  aKTUBHE
3actocyBaHHs 3C-82 “JlekopaTop”.

[linx 4ac mMATOTOBKM J0 MIUPOKO-
MacIITa0HOTO  BTOPTHEHHA  30pOHHUX
cwm pd y rpymni 2021 p. Oymno
3a(IKCOBAHO TEPEAUCIIOKAIII0 Ha TEpH-
TOpiro pecmyoutiku 6imopyck 3C, 110 mepe-
OyBaroTh Ha 030poeHH1 miapo3aims [I1cO
POCIMCHKOT apMii.

3 MOMEHTY TIOYaTKy IIHPOKO Mac-
ITA0HOTO BTOPTHEHHs 30pOHHUX CHI pd
Ha TepuTopii Ykpainu Oyn0 HEOIHO-
pa3oBo 3adiKCOBaHE 3aCTOCYBaHHS IIPO-
tuBHukoM 3C. Tak, migposauu [1cO pd
Ha TepuUTopii YKpaiHu Haiyacriiie 3acTo-
coBytoTb 3C paJssHCHKOr0 BUPOOHUIITBA,
a came 3C-82 “Jlexoparop” Ta 3C-88
“Ilenutens”. Y BepecHi 2022 p. mig 4ac
JeoKymarii XapKiBIIUHU CHJIaMH
o0opoHu Ykpainu Oylo 3axOIUIeHO pPo-
citiceky 3C-82 “/lekopatop”.

3actocyBaHHSI ~ POCIHCBKMMH  BIHCH-
kamu 3C-88 “Jlenutenn’ Takox Oyi0
3aikCOBaHO TijJ dYac OKymari Hace-
JICHOT'O MYHKTY [3toM, 1110 Ha XapKiBIIUHI.
Taki 3pazku 3C HEOIHOPA30BO 3HU-
nryBanucs 30poitnumu Cuiiamu Y KpaiHu.

have air defense systems based on
aircraft, namely LSS-VS installed on
AN-2, AN-28P AN-2, AN-28P aircraft
board or MI-2, MI-8T helicopters and
has a power of up to 1000 W.

Russia actively loud-speaking stations in
the combat area to directly influence
servicemen of the Armed Forces of
Ukraine and the civilian population in the
front-line zone. As early as March 2014,
active use of LSS-82 ‘“Dekorator” was
detected in the temporarily occupied
territories of Donetsk and Luhansk regions.

At time of preparations of the armed
forces of the russian federation for a
large-scale invasion in December 2021,
the redeployment of the armed forces
of the republic of belarus being armed
with the units of the russian army’s
IPsO, was recorded.

Since the beginning of the large-scale
invasion of the armed forces of the
russian federation on the territory of
Ukraine, the wuse of military loud-
speaking stations by the enemy has been
repeatedly recorded. Thus, the Russian
Federation PsO units mostly use soviet-
made weapons on the territory of
Ukraine, namely the LSS-82 “Decorator”
and the LSS-88 “Delytel”. In September
2022, during the de-occupation of the
Kharkiv region, the Ukrainian defense
forces captured the russian LSS-82
“Dekorator”.

The use of the LSS-88 “Delytel” by
russian troops was also recorded during
the occupation of the village of Izium in
the Kharkiv Region. Such samples of
military  equipment were repeatedly
destroyed by the Armed Forces of Ukraine.



Puc. 2. 3acrocyBanns 3C-88 minpo3ainamu [1cO pb

KpiMm Toro, Ha XapkKiBCbKOMY Ta
3aMopi3bKOMY  HalpsiMKax IPOTHUBHUK
3actocoByBaB 3C 3 TenepaaioKOMIUIEKCY
Ha 0a3l TPHOX JIETKOOPOHBOBAHHMX ABTO-
MOOWTIB BUCOKOI MPOXiAHOCTI “Turp”.

s o

cii Ginst . Tziom / Fig. 2. The use of LSS-88
near Izium by russian PsO units

In addition, on the Kharkiv and

Zaporizhzhia directions, the enemy used
loud-speaking from the television and
radio complex mounted on three Tigr all-
terrain light armoured vehicle.

Puc. 3. 3acrocyBanns 3C Ha 6a3i a/m “Turp” migpozainamu [1cO pocii Ha XepcOHCEKOMY
HanpsiMky / Fig. 3. The use of LSS mounted on Tigr by russian PsO units in the Kherson direction

VYV 30poiitnux Cunax VYkpainu cuau
[1cO Big moyatky MIMPOKOMACIITaOHOTO
BTOPTHEHHS 3HAYHO BUIO3MIHUIUCK. [[7s1
BUKOHAHHS 3aBJaHb MO0 3AIMCHEHHS
€(EKTUBHOTO IICUXOJIOTIYHOTO BIUIMBY
(ITcB) 3C npu BiAOUTTI BIAKPUTOI 30pOii-
Hoi arpecii pd cunu I[IcO maroTh Ha 03-
OpoenHi 3pazku 3C SIK paasiHCHKOTO BH-
pPOOHUIITBA, TaK 1 Cy4aCHOTO 3aKOPAOH-
HOrO BUpPOOHUIITBA. Tak, BIAMOBIIHO 0
TUIOBOI IITAaTHOI CTPYKTYpPU CHeEllalb-
HOTO LEHTPY, Ha 030poenHi cun IlcO
nepeOyBatoTh MoOUTHHI 3C LRAD-1950XL
(puc. 4) Ta 3C-88 “/lenurens” Ha maci bTP-
80, a Takox cy4yacHa MmarorabaputHa 3C
LRAD 1950XL i LRAD 100X.
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In the Armed Forces of Ukraine, PsO
forces have changed significantly since
the beginning of the large-scale
invasion. In order to perform tasks
related to the effective psychological
influence (Psl) in repelling open armed
aggression of the russian federation, the
PsO forces are armed with both soviet-
made and modern foreign-made models
of the loud-speaking stations. Thus, in
accordance with the typical staff
structure of the special center, the PsO
forces are equipped with LRAD-
1950XL  (Fig.4) and LRAD-88
“Delite]” mobile air defense systems on
the BTR-80 chassis, as well as modern
LRAD 1950XL and LRAD 100X
small-size air defense systems.



Puc. 4. 3C LRAD 1950XL ta 3C LRAD 100X cneniansroro nentpy / Fig. 4. LSS LRAD
1950XL and 3C LRAD 100X of special centre

CraHoM Ha ChOTOJIHI JO OMNEPaTUBHO-
TaKTUYHUX  yrpynoBanb  “JloHeupk”,
“JlIuman”, “Conemap” Ta A0 omepa-
TUBHHMX YIPYIyBaHb BIWCBK ““XapkiB”,
“Sanopixoks”, “XepcoH” npuUaaHi TAKTUY-
Hi rpynu [1cO, siKi BUKOHYIOTb 3aB/IaHHS 3
I[IcB na mporuBHuka. Cepen 3C Hail-
qactime cwiamu [IcO BUKOPHUCTOBYIOTHCS
LRAD 100X ta LRAD-1950XL. CyyacHi
manorabaputHi 3C B yMOBax BEJEHHS aK-
TUBHUX OOMOBUX JIii 3a0€3MeYyI0Th HE00-
X17HY JaJIbHICTh MOBJICHHS Ta iX IIBUJIKE
PO3rOpTaHHs ¥ 3TOPTaHHS.
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Today, PsO tactical groups are attached
to operational-tactical groups “Donetsk”,
“Lyman”, “Soledar” and to operational
groups of troops “Kharkiv”,
“Zaporizhzhia”, “Kherson”, which perform
tasks of Psl against the enemy. Among the
military loud-speaking stations, the LRAD
100X and LRAD-1950XL are most often
used by the PsO forces. Modern small-size
loud-speaking stations in the conditions of
active combat operations provide the
necessary range of communication as well
as their rapid deployment.



HYACTUHAMU

B. Bacuienko

Kadenapa 3acrocyBanns 0e3nMUI0THHX
aBialiifHUX KOMILIEKCIB QaKkyJIbTeTy
TeXHIYHUX BUIIB PO3BIAKH

OPI'AHIBAIIIA B3AEMO/III MIK
EKIIAKEM BE3IIJIOTHOI'O
ABIAIIMHOI'O KOMILJIEKCY TA
MIIPO3AIIAMM (ITOCAJTOBUMH
OCOBAMM) IHIIINX BU/IIB
(POIIB) BIHCBK*

JlocBim 3acTocyBaHHS —O€3MIIOTHOTO
asianiitHoro komiuiekcy (bnAK) A1-CM
“@ypis” B OOWOBHX YMOBaxX JIOBIB, IO
oprasizallis B3aeMoOJli ekinaxiB (Miapo3-
niniB) bnAK 3 miaposniiaMu Ta mocajo-
BUMH OCOOaMU 1HIIMX BUIIB (POMdIB)
BIMCbK CIIPUSi€ YCHIIIHOMY BHUKOHAHHIO
3aBJlaHb Ta 3MEHIIECHHIO BTpaT O€3MilIoT-
HUX JitanbHux amapartiB (briJIA), crpuun-
HEHUX BIUTUBOM 3aCO0IB paJioe/IeKTPOHHOL
6opotrou (PEB) Ta ypakennsm briJIA 3aco-
6amu ipotunoBiTpsiHoi 0ooponu (T1I10).

B3aemoniss Moxe OpraHi3oByBaTHCh
0e3nmocepeTHh0 KOMaHIUPOM EKIMaxy, a
TaKOXX Yepe3 KOMaHJupa Mmiapo3airy abo
K Yepe3 BIANOBIIHUX MOCATOBUX OCI0
cTapuioro mrady (opra"y BIHCBKOBOTO
yIOpaBIiHHSA). Y BHUMNAAKy BUKOHAaHHS 0oO-
HoBUX (CremiabHUX) 3aBAaHb 3TaIaHUM
exinaxkeM bnAK, mnuranHs opraxizarii
B3a€EMO/IIi MOCTIHHO BIOCKOHATIOBAIINCH
Ta HapOUlyBaIKCh. B KiHIIEBOMY BapiaHTI,
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OPFrAHI3ALIA VMPABNIHHA BIUCbKOBUMMU
(MaPO3AINTIAMMU)

TA

B3AEMOAIA MDK HUMHA

ORGANISING CONTROL OF A FORCE OR UNIT,
AND INTERACTION BETWEEN THEM

V. Vasylenko

Department of Unmanned Aircraft
Systems Operations

Faculty of Technical Intelligence

ORGANIZATION OF
INTERACTION BETWEEN
UNMANNED AIRCRAFT SYSTEM
CREW AND UNITS (MILITARY
OFFICIALS) FROM OTHER
BRANCHES (ARMS) OF THE
ARMED FORCES*

The experience with Al-SM Furia
unmanned aircraft systems (UAS) in
combat conditions has proven that
organization of interaction between UAS
crews (units) with units and military
officials from other branches (arms) of
the armed forces contributes to the
successful performance of tasks and
reduces the number of lost unmanned
aerial vehicles (UAVS) resulting from
the use of electronic warfare and air
defense.

The interaction can be organized by
UAS crew commanders themselves, as
well as through unit commanders or
through the relevant officials from the
senior staff (military administration). In
performing combat (special) tasks by the
mentioned UAS crew, the interaction



OuTbLIICTh 1H(pOpMAILIT B3a€EMOJII OTpH-
MyBaJach dYepe3 HadaJlbHUKA apTuiepii
ONEpPAaTUBHO-TAKTUYHOTO  yTPYIOBAHHS
(OTY), skuii KOOpAMHYBAB Jii €KIMaxy 3
MYHKTY YOPABIIHHS, /e OJJHOYACHO Tepe-
OyBayii 4eprosi (1MOca 0Bl 0OCOOM) THIIUX
pomiB (BumiB) Bifickk. HeoOXximmi s
3a0e3meueHHs  O€3MEeYHOro  MOJbOTY
bnJIA naHi mepegaBalvch IO HasBHUM
3aco0am 3B’SI3Ky, SIK MPAaBWIO, 3a JOMO-
MOTOI0  TEpMiHady  CYINyTHHKOBOTO
3B’s13Ky Starlink.

Kpim Toro, min yac noganbiinoi poOoTu
BIMICHKOBOCITYKOOBIIS 31 CKJIAy EKIMaxKy
bnAK y rpymi y3arajabHEHHS JOCBiIY 3

MUTaHb  3aCTOCYBaHHS  OE3MIJIOTHHX
CUCTeM B OJHOMY 3 OIEPaTUBHO-
cTtpareriuaux  yrpynoBanb  (OCVYB)

(>xoBTeHb 2022 poky), OyB BUBUEHHUH Ta
JIeTaIbHO ONMCAHUMN MPHKJIAJ] OopraHizarii
B3a€MOAII Ta  KoopAuHAIli  poOOTH
exinaxxiB BbnmAK mnozamratHuMm aucner-
YEepChbKUM TNyHKTOM. JlaHWi 1ucrer-
YepChKU MyHKT OyB PO3TOPHYTHN CHJIa-
MU Ta 3aco0amMH BUIIUICHHS 300py Ta
00poOku 1H(poOpMalii poTH PoOOTHU30BA-
HUX CHCTEM OKPEMOTO PO3BiIyBaJIbHOTO
Oatanbiiony. IHpopmarliis B3aemonii, ska
UPKYJIOBaja HAa  JUCIETYEPCHKOMY
MyHKTI1, B IliJIoMy Oyja mojiOHOK 10 1H-
¢dopmailii, ska BUKOPUCTOBYBAJIaCh €Ki-
naxem bnAK A1-CM “@ypis” mig dac
BUKOHaHHsI OOWOBHX (CHeEIliadbHUX) 3aB-
JaHb, IO € TMIATBEPDKCHHAM 1l
BaKJIUBOCTI (Tad. 2).

Takox miJg Yac BHUKOHAHHS 3aBJaHb
BIITKY 2022 poky B bamakielickkomy Ta
I3toMmcbkoMy  paiioHax ~— XapKiBChKOi
obnacti, ekinax bnAK A1-CM “®@ypis”
y 6aratb0X TaKTUYHHUX €Mi30/1ax 00CIyro-
BYBaB BOTOHb 3acO0IB 31 CKJIaly peakK-
ThBHOI ~ Oarapei  BM-21  Opuramu
JICCAaHTHO-IITYPMOBUX BIHChK. B3aemosis
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was constantly improved and increased.
In the final wversion, most of the
interaction information was obtained
through the chief of artillery of the
operational-tactical group (OTG), who
coordinated the actions of the crew from
the control point together with duty
officers (officials) from other army
branches (arms). The data necessary to
ensure the safe flight of the UAV was
transmitted over existing means of
communication, usually via a Starlink
satellite communication terminal.

In addition, during the further work of
a serviceman from the UAV crew in a
team which generalized the experience
on the use of unmanned systems in one
of the operational-strategic groups
(OSG) (October 2022), an example of
interaction and coordination of the work
between UAV crews by an attached
control centre was studied and described
in detail. This control centre was
established by an information collection
and processing unit of the robotic
systems company within a separate
reconnaissance battalion. The interaction
information that circulated in the control
centre was generally similar to the
information that was used by the crew of
Al-CM Furia UAS during the
performance of combat (special) tasks,
which confirms its importance (Table 2).

Also, during the performance of tasks
in the summer of 2022 in Balakliia and
Izium Districts of Kharkiv Region, the
crew of the A1-SM Furia UAS
maintained the fire from the BM-21
missile battery of the Airborne Assault
Brigade in many tactical episodes. The



3 pO3paxyHKaMu BOTHEBUX 3aco0iB ypa-
KEeHHs1 Oyna opraHi3oBaHa uepe3 KOMaH-
nupa Oarapei, sKui 31MCHIOBaB yIpaB-
JHHS CBOIM MIAPO31IOM O€3M0CepENHbO
3 nmo3unii bonAK. Takuii Bug B3aemomil
CYyTTEBO 3MCHIITyBaB dYac TepeOyBaHHS
BM-21 Ha BOrHeBHX MO3HIIISIX Ta CIPHUSIB
MOKPAII[EHHIO TOYHOCTI CTPLILOU.

Tabn. 1
XapakTepucTuka
1H(pOopMaIlii B3aeEMo/I1i, ika MOXKe OyTH
BUKOpPUCTaHAa JJ1s1 3a0e3MeYeHHs
YCHINIHOT'O BUKOHAHHS 3aB/IaHb
(BapiaHT)

Ne | Cmyx608Bi ocobu | [aopmaitist, 0OMiH STKOFO

interaction with the fire arms units was
organized through the battery
commander, who controlled his unit
directly from the UAV position. This
type of interaction significantly reduced
the time spent by the BM-21 in firing
positions and contributed to improving

the firing accuracy.
Table 2

Characteristics

of interaction information that can be
used to ensure successful performing of

3/ Ta MapO3aLIH 3MIHCHIOETHCS
B3aeMOJIi
1. |ITimpo3mimm 3nificHEHHS 3amWTIB  HA
(geproBuit) BIIKIIIOYEHHS  JIPYKHIX
pamioenekTpoHHoi |3acobiB PEB mms 3a6e3-
6opotreOn (PEB)  |medennst 6e3neuynoro mpo-

10Ty Hamx briJTA.
OnoBimeHHst 1po  akt
pobotu PJIC Bopoxux 3a-
co0iB ITTTO Ta ¥iMoBipHMIT
paiioH X 3HAXOIKEHHS.

tasks
(an option)
Pos.| Officials and Information exchanged
no. | interaction

units

1. |Electronic
warfare units
(duty officer)

Making requests to disable
friendly electronic warfare
equipment to ensure the safe
flight of our UAVS.
Notification about operation
of the enemy air defense
system radars and likely area
of their location.

2. |Iligpo3minm
(ueproawmii) 1110

OnoBilIeHHsT TpO  3JIT
Hammx brJIA. IligTBep-
JDKeHHs1 ab0 CIIPOCTYBaH-
H (aKTy NOJIBOTY HAIIO-
ro briJIA y BuU3HaueHOMY
paiioHi Ui NPUHHATTA pi-
IIEHHS TIPO 3HUIIEHHS TI0-
BITPSHOI IIJTI  HAIMMHA
3acobamu I1I1O0.

2. |Airdefense |Notification about our UAVS

3. [[lizpozmim BceraHoBieHHS, IIUIIXOM

(ueproBwuif) MIPOCIIYXOBYBAaHHSL — IMEpe-
PaiOCIEKTPOHHOI [TOBOPIB TMPOTHBHUKA TIO
PO3BIAKU 3aco0ax Pazio3B’s3Ky,

(bakTy BUSBICHHS MPOTHB-
HHUKOM, CYIPOBOIY Ta TO-
TOBHOCTI JI0 3HMIIEHHS
TIOBITPSTHOT ITLJTI.

4. |Tligpo3ainu VYTOYHEHHS TaKTUYHOI 00-

BIIICBKOBOT CTaHOBKM B paiioHl
PO3BIIKH pobotn ekinaxxy bnAK,
HAJIAaHHS  PO3BiTYBaIbHOI
iHbopMaIlii Tpo  HasB-
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units (duty  [takeoffs. Confirmation or

officer) refutation of our UAV flying
in a certain area to make a
decision on the destruction of
an air target by our air defense
systems.,

3. |Signals Finding out by listening to the
intelligence  |enemy's  negotiations by
units (duty  |means of radio
officer) communication, whether the

enemy has detected, is
tracking and is ready to
destroy an air target.

4. |Military Clarification of the tactical
intelligence  |environment in the UAV crew
units working area, providing

intelligence information on
the presence, number and

capabilities of the enemy’s air
defense  and  electronic




HICTb, CKJIQJ Ta MOXIIH-
BOCTI CHJI Ta 3aco0iB
[IITO, PEB npoTrBHUKa, a
TaKOX MPO CKYIMTYEHHS OC-
000BOro CKJIamy Ta TeX-
HIKU B paifOHI TTPOBEICHHS
TIOBITPSIHOT PO3BIAKH 200
00CIIyroByBaHHsSI ~ BOTHIO
apTHiIepii.

5. [3aranpHOBIMCHKOBI |[lonepemkeHHsT mMpo 3T,
TIP3 TLTH nocaaky, npomt brJIA 3
METOI 3aro0iraHHs 3HU-
menHs brJIA  npyxHiM
BOTHEM.

CuHXpoHi3alis 3a YacoM
miuboty briJIA o wimi ta
BIICHK|pO3TOpTaHHS ~ apTHIIEPiii-
CBKMX 3acO0iB Ha BOTHE-
BHUX TIO3HUITISIX.

[lepenaya xoopauHAT 1Ii-
Jied, KOOpIMHAT PO3PHBIB
mig 4yac oOCIIyroByBaHHS
BOTHIO apTHJIEDIi.

6. |[Timpo3mimm
(ueproBwuii)
paKeTHHUX

Ta apTUIIEPIi

BuchnoBok: HaBeIeHl MIPUKIaIU
oprauizamii B3aeMOJli MIXK eKIlakKeM
bnAK Tta d4eproBumu (IocajoBUMHU

oco0aMH) I1HIIUX POJIB (BUAIB) BIMCBHK
MiJ 4ac y4acTi B OOMOBHUX JIIX MOXYTh
OyTH BUKOPHCTaHI B MPOIIEC] MiAITOTOBKH
MOCAaZIOBUX OCI0 31 CKJIaay MiApO3ALiB
bnAK, a Takox BpaxoByBaTHUCh B IpO-
1[eCl TUTAaHYBAaHHS Ta BUKOHAHHS 3aB/JaHb.

* — 3 ypaxysanuam 00CGI0y BUKOHAHMHS
bolosux (cneyianbHux) 3a60amHb eKinaxicem
bnAK AI-CM “®ypia” 6 inmepecax uac-
MuH ma niopo30inié OecaHMHO-UMYPMOBUX
BIICLK ) Nepioo 3 mpasHsi no eepecetv 2022
poxy ma 6 wunti 2023 poxy.
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warfare, as well as on the
concentration of personnel
and equipment in the area of

aerial  reconnaissance  or
artillery fire maintenance.
5. |Combined |Warning  about takeoff,
arms units landing, and flight of UAVs in
order to prevent the
destruction of UAVs by
friendly fire.

6. |Units (duty
officer) of the
missile forces
and artillery

Synchronization of the UAV's
approach time to the target
and the deployment of
artillery equipment in firing
positions.

Transmission ~ of  target
coordinates and explosion
coordinates during artillery
fire maintenance.

Conclusion: the above examples of
the organization of interaction between
UAS crew and duty officers (military
officials) from other branches (arms)
during combat operations can be used in
training military officials from UAS
units, as well as taken into account in the
process of planning and performing
tasks.

* — based on the experience of execution
of combat (special) tasks by the crew of the
A1-SM Furia UAS in support of units and
subunits of the airborne assault forces in
the period from May to September 2022
and in July 2023.



OCOBJIUBOCTI BCEBIYHOIO
3ABE3MNEYEHHA TA BMKOHAHHAI BOMOBUX
SABOAHDb BIMCbKOBUMU HYACTUHAMMU

(mAaPo3aINIAMMU)

PECULIARITIES OF OVERALL SUPPORT AND
EXECUTION OF COMBAT MISSIONS BY

P. ABcieBn4

Kadenpa TenexkomyHnikauniii Ta
paaioTexHiku (paKyJbTETy OXOPOHU
JAep:KaBHOI TAEMHUIII Ta
iHpopmaniitHoro nporudopcrea

ITPO BUBYEHHA JOCBIAY
3ACTOCYBAHHS TEPMIHAJIIB
“STARLINK”

JlocBig BeleHHST 0OOPOHHOI omepartii
30porinux Cun YkpaiHM IMiITBEPIAUB
e(EeKTUBHICTh BHKOPHCTaHHS KOCMau-
HUX CHUCTEM I 3a0€3MEeUeHHS YIpaB-
niHHs Biickkamu. CtanoM Ha 2023 pik
cekTop Oesmeku 1 00OpoHH YKpaiHu
BUKOPHUCTOBYE JaHI KOCMIYHUX CHCTEM
3  METOI  BHpIIIEHHS  HACTYMHHUX
3aBAaHb: OTPUMaHHSA TEJIECKOMYHIKa-
MIAHUX TOCIYTr, OTPUMAaHHS JIAHUX
BUJIOBOT PO3BIJIKM Ta HaBIraifii.

Sx mnpukian, MOXXHAa HABECTU YcC-
MIIIHE BUKOPUCTAHHS MIAPO3ALIaAMU
30poiinux Cun VYkpainu ri106anbHOT
CynyTHHKOBOI Mepexi “Starlink”. Jlana
cUCTEMa  JO3BOJIIE  OPraHi30BYBaTH
BHCOKOIIIBUKICHI KaHAIW Tepeaadi jaa-
HUX JUIs CTalllOHAPHUX Ta MOOUIBHUX
aOOHEHTIB B paiioHaxX 3 HEPO3BUHEHOIO
TEeJIEKOMYHIKallIiHOIO  1H(]pacTpyKTy-
poro y riobaibHOMY  MacmiTaoi.

MILITARY UNITS (ELEMENTS)

R. Avsiievych

Department of Telecommunications
and Radio Engineering

Faculty of State Secret Protection
and Information Warfare

STUDYING THE EXPERIENCE
IN USING STARLINK
TERMINALS

The experience in conducting a
defense operation by the Armed Forces
of Ukraine has confirmed the
effectiveness of using space systems to
ensure control of the troops. As of 2023,
the security and defense sector of
Ukraine uses data from space systems to
solve the following tasks: obtaining
telecommunications services, obtaining
imagery intelligence and navigation data.

As an example, we can bring the
successful use of the global satellite
network Starlink by units of the Armed
Forces of Ukraine. This system allows
organizing high-speed data transmission
channels for fixed and mobile
subscribers in areas with an
undeveloped telecommunications
infrastructure on a global scale. The
above is possible through the largest
group of spacecraft in low-Earth orbit,
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3a3HaueHe MOJKJIMBE 3aBJSKH BHUKO-
PUCTAHHIO HAWOUIBLIOrO YTPYyNOBaHHS
KOCMIYHHMX arapaTriB Ha HU3BKIH HaB-
KOJO3eMHIA  opOiTl,  MOOYyIOBaHUX
3aBASKA BUKOPUCTAHHIO  TEXHOJIOTIT
“Cubesat”, mo ga€e MOMIHMBICTH 3]i€-
IIICBJIFOBATH BUPOOHUIITBO Ta BUBENICH-
HSl HAa HAaBKOJIO3€MHY OpOITy KOCMIYHUX
anapariB Majux posmipiB. CtaHom Ha
2023 pik MOKIIOYEHHS 10 Mepexi
“Starlink” 311liCHIOETBCS 3 BUKOPUCTAH-
HSIM CIHEIlaJbHUX MOOUIBHHUX TEepMi-
Haimie. OaHaKk B IUIaHax KOMIIaHIT Ha
2024 pik peali3yBaTH MOKJIUBICTh
MIIKIIOYeHHS 0 Mepexi “Starlink™
a0OHEHTIB 0€3 HEeOOX1AHOCTI Mpua0aH-
HS cHenu(IYHOTO TEIEeKOMYHIKaIHO-
ro oOJaJHaHHS, BHUKOPUCTOBYIOUHU
CTaHAapTHI MOOUIbHI TEPMIHAIU CTUIb-
HUKOBOT'O 3B’SI3Ky 3 BUKOPHCTAHHSIM
nporokoiiB TexHoiorii “LTE” (BimHO-
CUTBCS JI0 TEICKOMYHIKAIIMHUX MEpPEex
4eTBEpPTOro mokoinusi — 4G).
Buxopucranna mepexi “Starlink” B
iHTepecax 30poitHux Cun  Ykpainu
JI03BOJIUJIO CTBOPUTH BUCOKOIIBUAKICHI
CTIMKI KaHaIM 3B 43Ky 3 METOI0 3a0e3-
MCYCHHS  ONEPATHBHOTO  YIPABIIHHS
MIANOPAIKOBAHUMH MIAPO3JLIaMu, 3a-
6e3neumio GyHKIIOHYBAaHHS aBTOMAaTH-
30BaHMX CHCTEM YIPABIIHHS BIHCH-
KaMm#, JO03BOJIUJIO OTPUMYBATH JaHl 3
OE3MUIOTHUX PO3BIIYBAIBHUX Ta yJap-
HUX KOMIUIEKCIB, CHpHUSIO Oprasizarii
HAHECEHHIO BOTHEBOT'O0 YPAKEHHIO MPO-
TUBHHMKY Ha 3HAYHHX BiJICTAHSX.
Posropranns = TepmiHamy  3B’SI3KYy
3MIMCHIOETHCS 32 KOPOTKUU MPOMIKOK
qacy, SKWUH CKIaJa€ NEKiTbKa XBUJIUH
Ta He mnorpedye TIMOOKMX 3HAHb B
chept TenekomyHikaiiii. BogHouac,
oprasizaiiisi pajloKaHaIIB uepe3 Koc-
MIYHI arnapaTtv 3HaYHO 30UIBIIYE KUBY-

which was built according to the
CubeSat technology, which makes it
possible to reduce the cost of
production and launch small-sized
spacecraft into low-Earth orbit. As of
2023, connection to the Starlink
network is made through special mobile
terminals. However, the company plans
for 2024 to provide a possibility to
connect subscribers to the Starlink
network without the need to purchase
specific telecommunications equipment.
They will use standard mobile phone
terminals with LTE  technology
protocols (refers to fourth—generation
telecommunications networks, i.e. 4G).
The use of the Starlink network in
support of the Armed Forces of Ukraine
made it possible to create high-speed
stable communication channels in order
to ensure operational management of
subordinate  units, ensured the
functioning of automated control
systems for troops, allowed obtaining
data from unmanned reconnaissance
and strike systems, and contributed to
the organization of fire engagement of
the enemy at considerable distances.
Deployment of a communication

terminal is carried out in a short period
of time, within several minutes and does
not require deep knowledge in the field
of telecommunications. At the same
time, organization of radio channels
through spacecraft significantly
increases both the survivability of an
individual station and the survivability
of command and control system in
general. Communications terminals are
mobile and allow connecting to a large
number of subscribers through the most
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YiCTh SK OKpPEMOI CTaHIIii, TaK 1 cUcCTe-
MU YOpaBliHHSA BIACBPKaMHU B ILIJIOMY.
Tepminanu 3B’S3Ky € MOOUIBHMMHU Ta
JO3BOJISIFOTh 3/I1MCHIOBATH IIJIKJIFOYEH-
HI BEJIHMKOI KUIBKOCTI aOOHEHTIB,
BUKOPUCTOBYIOYM HAWOLIBII PO3IOBCIO-
JDKeH1 1HTepdeicu. Y BUMAAKYy HE00-
X1THOCT1 3aKpuTTa 1HMOpMaIi Moxke
BUKOPUCTOBYBATUCS IMH(PPYBaHHS Ja-
HUX TIepe]] BIANPaBKOIO a00 BUKOPHC-
TaHHs IPOrpaMHUX / allapaTHUX 3aC001B
nepeaadi JaHuX.

BpaxoByroun BKazaHWM ITO3UTUBHUU
J0CB1] BUKOPHUCTaHHS Mepexi
“Starlink” B inTepecax 30poitHux Cun
VYkpainu Ha Kadeapi TeleKOMYyHIKaIii
Ta paaioTeXHIKH (DaKyJIbTETy OXOPOHHU
Jep)KaBHOI TaeMHUII Ta 1HGOpMa-
uiiHoro mnporudopcTBa KUTOMUPCH-
KOro BIWCBHKOBOTO 1HCTUTYTY 1MEHI1
C.II. KoponboBa B poOouiii mporpami
HaBYaJIbHOI JUCIAIITIHA “Pamio-
CICKTPOHHI CHUCTeMH~ TIiJ] Yac BHB-
YEHHS PaJl0eIEKTPOHHUX CUCTEM Tepe-
7avl JaHUX BBEJCHO MPAKTUYHE HaB-
yajbHE 3aHATTA 3 PO3ropTaHHs abo-
HEHTCbKOro Tepminany “Starlink” Ta
opraHizamii MiIKJIIOYEHHS MOOUIBHUX
TEpMIHANIB 10 II00adbHOI MEpexi Ie-
penaui ganux ‘“‘latepHer” uepe3 abo-
HEHTChKUI TepMinan “Starlink™.

B pamkax 3aHATTS KypCaHTH OTpH-
MyIOTh 0a30B1 3HaHHSA B cdepi Tene-
KOMYHIKaIliii, BUBYAIOTh OCOOMBOCTI
(GYHKIIOHYBaHHS KOCMIYHHUX CHCTEM
nepenayl AaHuX, Ha0yBarOTh MPaKTUYHI
HABUYKH EKCIUTyaTarii OJXHOTO 3 Haii-
OUTBII PO3IMOBCIOKEHUX 3aC00IB opra-
Hi3alli 3B’A3Ky B palioHax BEICHHS
0oMoBUX MIH.

Takox B paMKax 3aHATTS HAJAIOTHCS
BIJIOMOCTI IIOJO0 OCOOJMBOCTEH PO3-
ropraHHsi a0OHEHTCHKMX TEpMIHAIIB

common interfaces. If it is necessary to
protect some information, you can use
data encryption before sending them, or
you can use software / hardware data
transfer tools.

Considering the above positive
experience with the Starlink network in

support of the Armed Forces of
Ukraine, the Department of
Telecommunications and Radio

Engineering of the Faculty of State
Secret Protection and Information
Warfare at Korolov Zhytomyr Military
Institute has introduced a practical
training class on deployment of the
Starlink  subscriber  terminal and
connecting mobile terminals to the
Internet Global Data Transmission
Network through the Starlink subscriber
terminal. It is included into the
Electronic Systems course syllabus as a
part of studying electronic data
transmission systems.

As part of the lesson, cadets receive
basic knowledge in the field of
telecommunications, study functioning
of space data transmission systems, and
acquire practical skills in operating one
of the most common means of
communication in combat areas.

Also, within the framework of the
lesson, cadets receive information
regarding deployment of Starlink
subscriber  terminals in  combat
conditions in order to reduce the
probability of detecting by the enemy
the position of a unit by means of
signals and imagery intelligence, to
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“Starlink” B yMmoBax BeneHHs1 00MOBUX
T 3 METOI 3MCHIICHHS WMOBIPHOCTI
BUSIBJICHHS TO3MIIT MiAPO3ALTY 3aco0a-
MU  PaJiOCJIeKTPOHHOI Ta  BHAOBOI
PO3BIJIKM TIPOTHUBHHKA, MOJIABJICHHS Ka-
HAJTIIB 3B’SI3KYy 3aC00aMU PajlioeIeKTPOH-
HOi OOPOTHOM MPOTHUBHHUKA T4 HAHECCHHS
BOTHEBOT'O YPXKEHHS 3aC00aMH apTHIIEpii
Ta paKeTHUX MiIPO3/IUTIB IPOTHUBHUKA.

1O. Kyuainiu

Kadeapa oxoponu nep:kaBHoil
Ta€EMHHUII Ta 3axucTy iHGopmamii
(pakyJbTETY 0XOPOHHU JAePKABHOI
TaeEMHMUII Ta iHdopManiiiHOrO
nporudopcrea

OCOBJIMBOCTI CTBOPEHHS
CJIYXBHU 3AXUCTY
THO®OPMAIIIL B
ABTOMATHU30BAHUX
CHCTEMAX B YMOBAX
BOEHHOI'O CTAHY

Jlo moyaTky HIMPOKOMAacCIITaOHOI
30poitHO1 arpecii pociiickkoi (eneparii
IIMTAHHS  PO3TrOPTAaHHS  aBTOMAaTH30-
BaHux cucreM (AC) knacy “1” nns Bu-
KOpPHUCTaHHS iX y 00iOBUX (ITOJIbOBHX)

yMoBax  Bu3Hauanocs IloctanoBoro
KaGinery MinicTpiB VYkpaiHu Bif
04.10.2017  Ne750 ta  Haka3zoMm

['enepanbHoro mraby 30poiHux Cun
VYkpaiaun Big 30.08.2017 Ne 300/ack,
AKUMU Oyno mependayeHo JBa MUISIXU
3a0e3nedeHHs 3axucTy 1H(opmauii B
iHOpMaIIHUX (KOMIT FOTEPHUX CHCTe-
Max) B palioHaX BUKOHAHHS 3aBIaHHS
3a TpU3HAYCHHSIM (B MYHKTaX THUMYa-
COBOT JUCIIOKAIIIT).

OCHOBHMM  HEIOJIKOM peaiizarii
BUMOI' BKa3aHUX KEPIBHUX JIOKYMEHTIB
€ BIJIHOCHO BEJHWKI 3aTpaTd Yacy Ha

suppress communication channels of
the enemy by means of electronic
warfare and to avoid fire engagement by
enemy artillery and missiles.

Y. Kulinich

Department of State Secret
Protection and Information Security
Faculty of State Secret Protection
and Information Warfare

FEATURES OF CREATING AN
INFORMATION PROTECTION
SERVICE IN AUTOMATED
SYSTEMS UNDER THE
CONDITIONS OF THE MARTIAL
LAW

Before the beginning of the large-
scale armed aggression of the russian
federation, the issue of deploying
automated systems (AS) of the “1”
class for their use in combat (field)
conditions was determined by the
Resolution of the Cabinet of Ministers
of Ukraine dated 04.10.2017 No. 750
and the order of the General Staff of the
Armed Forces of Ukraine from
30.08.2017 No. 300/dsk, which provided
for two ways of ensuring the protection of
information in information (computer
systems) in the areas of performance of
the task as assigned (in points of
temporary deployment).

The main drawback of the
implementation of the requirements of
the specified guiding documents is the
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CTBOPCHHS KOMIUICKCHOI CHCTEMH 3a-
xucry iHpopmaii (KC3I) y 3B’s13Ky 3
HEOOXITHICTIO 3aJTy4eHHS 0 BUKOHAH-HS
OKpEMHMX  BHUIIB  pOOIT  CyO’€KTIiB
TexHiuHoro 3axucty iHdopmarii (T3I),
SIK1 MaroTh JIIEH3110 ad0 JT03BLT Ha TPo-
BeaeHHs pooit 3 T3I misa BaacHuX motped.

ITlin vac BiAciul 30poitHOi arpecii
pociiickkoi dexaepallii Ta B yMOBax
BOEHHOT'O CTaHy MOCTa€ MUTAaHHSA 4Yacy
Ta MOXJIMBOCTEH 3alydeHHsI CyO’ €KTIB
T3I g1 BUKOHaHHS OKPEMHUX BHUJIIB PO-
01T, MOOLIBHOCTI OpraHiB BIHNCHKOBOT'O
VIOPABIIHHS Ta 3POCTaHHS iX KUIBKOCTI
pu 3M11MCHEHHI HApOIIEHHS CUCTEMU
VIOPABIIHHS, [0 BIAMNOBIAHO MPHU3BO-
IIUTH J10 30UIBIIEHHS KIJIBKOCTI 00’ €KTIB
€JIEKTPOHHO-00YHUCIIIOBATILHOT TEXHIKH.

3 METOI BHPIIICHHS HaBEIECHUX
npoOJIeMHUX TMHTaHb, Yy 30pOWHHUX
Cunax  VYkpainu, crocoBHo AC
kiacy“1” OyB po3pobnenuit “Tumyaco-
BUN TOPSIIOK PO3rOPTaHHS KOMILIEKC-
HOI CHCTeMM 3axucTy iH(popmalii B
aBTOMAaTU30BaHUX cHcTemMax kjacy “17
y 30poitHux Cunax YKpaiHM B ymMOBax
BoeHHOro crany’ (mami — Ilopsmok),
SKUH MOXHa BUKOPUCTOBYBATH IS
3a0€3MeueHHs]  JISJIbHOCTI  OpraHiB
BIMICHKOBOTO YIPABIIHHS, BIMCHKOBHUX
YacTHH, 3aKJIaJIB Ta YCTaHOB (IIyHKTIB
VIPABIIHHS) B YMOBaX BOEHHOT'O CTaHY.

Jnist  3a0e3mneueHHsT  pO3rOpTaHHS
KC3I B Ilopsaky BH3HA4Y€HO, LI0 3
METOI0 3a0€3MeYeHHsT 3aXHCTy iH(popMma-
uii B AC mae Oyru CTBOpeHa cCiyxx0a
saxucty iHpopmartii (C3]). Lle moxe Oytu
TaTHUM ab0 TMo3aIITaTHUM TIIPO3.ILI,
KU CKJIQA€THCS 3 HAWOUIBII TiATOTOB-
JICHUX TI0CaoBHX oci0 y cdepi TexHIU-
HOro 3axucty iHdopmaii (kibepOe3neku,
Kibep3axucry) minpo3auty. CTpyKTypHO
C3I ckmamaerbess 3 kepiBHuka C3I Ta

relatively large time spent on creating a
comprehensive information protection
system (CIPS) in connection with the
need to involve in the performance of
certain types of work subjects of
technical information protection (TIP)
that have a license or a permit to carry
out work on TIP for one's own needs.

During the repulse of the armed
aggression of the russian federation and
in the conditions of martial law, the
question of the time and possibilities of
involving the subjects of the TIP to
perform certain types of work, the
mobility of the military management
bodies and the increase in their number
during the implementation of the
expansion of the management system,
which accordingly leads to increase in
the number of objects of electronic
computing equipment.

In order to solve the above
problematic issues, in the Armed
Forces of Ukraine, in relation to class
“1” AS, the “Temporary procedure for
the deployment of a complex system of
information protection in automated
systems of class “1” in the Armed
Forces of Ukraine in the conditions of
martial law” was developed (further —
Order), which can be used to ensure the
activities of military administration
bodies, military units, establishments
and institutions (control points) in
conditions of martial law.

To ensure the deployment of the
Information Protection Service, the
Order specifies that an information
protection service (IPS) should be
created in order to ensure the protection
of information in the AS. It can be a
full-time or part-time sub-department,
which consists of the most trained
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anMiHicTpatopiB 6e3nexku. C3I mignopsi-
KOBYETBCS KEPIBHUKY IMTIIPO3ALTY.

SIKIo pO3rJASHYTH J1aHy BHUMOTY
JOKJaAHIIIEe, TO, Yy BIAMOBIIHOCTI 10
peati3oBaHOl MPAKTHUKA MUPHOTO 4acy,
HampaipboBaHI Ta BCTAaHOBJIEHI HOp-
MaTUBHUMH JIOKYMEHTAaMH HACTYIHI
nonoxkerausa: C31 e mratHuM  1Iia-
po3auiom opranizaii (AC), abo — no3a-
IMTATHAM  MIAPO3JIIOM  Oprasizarii
(AC); C3I € caMmOCTIMHUM CTPYKTYPHHUM
MPO3AUTIOM 3 0€3MOCepPeHBOO MiAMO-
PSIKOBAHICTIO KOMAaHAMPY BiHCHKOBOI
YacCTHHH, a00 — CTPYKTYPHOKO OJIMHU-
neto (migpo3ainy T3I, cmyxOu Ge3nexn)
BIMICHKOBOI YaCTHHHU.

V BINCBKOBHUX YaCTHHAX, JI€ IITATOM
He nepeabaueHo crBopenHs  C3l,
3aX0MM IIOAO 3a0e3IMEUYeHHS] 3aXHUCTY
iHpopmariii B AC 301HCHIOIOTh PHU3HA-
YeHl HaKa30M KOMaHJHpa IpaIliBHUKH.
Y mpomy BHUMaAKy mocanoBi ((pyHKIII-
OHaJIbHI) OOOB’SI3KM LUX MpalLlIBHUKIB
MMOBHHHI BKJIIOYATH IIOJIOKEHHS, SIKI O
nependadany BUKOHAHHS HUMH BHMOT
oo aisuibHOCTI C31. Crpykrypa C3l,
i1 cxjiax 1 YHUCEJIBHICTh BU3HAYAETHCS
daktnunumu  norpedbamu  AC s
BUKOHAHHS BHUMOI IIOJITHKHA Oe3IeKu
iHbOpMarlii Ta 3aTBEPIKYETHCS KOMaH-
JIUPOM YaCTUHH. YMCENbHICTh 1 CKJIAJ
C3l wmarwTh OyTH JOCTaTHIMHU ISt
BUKOHAHHS YyCIX 3aBllaHb 3 3aXHUCTy i1H-
dopmamii B AC. Illrar C3I xomruiek-
TYETBCA CIHEIlaicTaMH, SKi MarTh
creriajibHy TEXHIYHY OCBITY (BHILY,
CEPEIHIO CTeIalIbHY, CIelllaTbHl KypCcu
nigBuuieHHs kBamigdikamii y ramysi T3I
TOINO) Ta MPaKTUYHUHN JOCBiA poOOTH,
BOJIOJIIOTh HaBUYKAMHU 3 PO3POOKH,
BrpoBapKkeHHs, ekcruryaramii KC3I i
3aco0iB 3axucTy iH(}opMallii, a Takox
peamizarii opraHi3allifHUX, TEXHIYHHUX
Ta IHIIMX  3aXOAiB 3  3aXHCTYy
iHpopMarllli, 3HAHHAMH 1 BMIHHAM

officials in the field of technical
information protection (cyber security,
cyber protection) of the unit.
Structurally, the IPS consists of the
head of the IPS and security
administrators. The IPS reports to the
head of the unit.

If we consider this requirement in
more detail, then, in accordance with
the implemented practice of peacetime,
the following provisions have been
developed and  established by
normative documents: IPS is a full-time
subdivision of the organization (AS), or
a non-staff unit of the organization
(AS); The IPS is an independent
structural unit directly subordinate to
the commander of a military unit, or a
structural unit (unit of the TIP, security
service) of a military unit.

In military units, where the state
does not provide for the creation of a
IPS, measures to ensure the protection
of information in the AS are carried out
by employees appointed by the order of
the commander. In this case, the
position (functional) duties of these
employees should include provisions
that would provide for their fulfillment
of the requirements for the activity of
the IPS. The structure of the IPS, its
composition and number is determined
by the actual needs of the AS to fulfill
the requirements of the information
security policy and is approved by the
unit commander. The number and
composition of the IPS should be
sufficient to perform all information
protection tasks in the AS. The IPS
staff is staffed by specialists who have
a special technical education (higher,
secondary special, special training
courses in the field of TIP, etc.) and
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3aCTOCOBYBATH HOPMAaTUBHO-TIPaBOBI
JIOKYMEHTH y cdepi 3aXucTty iHdopmartii.

Buxonsun 3 opranizaniifHO-IITaTHOL
CTPYKTYpPHU BIMCBKOBHX YaCTHH, IITaTHI
C3l (oxkpiM okpeMux crnenupIyHuX
M1PO3/LI1B) HITATHI H1IPO3 TN
3axucty 1H(popmarii B iHpOpMaIIiitHO-
tenekomyHikaniiHi cucremu (ITC) He
nependayeni. PaxiBui 3 KibepOe3neku
(kibep3axucTy) Ta MOCaaAOBI 0OCOOM Yy
chept T3l nHasBHI juiie B ciyxk0ax
OXOPOHM Jep>KaBHOI TAEMHUIN Ta Tif-
po3aiaax 3B’SI3Ky B OOMEXEHIM Kulb-
KOCTI. 3Ba)Kal04M Ha KIJTBKICTh 00’ €KTIB
€JIEKTPOHHO-O00YHMCIIIOBATIbHOT  TEXHIKU
(OEOT), skl HEOOXiIHO CTBOPUTH Y
KOXKHIM BIWCHKOBIH 4YacTHHI, YHCEIb-
HOCTI 0COOOBOro cKiiaay (paxiBIliB BKa-
3aHMX HAMNpSMKIB HEAOCTATHBO IS
YKOMIUIEKTYBAHHS BCIX TMO3aIITaTHUX
nigpo3auie 3axucty iHdpopmauii B ITC.
TakuM 4YMHOM, pEKOMEHIOBAaHO [0
ckiany C3I B ITC BximrouaTtn ocoOoBHi
CKJaJ, AKHH MiJmnajae Imjg BUMOTH BH3-
naueni y HJI T3I 1.4-001-2000 ta Bix-
npalboOBYBaTH OKpPIM  Haka3zy Ipo
npusnadennss C31 B ITC Takox i
“ITonoxxernss npo C3I B ITC” abo
GyHKIIOHATBHI  OOOB’SI3KM  BIJTOBI-
JAIBHOTO 32 3aXHCT 1HhOpMaIii 11l Po-
3YMIHHSI TIO3AIITATHUMH TTOCAJOBUMHU
ocobamMu HamNpsIMKIB CBO€1 ISITLHOCTI.
3Ba)karouy Ha YITKI BUMOTH OO TEXHO-
norii oOpoOku 1HopMaLii M0 BUCYBa-
10Tbest [lopsikoM, TOLIIIBHO PO3POOUTH
Tunose nonoxenns npo C3I B ITC nHa
BOEHHMH Yac.

BucnoBku. Y pasi crBopenns KC3I 3a
BUMOTaMHA  BOEHHOTO  CTaHy,  JyIs
JIOCSITHEHHS TPUAHITHOTO piBHSI
MpaIe31aTHOCTI CUCTEMH 3aXUCTY, PEKO-
MEHJIOBAHO JIOTIOBHUTH TIEPEIIIK 3aXO/IiB
(momatkoBO 10 Bu3HaueHWX [lopsmkom),
HACTYITHUMH:

practical work experience, possess
skills in the development,
implementation, operation of CIPS and
other means of protection formation, as

well as implementation of
organizational, technical and other
information ~ protection  measures,
knowledge and ability to apply

regulatory and legal documents in the
field of information protection.

Based on the organizational and staff
structure of the military units, full-time
IPS (apart from individual specific
units) full-time sub-units of information
protection  in  information  and
telecommunication systems (ITS) are
not provided for. Specialists in cyber
security (cyber protection) and officials
in the field of TIP are available only in
the services of protection of state
secrets and communication units in a
limited number. Taking into account
the number of electronic computing
equipment (ECE) facilities that need to
be created in each military unit, the
number of personnel of specialists in
the indicated areas is not enough to
staff all freelance  information
protection units in ITS. Thus, it is
recommended to include personnel who
meet the requirements recognized in
NU TIP 1.4-001-2000 as part of the IPS
in the ITS and to implement, in
addition to the order on the
appointment of the IPS in the ITS, the
“Regulations on the IPS in the ITS” or
functional the duties of the person
responsible for the protection of
information for the understanding by
freelance officials of the areas of their
activity. Taking into account the clear
requirements for information processing
technology put forward by the Order, it is
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ctBopeHHs C31 mpoBoautu 3 ypa-
xyBanHsM nonoxkens HJ[ T3I 1.4-001-
2000 “TumnoBe MOJIOKEHHS MPO CIYKOY
3axucTy 1HpOopMaIlli B aBTOMAaTU30BaHIi
cucTemi’”;

BignpaitoBatu Ilonoxxennss npo C3I
B ITC (AC);

BIJMIPAIIOBATH  TUIOBY  JOKYMEH-
tamito s ycix tuniB AC knacy “1” Ha
yac BoeHHOro crany (IHcTpykii ko-
puctyBaua, [HcTpykuii agmiHicTpaTopa
0e3MeKu aBTOMaTU30BAaHUX CHUCTEM);

BIJIMIPAIIOBATH HAaKa3 PO BBEACHHS B
excruryaraiio AC.

A. KpaBuyk

HaykoBo-gocaiaHuii Biaa
iH(opmaniiiHO] Ta Ki0epHEeTHYHOL
0e3leKH HAYKOBOI0 LEHTPY

JNESIKI BA'KJIUBI ACIIEKTH

JTOCBIIY OIIEPATUBHOI

I'PYIU NICUXOJIOITYHUX
OIEPALIINA

3 mnepuMx JAHIB TMOBHOMACIITaOHOL
pociiicbkoi HaBajdu y JKUTOMUPCHKOMY
BIICHKOBOMY THCTUTYTI IMeH1
C. I1. Koponbosa (OKBI) Oyna ctBopeHa
olepaTMBHA TpymHa  TCUXOJOTTYHUX
omepamii (mami — I'pyma), ToJIOBHI

expedient to develop a Standard
Regulation on IPS in TIP for wartime.

Conclusions. In the case of creation
of CIPS according to the requirements
of martial law, in order to achieve an
acceptable level of protection system
performance, it is recommended to
supplement the list of measures (in
addition to those defined by the
Procedure) with the following:

to create an IPS with due regard for
the provisions of ND TIP 1.4-001-2000
“Model Regulation on the Information
Protection Service in an Automated
System”;

to develop the Regulation on IPS in
ITS (AS);

to develop standard documentation
for all types of class “1” automated
systems for the period of martial law
(User’s Manual, Instructions for the
administrator of automated systems
security);

to develop an
commissioning of AS.

order on the

A. Kravchuk
Research Department of Information
and Cyber Security Scientific Center

SOME IMPORTANT ASPECTS
FROM THE EXPERIENCE OF
PSYCHOLOGICAL OPERATIONS
TASK FORCE

From the first days of the full-scale
Russian invasion, a psychological
operations task group (hereinafter
referred to as the Group) was created at
Korolov Zhytomyr Military Institute
(KZMI). The main efforts of the Group at
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3yCHIIIA SKO1 Ha MepuioMy erani Oyiau
30CEpEeKEeHI Ha CIOHYKaHHS Hace-
JICHHS, 10 ONMHMHUJIOCS Ha OKYITOBaHHMX
TEPUTOPIAX, O CHPOTHUBY OKYIAHTAM.
Kanamom nocraBku indopmarii 10
IIILOBOI  ayauTopii  Oyno  oOpaHo
comiabHy Mepexy Facebook (mami —
®b), sgx HaWOUIBII JOCTYNHY JJIst

YKpaiHIIB, 10 MepedyBalu  MiJ
POCIHCHKOIO OKYIIAIIETO.
Hamararounch  OCSITHYTH  MaKCH-

MaJbHOTO OXOIUICHHS IIJTbOBUX ayJu-
topi#t (IJA) I'pymoro Oysio BUSBIIEHO BCi
JOCTYIIHI, 3 ICHYIOUMX Ha TOW 4ac, rpy-
mu y OB, sxi manu 6omail Kych Tepu-
TopialibHy NpuB’a3Ky 110 LIA Ha okymo-
BAaHUX TEPUTOPIAX. 30KpeMa Oy BUSIB-
JeHl BCl OQIiiHI CTOPIHKH TEPUTO-
plalbHUX TPOMaJ BKJIOYHO A0 cena Ta
cenuina, sKi Oynu CTBOpEHI e [0
MMOBHOMACIITAOHOTO BTOPTHEHHS, €
Manmu 6 OyTH 3apeecTpoBaHi SIKIIO HE
BCl, TO OUTBIIICTh YIEHIB IIMX IpoMaj,
[0 HAa MPAKTHUIIl BUSBWIOCH HE 30BCIM
Tak. 3 MacuBy BUSBJIEHUX TIpym Oyio
Bi1i0paHo HacmpaB/l “KuBi”, TOOTO Ti,
o MaJu Xo4a O MiHIMaJIbHY BIJBI-
IyBaHICTh. 3 IHX TPYI, B CBOIO YEpry,
Oyno chopMOBaHO KaTajor 3a HACTyI-
HUMU TTapaMeTpamMu: IpyIu 31 ci1abkoro,
CEpPEIHBOI0 Ta BHCOKOI AaKTHUBHICTIO
KOPHUCTYBauiB; TPYMU 3 MiHIMAJIbHOIO,
CEPEIHBOIO Ta BEJIMKOI KUIBKICTIO Tif-
MUCHUKIB, BIAMOBIMHO 10 YOro OyIIOo
BU3HAYEHO MPIOPUTETHICTH PO3MOBCIO-
KEHHSI MaTepialiB BIUIUBY.

IIpo6aeMHi NUTAHHSA.

CyTTEBOIO CKIAQIHICTIO, 3 SIKOIO CTHK-
HyJach ['pyma 3 mepmmx IHIB, CTaJIo
PO3IOBCIO/KEHHS 1H(OpMAIIHUX Ma-
TepiamiB. SIKIIO B mepiil Micsll BiHU
e OyJo MOB’s3aHO 13 MacIITaOHUM
NEepEeMIIIEHHSIM HaceJleHHsI 13 paloHIB

the first stage were focused on
encouraging the population in the
occupied territories to resist the invaders.
The social network Facebook (hereinafter
referred to as FB) was chosen as a channel
to deliver information to the target
audience. It was the most accessible social
network for the Ukrainians who were
occupied by Russians.

In an attempt to achieve maximum
coverage of the target audiences
(hereinafter referred to as TA), the
Group identified all available FB groups
that could in some way be territorially
relevant to the target audience in the
occupied territories. In particular, the
Group found all the official sites of the
territorial communities, including the
villages and settlements which were set
up before the full-scale invasion, and
where most, if not all the members of
the referred communities should have
been registered. In practice, it turned out
to be a bit different. From the variety of
the identified groups, they selected
“real” ones, that is those which had at
least minimal attendance. These groups,
In their turn, were organized into a catalog
according to the following parameters:
groups with a weak, medium and high
user activity; groups with a minimum,
medium and large number of subscribers.
That determined the priority for
distribution of influence materials.

Areas of concern.

A significant difficulty which the
group faced from the very first days was
the  distribution  of  information
materials. If in the first months of the
war this was due to a large-scale
movement of the population from
combat areas to safe places, later the
problem was aggravated by the
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OoiioBuX nii y Oe3rneuyHi Micis, TO B
MOJIATBIIIOMY TpoOJieMa TMOTIHOUIIACH
OKYTAIIITHOIO TIOJITUKOI TOTAJIBHOTO
OJIOKYBaHHS BITUM3HSHUX IPOBaiepiB
Ha THMYaCOBO OKYITOBAaHUX TEPUTOPISX,
o0 (aKTUYHO YHEMOXKJIUBWIJIO JIOCTYI
10 Bu3HaueHuX [{A.

s npobiema BUHUKIA BIEpIIE.
3 nmoyaTKoM pociiicekoi arpecii, 3 2014
POKY, HIYOTO MOJIOHOTO B pOOOTI Mijl-
PO3/1IIB 32 HAPSAMKOM 1H(pOpMaIiitHO-
ncuxonorigaux  omepariin  (ITIcO) nHe
Oyrno. HacenmeHHs Ha THMYacoBO OKY-
MOBAaHUX TEPUTOPISAX, K 1 1O OKyMarlii,
He 1mo30aBisuiochk gocTyny A0 Db, sxwuii
POCISIHM TOA1 HEe OJIOKYBaIM 1 €MHE, IO
3arpOKyBJI0  KOPUCTYBadyaM “‘yKpaiHCh-
koro cermeHty” ®b — Oyru BUsIBICHUMU
Ta MOTpanuTH y mijBaau kaTiseHb OChb.

Buxin 3Haimmg, Tpairoryd 1o
rpynam y ®©b, 1o Oynu CTBOpeHi ykpa-
THISIMH, IICIS  [TOBHOMACIITAOHOTO

BTOPTHEHHSI, SIKI BUIXaJIH 3 OKYIOBaHUX
TEPUTOPIH, ale Y AKUX 3THIIAIUCH TaM
pOaMYi 1 BOHM CAaMOCTIMHO BiTHAXOIUIIN
pi3HI c110cOOU 3 HUMHU 3B’ A3aTUCH, Iepe-
Jal0Yd TMPU [OMY IM HEOOXITHY st
pobotu I'pynu iHdopmalio, 1HOAI Ha-
BITh HE YCBIJOMIIIOIOYH I[HOTO.

B mnopanbmiomy, OKpiM CHOHYKaHHS
70 cpoTuBy, I'pymna rmodvasia mpairoBa-
TH 1 32 THIIMMU HapaTUBaMH, 30KpeMa:
ITHOpYBaHHS  yKpaiHIAMHU  (HEeHKOBUX
pedepeHayMiB; YXIICHHS BiJl IPUMYCO-
BOi MOOUTI3aIii 0 POCIMCHKOI apmii
(H3® IHP /JIHP); moBigomicHHsS Ha
CHerianbHl CaTH TIPO TIEPECYBAHHS
BOPOXKO1 TEXHIKH Ta CKYITYEHHSI 0C000-
BOT'O CKJIaJly BOpOTa TOMIO.

Ha apyromy erami, micis 3BiIbHEHHS
KuiBcekoi, YepHiriBcbkoi Ta CyMChKOI
oOracteil, ocHOBHY yBary ['pyma 3oce-
peawna Ha 3IIMCHEHHI BIUIMBY Ha

occupation policy blocking totally the
domestic providers in the temporarily
occupied territories, which actually
made it impossible to access certain TA.

The problem occurred for the first
time. Since the beginning of the Russian
aggression in 2014, nothing like that
happened in the work of psychological
operations units (hereinafter referred to
as PSYOP). The population in the
temporarily occupied territories, as well
as before the occupation, was not
denied access to FB and it wasn’t
blocked by Russians at that time, and
the only thing that the “Ukrainian FB
segment” users might be afraid of was
being identified and getting into FSB
torture basements.

A solution was found by working
with FB groups which were created by
Ukrainians who left the occupied
territories after the full-scale invasion
but who still had relatives there, and
who independently found various ways
to contact them and forwarded them the
information necessary for the Group's
work, sometimes even unconscious of
the fact.

Later, in addition to encouraging
resistance, the Group began to work on
other narratives, in particular: ignoring
fake referendums by Ukrainians;
evading forced mobilization into the
Russian army (DPR/LPR illegal armed
groups); messages to special sites about
movements of enemy vehicles and
accumulation of enemy troops, etc.

At the second stage, after liberation
of Kyiv, Chernihiv and Sumy Regions,
the Group focused its main attention on
influencing the Russian TA through the
social networks of invaders VVKontakte
and Odnoklassniki, which, accordingly,
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pociiiceki [{A dyepe3 comianbHl Mepexi
okynaHTta “BkonTakTte” Ta “OmHOKIac-
HUKHK’, 110 BIAMOBIAHO CIPUYUHUIIO
HOBI TPYAHOILIII.

IIpo6aeMHi NUTAHHSA.

BusiBuioch, 1o KypcaHTH BIMCBKO-
BOT'O 1HCTUTYTY, SIKI BXOAMIU J0 CKIATy
['pynu, HamexaTh y»xe J0 TOTO MOKO-
JIHHA YKpaiHI[iB, 110 HE BOJIOJIIOTH
POCIMCHKOI0O MOBOIO, TOMY KOPHCTY-
IOTHCSI aBTOMATHYHUM TTEPEKIA0M TPH
CTBOPEHHI TOCTIB JIJIT POCIHCHKHX COIIi-
ANbHUX MeEpex. AJie JOCTIBHUN TEpek-
Jaa MICTUTh TpyOl 3MICTOBHI ITOMUJIKH,
SKUX BOHH HE IOMIYalOTh, 1[0 BUKPUBAE
aBTOpa Marepiaiy, sk “‘ykpooora”. Ilo
TakuM Tekctam mnpeacraBHuku OCb Tta
pociticekux II1cO, siki 70BOMI peTeTbHO
MOHITOPATh POCIMCBHKI CaWTH, JIETKO
11eHTU(IKYIOTh, IO iX IHCaB HE PO-
CiTHWH, a II¢ TPHU3BOAUTH J0 aBTOMa-
TAYHOTO BUJAJCHHS TaKUX TIOB1IOM-
JIEeHb 3 MEPEX1 Ta HaBITh — OJIOKYBaHHS
akanty. CTBOpPEHHS X HOBOT'O aKaHTY
BUMAara€e He JIMIIe KOIITIB, ajie i 3Hau-
HOTO TMPOMDKKY 4Yacy, IO BIUIMBAaE Ha
PE3yNIBTATUBHICTE POOOTH BCi€l TpymH,
0CO0JIMBO, SKIIO BIIOYJIOCH OJHOYACHE
0JIOKYBaHHS JIEKUILKOX aKayHTIB.

Hamnpuknan, mpocra ¢pasza: “roso-
PUTH YKPATHCHKOIO MOBOIO”™ MICIIsl aBTO-
MaTUYHOTO TIEpPEKIaay Ha POCIMCHKY
3BYyYUTh $SIK: “TOBOPHUTH YKPAaUMHCKUM
A3BIKOM”, aJI€ POCISIHU TOBOPSITh: “TOBO-
PUTh Ha YKPAUHCKOM SI3bIKE”, TOIPHU TE,
0 y HUX ICHY€ 3BOpOT: “a4 Tebe pyc-
CKUM sI3bIKOM TOBOpr0”. Taki TOHKOIII
POCICbKOT MOBH KypCaHTH BK€ HE 3Ha-
I0Th, 00 HE PO3MOBJISIIOTH HEIO Ta HE
BUBYAKOTH 1i, mo s daxisog I1cO,
TUM HE MEHII, KOHYE OTPiOHO.

Ane, B mpoiieci poOOTH, BUHUKAIH 1
OUTBII CcepHO3HI MPOOJIEeMHU, 30KpeMa:

created new difficulties.

Areas of concern.

It appeared that the cadets of the
Military Institute who were included
into the Group, were from the
generation of Ukrainians who did not
speak Russian, at any rate not at the
level of native speakers. So they used
automatic translation when creating
posts for Russian social networks. But
the literal translation contained gross
semantic errors that they did not notice,
which revealed the author of the
material as “ukrobot”. Such texts let
FSB and Russian PSYOP experts, who
monitored Russian websites quite
carefully, easily identify that Russians
weren’t the authors of the texts. That
lead to automatic removal of such
messages from the network and even to
blocking accounts. A new account
required not only funds, but also a
significant period of time, which
affected the effectiveness of the entire
group, especially if several accounts
were blocked simultaneously.

For example, a simple phrase: “speak
Ukrainian” after automatic translation
into Russian sounds like: “speak in
Ukrainian”, but Russians say: ‘“‘speak
Ukrainian”, despite the fact that they
have a figure of speech: “I’'m telling
you that in the Russian language”. But
cadets are now unaware of such intricacies
in the Russian language, because they do
not speak it and do not study it, which is
still extremely necessary for a PSYOP
expert.

But in the course of work, there
appeared even more serious problems,
in particular: a weak understanding of
the confessional, religious and socio-
psychological peculiarities of TA for
which the influence materials were
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ciabke po3yMiHHS KOH(ECIHHO-penirii-
HUX Ta  COLIAJBLHO-IICUXOJOTTYHUX
ocoboimuBocteir I[A, Ha sKi po3poOs-
JUCHh MaTepiaiu BIUTMBY. SIK mpukiaji,
OyB po3poOieHUil MaTepial JUCKpe-
AUTYIOYOTO XapakTepy, B SKOMY KaJu-
pIBIIB MOKazaJi SK ‘“‘BOIHIB”, IO
HACIIpaB/ll 3/IaTHI JIUIIE TepedyBaTH y
3aropo/KyBallbHUX 3aroHax, pO3CTpi-
JIOI0YM POCIACHKUX CoNfaT y pasl ix
BT€Yl, UM BIJACTYyNy 3 mnepeaoBoi. [Ipu
IIbOMY, HE OyJI0 BpaxoOBaHO OCOOJIH-
BOCTI TICHXOJIOTIi POCISiH, Tporarasjaa
AKX O0a3yeThCcs, y TOMY 4YHCII, 1 Ha
repoizaitii JIpyroi cBitoBoi BiiiHH, e
TaKk camMo OyJId 3aropoJiKyBajibHi 3aro-
Hu HKB/I. V 3B’s13Ky 3 nuM, U1 cydac-
HOTO POCIHCHKOTO MEHTATETY € M-
KOM HOPMaJIbHO PO3CTPLIIOBATH CBOIX
CHIBIPOMAISIH JIMIIIE 3a T€, IO BOHU
BiJICTYMAIOTh 3 TOJSI OO0 YM 37aI0ThCS
y TOJIOH, Y TaKOMY BWIIQJIKy BOHU JIJIsi
HUX € 3paJHUKaMH, a 3paJHHUKIB POCI-
SHU 3BUKIM 3HUIyBaTu! Taki ocoOnum-
BocTi IJA maroTh OyTH peTenbHO BUB-
YeHl 3 ypaxyBaHHSM YCIX il MEHTallb-
HUX TOHKOIIIB, 1HaKme iH(OpMaIiiHi
Marepiajid, 10 PO3pOOJISIIOTHCS, KO-
HOT'O OYIKYBaHOTI'O BIIMBY HE 31MCHAThH
1 pobora Oyme MapHOIO, a 3aMiCTh
KOPUCTI IPUHECE LIKOY.

[Ile omHuM npoOIEMHUM MUTAHHIM
mig yac podotu I'pynu cramo He moc-
TaTHE PO3YMIHHS PO3POOHHKAMHU 1H-
dbopmaliitHuX MaTepianiB, IKi Bi3yallbHi
Marepiali HEOOXiTHO CTBOPUTH IS
MIJICWICHHS. TEKCTIB. SICKpaBUM MpPHUK-
JaJioM TaKOro HE PO3yMIiHHS CTaB BH-
MajioK, KOJIU JI0 BUIIE3a3HAUYCHOIO Ma-
Teplaly 3 KaJupiBLSIMU aBTOP 3aMporo-
HyBaB JoAaTd (OTO aMEepUKaHCHKOTO
aktropa Enmi Mepdi 3 HammcoM Ha
HpoMy: “KanbeipoBy Bce moxna!”, 3a3-
HAYMBIIH, IO 1€ 3arajJbHOBMI3HABAHUN

developed. For example: they made a
discrediting  material, in  which
Kadyrov’s people were shown as
“warriors” who were only capable of
standing behind the avantgarde infantry
in special batalions shooting Russian
soldiers if they escaped or retreated
from the front line. At the same time,
the specifics of the Russian psychology
were not taken into account. Their
propaganda is based, among other
things, on the glorification of World
War 2 with special NKVD batalions. So
for the perception of the modern
Russian mentality, it is quite normal to
shoot your fellow citizens just for
retreating from the battlefield, or even
worse — for surrender, because in this
case they are traitors in the eyes of their
fellows, and the Russians are used to
killing traitors! Such peculiarities of TA
must be carefully studied, taking into
account all their mental intricacies,
otherwise the information materials
developed will not have any expected
impact and the work will be done in
vain and instead of benefit it will harm.
Another problem during the Group’s
work was that the developers of
information materials didn’t properly
understand what visual materials needed
to be created to enhance texts. A
striking example for this
misunderstanding was the episode when
the author suggested adding a photo of
Eddie Murphy to the above-mentioned
material with Kadyrov’s people reading:
“Kadyrov can do anything!” and noted
that it was a common “meme”! But
there, once again, a weak understanding
of the mental characteristics of TA was
present, because the photo of the
American actor itself did not have any
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“mem’”! AJie TyT B 4EProBe CIPaIFOBAJIO
cimabke pO3yMiHHS MEHTAJIBHHUX 0CO0-
muBocteit LA, 60 x, ¢oro amepu-
KaHCHKOTO aKTOpa caMo cOOOI0 HE Hece
AKOiChb JIOJJaTKOBOI 1H(OpMallii, TUM
OUTBII JJIs1 POCIACHKOI ayauTOpii, sKa €
JIOBOJII  pi3HOOApBHOIO 1 OaraTroHa-
LIOHAJIBHOIO 3 PI3HUM PIBHEM CIpPHUNA-
HATTS Ta PO3YMIHHS TaKHUX Bi3yalli3a-
mid. bulemn TOro, BaXKJIWMBUM € HaBIThb
yac, Kojau OyJo 3ampoOnOHOBAHO BHC-
TaBUTH 11€ (HOTO: MyOsiKalis criBnaua 3
aKTHUBHI3aIlI€I0 HApaTUBIB POCIMCHKOT
mpomnara’iy 1oao0 “BiHU pocii 3 ycim
omokom HATO na Tepuropii Ykpainu.
Came B 1mel wyac oOmuuyust adpo-
aMEpUKaHI Mg TEeKCTOM, 1 0e3 Toro
CYMHIBHOTO XapakTepy, IJs POCisH
31e0UTBIIOr0 acolioBaiocss 0 came 3
HATO, ane nisx ne 3 Kaguposum. Ha-
Xajb, TaKi MOMUJIKHA HE OYJIU TTOOJIUHO-
KUMH. Y TaKOMy BHUIIQJKy MOTPiOHO
3a37aNerib BpaxyBaTH, M0 CaMe BOHHU
MOBHICTIO HEBUIIOIOTh 3aXOAM I110J0
3MIMCHEHHS TICUXOJIOT1YHOTO BIUIUBY Ta
HETaTHUBHO BIUIMBAIOTh Ha e€(EKTUB-
HICTh poOoTH ['pymu B LiSIOMY.

Ha mowaTtky uepBHS mBOTO POKY BifI-
OyBcst HacTynHui erarn 1 ['pyna mouana
MpaltoBaTh y B3a€EMOJIi 13 OJHIEIO 3
BIICBKOBUX YAaCTUH ICHUXOJIOTIYHUX
onepariiit (I1cO) B 3B 3Ky 3 UMM OCHOB-
HUM KaHaJIOM PO3IOBCIOKEHHS 1H(OP-
MaliiHUX MarepianiB  Oyno o00paHO
comianbHuii cepic “Tenerpam™. Kpim
TOTO, TIEpeNl MOYaTKOM POOOTH, BiATMO-
BifIHO 10 BuUMOr ‘“boioBoro craryry

MICUXOJIOTIYHUX  omeparii” (mam —
Craryr) Oynmo  3aIHCHEHO  eTam
TJIaHyBaHHS.

3anpononoBani 'y Craryri UUKIU

IJIaHYBaHHS € KaJbKOK 3 ICHYIOYOIrO y
30poitHux Cuinax YKpaiHu IJIaHyBaHHS
3arajiIbHOBIMCHKOBUX OIEpallii, ki s
MICUXOJIOTIYHUX  Olepaliii € HaJITo

additional information, especially for
the Russian audience, which is quite
different and multinational  with
different levels of perception and
understanding of such visualizations.
Moreover, even the time when the
photo was suggested was important
because it happened when Russian
propaganda changed their narratives and
switched from “war with the
ukronacists” to “war with the entire
NATO Alliance” on the territory of
Ukraine. And it was at that time that the
face of an African American under the
text, which was already questionable in
relation to Kadyrov’s people (which, as
mentioned above, couldn't not work as a
material of influence, due to failure to
take into account certain peculiarities of
TA), for most Russians would mostly
be associated with NATO, but not with
Kadyrov. Unfortunately, such mistakes
were not rare, and it should be taken
into consideration that they completely
negated psychological influence
activities and negatively influenced the
Group’s work in general.

In early June this year, the next stage
took place and the Group began
working in  cooperation with a
psychological operations unit
(hereinafter — PSYOP). Therefore the
social service Telegram was chosen as
the main channel for distributing
information materials. Additionally, a
planning stage took place before
beginning of the work in accordance
with the requirements of the Combat
Charter of Psychological Operations
(hereinafter referred to as the Charter).

The planning cycles proposed in the
Charter follow the existing planning of
Combined-Arms operations in the
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MacIITaOHUMU Ta JIEI0 OOTSKIMBHUMU,
a TOJIOBHE 3aTATHYTMMH B 4acl 1 Taku-
MH, IO HE BIANOBIAAIOTH BHMOI'aM
CHOTOJICHHS Ha ONEpAaTHBHE, a YaCOM K
MUTTEBE pearyBaHHS Ha Oe3nepepBHUMN
MOTIK, SIK BOPOXKHUX 1H(GOPIPUBOIIB, TaK
1 3arpo3, IO TMOCTIMHHO BUHUKAIOTH B
iH(dOopMaIiitHOMY TPOCTOPI.

KpiM Toro, cmig 3a3HauuTH, IO cam
Craryr, sxuii BuimoB B rpyani 2021
POKYy, € JOCUTh “‘CUpUM”’ Ta MICTUTh
HU3KY HETOYHOCTEH, M0 CYTTEBO YC-
KJIAJHIOE HOro TMpakTUYHE 3acToCy-
BaHHs. Hampukian, B po3pisi yxe 3ra-
JIAHOTO TIJIAHYBAHHS, MOYKHA 3ayBaXKd-
TH, o B po3aim Cratyty npo “boiiosi
cunpomoxHocti [IcO” 3a3Hayeno, mioO
“CrpoOMOXHICTh IJIAHYBAaTH BIUIUB’ 1I€:
“31aTHICT TUIaHYBaTH, OPraHi30BYyBaTH
Ta KOOPAMHYBATH B3a€EMOJII0 3 IILIHO-
BUMH aynurtopisiMu...”. Ane IlcO
IICUXOJIOTIYHA Omeparllis, ampiopi He
MO)X€ MaTH KOJHHX CIPOMOKHOCTEH,
ix HaOyBarOTh MIIPO3AUIM, TOOTO —
monau! Tak caMO TOMWIKOBUM € 1
pPO3’SICHEHHS, 0 “‘CIIPOMOKHOCTI Ijia-
HYBaTH BIUTMB™ T1I€:. ‘“37aTHICTH IDIAHY-
BaTH, OPraHI30BYBaTH Ta KOOPIAMHYBATH
B3aemMofi0” 3 BoporoMm, 60 IIA e 1 €
BOpor 1 Bim3HayeHa B CraryTi sK: “BIHCH-
KOBE KOMaHIyBaHHS Ta OCOOOBHI CKJaJl
H3®; nomitnaHe KEpIBHUAIITBO, IIPEICTAB-
HUKH OpraHiB JIEp»aBHOI BIIQJX Ta Mic-
IIEBOTO CAMOBPSAYBAaHHS TPOTHBHUKA
TOIIO”. | TaKMX MOMUJIOK B IILOMY JIOKY-
MEHTI JIOCHUTH Oararo, aje 3k 1e — boiio-
BUI CTaTyT 1 BIATIOBITHO, HE MOXE MICTH-
TH Taki rpy01 HETOYHOCTI, 00 € OCHOBHHUM
Ta (QyHIaMEHTATHHAM JTOKYMEHTOM IS
TUSUTBHOCT1 OKPEMOT'O HAMIPSIMKY.

TakuM 4YMHOM, JOIUTPHUM € KOpH-
TyBaHHS 3MICTy HaBUYaJbHUX MpOrpam
MiTOTOBKK  BiAMOBIAHUX (axiBIiB 3

Armed Forces of Ukraine, so for
psychological operations they are too
large-scale and somewhat burdensome,
and what is most important — delayed in
time and they do not meet the up-to-
date requirements for prompt and
sometimes instant response to the
continuous flow of enemy information
and threats that constantly arise in the
information space.

In addition, it should be noted that
the Charter which was published in
December 2021, is quite “raw” and has
some inaccuracies, which  fact
significantly complicates its practical
application. For example, in the context
of the already mentioned planning, it
can be noted that the section in the
Charter on “combat capabilities of
PSYOP” reads that “the ability to plan
an impact” is: “the ability to plan,
organize and coordinate interaction with
target audiences.” But PSYOP, which is
a psychological operation, a priori can
not have any capabilities, they are
acquired by units, that is, people! It is
equally incorrect to explain that the
“ability to plan impact” is: “the ability
to plan, organize, and coordinate
interaction” with the enemy, because
TA is the enemy itself and the Charter
defines TA as: “the military command
and personnel of illegal armed groups;
political leadership, representatives of
the enemy state and local government,
etc.” And there are quite a lot of such
errors in this document, but this is a
combat Charter and, accordingly,
cannot contain such gross inaccuracies,
because it is the main and fundamental
document for activities in the particular
area.

Thus, it is advisable to adjust the
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ypaxyBaHHSIM JIOCBixy podotu I'pynu, a
caMe: TIOKpaIlleHHsS Ta IOrJIHOJCHHS
MiAroToBKU ManOyTHIX ¢axiBuiB [IcO
came 3a TEXHIYHUM HaIpsIMKOM, TOOTO
roryBatd B JKBI By3pkompodinbHUX
CHeliamicTiB, Kl OyAyTh B 3M031 CaMOC-
TIHHO 3a0e3Me4YnTH TOUIYK KaHajiB
JOCTaBKU 1HGOpPMAIIMHUX MaTepiaiiB
1o pociicekux [lA, mpoBecTH ix aHai3
Ta 3a0e3neuntH e(EeKTUBHY 1 Oe3mepe-
OiifHy po0OTYy HMX KaHaliB, aBTOMa-
THYHO 13 OpraHi3ali€ro 3ax0/iB BIaCHOI
Oe3reku BiJ KIOCPHETUYHUX BIUIMBIB
OCb. @axiBUIB 3 HaXWJIOM Ha ryMma-
HITapHY (aHAJTITUYHY) CKJIAJIOBY (aHaI3
IIA, po3poOKy MartepiajiB TOIIO) Ha
crorogui rorye BIKHY, To x Takum
yuHoM KoxkeH BBH3 matume cBoro
creriani3aniio Ta YHUKHE AyOItOBaHHS,
10 3HAYHO TOKpPanIuTh (HaxoBICTh ITiJI-
roToBKM MaiOyTHiX crnemiamicTtiB IIcO
3a KOYKHUM 13 3a3HAYCHUX HATIPSIMKIB.

Kpim Toro, AOIUIBHO BUMTH 3 1HIII-
arnBor0 Ha Ymupammuasa [IcO miomo
HaJIaHHS HAYKOBO-METOJUYHOTO CYIIPO-
BOly y TIEPEOIpAIfOBaHHI Ta TICPEBU-
naHHI BOMOBOro CTaTyTy ICHUXOJOTIYHUX
orepailiid, 1€ HaBITh y caMiii Ha3Bl MicC-
TUTbCS TIOMWIKa, 00 boloBuii craryr
Moxke Oyru CyXOImyTHHX BINMCBK, MeXa-
HI30BaHUX 1 TAHKOBUX BINUCBHK, I1I€ OY/Ib-
SIKMX BIMCBHK, aJIe TOYHO HE OTeparlii.

st MOKPAIEHHS HaBYaJIbHOT'O
MpoIeCy 3a TEXHIYHOK  CKJIaJIOBOIO
HEOOX1THO CTBOPUTH HAJICKHI YMOBH IS
3aydeHHs Kpanux (axiBUiB 3a HAMpsM-
KOM, SIK 3 BIMCBK Tak 1 3 1HmmX BH3, a
TaKOXX 3a TIPU3UBOM TI0 MOOLTI3AIli,
VHUKaOYM  (POpMaIbHOI TIPUB’SI3KH 10
00O0B’S3KOBOI HAsBHOCTI y KaH/UJIATIB
HAYKOBOTI'O CTYIIEHS, IO Ha MPAKTHULI Yac-
TO HE BIATIOBIZa€ BUMOIaM JI0 iX (haXxoBo-
ro piBHS 1 NPU3BOAUTH JO BUKIIAJAHHS
TaKUMH  ‘‘3aXUIEHUMH~ BUKJIaJIa4aMH
(HayKOBIISIMHM) JUCIHMIUTIHM Ha JIOBOJI

content of training programs for the
training of relevant specialists, taking
into account the experience of the
Group, namely: improving and
advancing training of future PSYOP
technical specialists, that is, to train
narrow-profile specialists in KZMI who
will be able to independently search for
channels for delivering information
materials to the Russian TA, analyze
them and ensure the effective and
uninterrupted  operation of these
channels,  automatically  providing
measures for their own security against
cybernetic influences of the FSB.
Specialists with a focus on the
humanitarian (analytical) component
(analysis of TA, development of
materials, etc.) are -currently being
trained by VIKNU, so each higher
education institution will have its own
specialization and avoid duplication,
which will significantly improve the
professional training of future PSYOP
specialists in each of these areas.

In addition, it is advisable to take the
initiative and address the PSYOP
Directorate with a request to provide
scientific and methodological support in
order to revise and make a new variant
of the Combat Charter of Psychological
Operations, where even the title itself
contains an error. Because a Combat
Charter can be issued for the army,
mechanized and tank troops, any other
troops, but definitely not for operations.

To improve the technical component

of the educational process, it s
necessary to create  appropriate
conditions for attracting the best

specialists in the field, both from the
troops and from other universities, as
well as during mobilization. The

30



HU3BKOMY TMpOoQeCciiHOMY piBHI, BHKJIa-
JaHHA 3HaHb, SKI € 3acTapuldMH Ta
TaKUMH, 110 HE € 3aTpeOyBaHl IiJl 4yac
CIIykOU y BIICbKOBUX YaCTHUHAX.

[IpogymaT TUTaHHS MIOAO MOXK-
JUBOCTEH TMOKpaIlIWTH, B paszi HeoO0-
X1JIHOCTI — BUBYEHHSI POCIMCHKOI MOBU
Ha PIBHI 1O JI03BOJUTH KOPUCTYBATUCH
HEI0 TMpU  BiAmNpaimroBaHHI  iH)OP-
MalliHUX MaTeplalliB CIPSIMOBAHUX Ha
pociiicbky [IA 6e3 rpyOux MHOMHIIOK,
0 Bigpa3y BHUKPHUBAIOTH aBTOpa Ma-
Tepiay, SIK JIOJAUHY, 110 HE HAJIEKUTh
70 POCIACHKOT0 KYIBTYpHOTO CEpeo-
BHINA 1 3BOJAUTH HaHIBEIb BCIO POOOTY
o po3poOIll MaTepiaiiB ICUXOJIOTIY-
HOT'O BILTUBY.

applicants should be freed from the
formal requirement to have a mandatory
academic degree. In practice, such
‘academic’ teachers often do not meet
the requirements for their professional
level and teach their subject at a rather
low professional level, providing
outdated information which is useless
during service in military units.

It is advisable to consider
opportunities to improve, if necessary,
knowledge of the Russian language to
the level that will allow to use it when
developing information materials for the
Russian TA avoiding gross errors that
immediately reveal the author of the
material as a person who does not
belong to the Russian cultural
environment. It negates all the efforts
regarding  psychological  influence
materials.
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OCOBJIMBOCTI MIAFOTOBKU BIUCbKOBUX
YACTUH (I'I_IP.PO.'.’».I].IHIB), YOOCKOHAJNEHHA
OPTrAHI3ALUIl TA J3MICTY NIAroToBKu

BINCbKOBUX ®AXIBLIB

PECULIARITIES (o] 3 MILITARY UNITS
(ELEMENTS) TRAINING, IMPROVING THE
ORGANIZATION AND CONTENT OF MILITARY
SPECIALISTS TRAINING

M. Poroseun

Kadenpa pagioesieKTpoHHOI
po3Biaku pakyJbTeTy TEXHIYHUX
BM/IiB PO3BiIKH

11010 TOCBIIY
BUKOHAHHS 3ABJIAHD
POBOY0IO TPYIIOIO
KATOMHUPCBKOIO
BINICLKOBOT'O THCTUTYTY
IMEHI C. I1. KOPOJILOBA B
OIEPATUBHOMY
YI'PYIIOBAHHI BICBK
“3AMTOPIAKS”

B nepion 3 06 mo 07 Bepecus 2023
POKYy B paMKax CIy>KOOBOTO Bipsii-
KEHHSI 70 ONEpPaTUBHOTO YIPYHOBaHHS
Bilickk (OYB) ‘“3Banopixoks” poboua
rpyna JKuTOMHpPCBKOro BIHCHKOBOTO
iHctutyty imeHi  C. II. KoponboBa
(OKBI) 3mifichuna o3HaioMyieHHS (Ha
MicCLsIX) 31 crenudikoro 00HoBOi podo-
TH OPTaHiB PO3BIAKMU 31 CKIAAy yrpyro-
BaHHA. OUIKy€ThCs, 110 OTPUMAHI pe-
3yabTaTd OyAyTh BpaxoBaHl IIiJl 4Yac
CkiIafaHHs  (KOperyBaHHS) OCBITHIX
mporpaM  IMATOTOBKH 3a  CIeliai-
samisMu  “CHCTEMH  PaslioeeKTPOHHOT
poO3BiAKK” Ta “ABTOMAaTH30BaHa 00pOOKa

M. Rohovets

Department of Signals Intelligence
Faculty of Technical Types of
Intelligence

CONCERNING THE
EXPERIENCE OF PERFORMING
TASKS BY THE WORKING
GROUP OF KOROLOV
ZHYTOMYR MILITARY
INSTITUTE IN THE
“ZAPORIZHZHIA”
OPERATIONAL GROUP OF
TROOPS

In the period from September 6 to
September 7, 2023, as part of a tour of
duty to the “Zaporizhzhia” operational
group of troops, the working group of
Korolov Zhytomyr Military Institute
(ZMI) familiarized (on-site) with the
combat operation intelligence specifics
from the group. It is expected that the
obtained results will be taken into account
during the compilation (adjustment) of
educational programs of training in the
specializations ~ “Signals  Intelligence
Systems” and “Automated Processing of
Intelligence Information”, corresponding
educational programs of professional
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PO3BIYBaIBHOI 1HGOpMALIT”, BIATIOBITHHAX
OCBITHIX TporpaM KypciB mpodeciiHOl
BiificbkoBoi ocBiTH (L-1A, L-1B, L-1C Tta
L-2), a Takok KypciB MiJBUIICHHS
kBai(ikaii ocid odilepchKoro CKiIay.
[Iporsirom  06.09.2023  3a1iicHEHO
O3HAMOMJICHHSI 3 OpraHizalli€er poOoTH
ueHtpy posBiaku OVYB “3amopixoxs’.
YcBitoMIIEHO OCOOJMBOCTI OpraHizartii
Ta BEJECHHS PaJl0CIIEKTPOHHOT PO3BIAKU
(PEP) B  yrpymoBaHHi, 30Kpema
orepaTuBHO-1H(MOpMaNiiiHOT Ta 1HGOp-
MaIlifHO-aHANITHYHOI POOOTH, a TaKOXK
NUTaHb B3a€EMOJII 3 1HIIUMU PO3BITY-
BaJIbHUM OpraHamMM Ta MiApO3J1IaMu
paxioenexkTpoHHoi 6opots0ou (PEB) 31
ckiany OVYB. BcranoBneHo, mo B
neHtpi pospigku OYB ¢axisui PEP
001fMarOThs Mocaayd HE HUXKYE IITATHO-
mocasoBoi kareropii kamitad. [lpu
upomy odiuepu (¢axisui PEP) maroTh
Oyt 00iI3HAaHUMH 3 OCOOIUBOCTSIMH
opraHizamii Ta BeIEHHS PO3BIJIKH
MIIPO31JIaMU 1HIIUX BHJIB PO3BLIKH,
30KpeMa  BIMCBKOBOi,  CIICIiaJbHOI,
MOBITPAHOI  (OE3MUIOTHUMHU  aBialliii-
HUMU KOMIUIEKCAMH), areHTypHOi Ta
KocMiuHOi. B Xoai cHuUikyBaHHS 3
KEpIBHUIITBOM IIeHTpY po3Binku OYB
BIIMIYA€ETHCS, 1[I0 B LUJIOMY pIBEHb
miaroroBku BunmyckHuKiB JXKBI 3a Har-
pamom PEP nosBoisie iM BHUKOHYBaTu
00OB’S3KM Ha BIAMOBITHUX OQIlEpCh-
KHX IOocajax 3a MPSIMUMU BIHCHKOBO-
o0miKoBUMH  criemianbHOCTAMU. [Ipu
[[bOMY HaroJjOII€HO Ha JEIIO CJAA0KHX
3HaHHAX BUNYCKHUKIB JKBI 3 muranb
BiliCbKOBOI PO3BiIKM, 2 TAKOK OCHOB
TAKTHKH 00HOBOIr0 3aCTOCYBAHHS 3a-
rajJbHOBIliICbKOBHX 3’€lHAHb (4ac-
THH). 30KpeMa aKIIEHTOBAaHO yBary Ha
cJ1a0KOMY PpO3yMiHHI BUIIYCKHUKaMH
JKBI opranizaniiHO-IITATHUX CTPYK-
TYP PO3BiAyBajJbHMX  MiAPO3aiJiB
(oxpemMoro po3BilyBaJIbHOI0 0aTajb-
iioHy (op0), po3BigyBaJIbHOI PpoOTH

military education courses (L-1A, L-1B, L-
1C and L-2), as well as professional
development courses for officers.

On September 6, 2023, work
organization of the intelligence center
of the “Zaporizhzhia” operational group
of troops was studied. The peculiarities
of the organization and conduct of
signals intelligence (SIGINT) in the
group, in  particular  operational-
informational and information-
analytical work, as well as issues of
interaction with other intelligence
agencies and electronic warfare units
(EW) from the operational group of
troops, were realized. It has been found
that in the intelligence center of the
operational group of troops, SIGINT
specialists hold positions no lower than
the rank of captain. At the same time,
officers (SIGINT specialists) should be
familiar with the peculiarities of the
intelligence organization and
conducting by units of other types of
intelligence, in particular military,
special, air (unmanned aircraft systems),
intelligence and space. In the course of
communication with the leadership of
the intelligence center of the operational
group of troops, it is noted that, in
general, the level of training of the ZMI
graduates in the area of SIGINT allows
them to perform duties in the
corresponding officer positions in direct
military accounting specialties (MAS).

At the same time, the somewhat
weak knowledge of the ZMI graduates
of the military intelligence, as well as
the basics of the tactics of the combat
use of combined military formations
(units) was emphasized. In particular,
attention was focused on the weak
understanding by ZMI graduates of the
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opuraagu (om0p, TOp, ormop)), 00io-
BHMX MOKJIMBOCTEH, BKa3aHUX MiJpPo3-
JAUTIB Ta iX 00I0BOI0 3aCTOCYBAHHSI.

B xomi o3HaiiomiieHHS 3 poOOTOIO
1eHTpy po3Biaku OVYB BcTaHOBIEHO,
[0 B MpOLECi PO3BIAYyBaIbHO-1HPOP-
MaIHOI AISJIBHOCTI aKTHUBHO 3aCTOCO-
BYIOThCSI TaKl aBTOMaTU30BaH1 CUCTEMU
sk “Delta” (mis y3araabHEHHsI, OOJIKY,
aHaizy Ta TrpadigyHOro BigoOpaKeHHsI
pe3yibTariB  po3Binkm), “Community”
(ms aBTOMaTH3AIll MPOIECIB MEPBUH-
HO1 00pOOKHM MaTepialliB paaionepexor-
nerHs) Ta “Stryb0” (s y3aranbHEHHS,
00Ky, aHam3dy Ta  rpadidHOro
BiloOpaxeHHs:  pe3yubrariB  PEP).
boiioBi rpadiuHl OKYMEHTH IEHTPY
PO3BIIKH BIAINPAIbOBYIOTHCS TEPEBAK-
HO B Py4YHY Ha MamnepoBuX Tororpadid-
HUX KapTax, NOpore Jeski rpadiudi
JOKYMEHTH (poboui kapth odiuepiB
IEHTPY, 30KpeMa odiliepa-HanpsIMKIBIISI
3 PEP) BianpanpoByIOThCS 3 BHKOpPHC-

TaHHIM rpagiqHOro penakTopa
“CorelDraw”.
[Iporsirom  07.09.2023  3a1iicHEHO

O3HAWOMIICHHSI 3 OpraHizalfiero poOoTu
Ha TIO3MINSAX B3BOAY PaJiOpO3BIAKU 31
ckiaai opO, B3BOLY pPaaioOpO3BIAKH 31
CKJIaZly pO3BIIYBaJIbHOI POTH OKPEMOi
Opuraay, MaHEBPEHOI I'Pynu 31 CKIany
perionansHoro 1entpy PEP “3axin”, a
TaKoX BLAAUTY (pO3BIayBaibHOr0) S2 31
CKJaay JiHIMHOrO OaTtanbiiony Opu-
raau. B xomi cnijakyBaHHS 3 Ha4aJbHU-
KOM pO3BIIKKM Opurajau, KOMaHIAPOM
PO3BITYyBaIBHOI POTH OpuTaau, KOMaH-
IUpaMH  B3BOJIB PaAlOpO3BIAKH, Ha-
YJAJIbHUKOM PO3BIIKH OaTtanblioHy Ta
0COOOBHUM CKJIaJJOM 3a3HAYEHUX PO3BI-
OyBAJIBHUX MIIPO3JUIIB BCTaHOBIICHO,
mo miaroroBka ¢axismiB PEP TakThu-
Hoi nanku B JKBI 3miiicHroeTbcs B

organizational and staff structures of
intelligence units (separate intelligence
battalion, intelligence company of a
brigade (mechanized brigade, tank
brigade, mountain assault brigade)),
their combat capabilities and use.

In the course of getting acquainted
with the work of the intelligence center
of the operational group of troops, it
was found that in the process of
intelligence and information activities
such automated systems as “Delta” (for
summarizing, accounting, analysis and
graphical display of intelligence
results), “Community” (for automating
the processes of primary processing of
materials) are actively used radio
interception) and  “Strybo”  (for
generalization, accounting, analysis and
graphic display of SIGINT results).
Combat graphic documents of the
intelligence center are worked out
mainly by hand on paper topographic
maps, but some graphic documents
(working maps of the officers of the
center, in particular the directing officer
from SIGINT) are worked out using the
graphics editor "CorelDraw".

On September 07, 2023, the working
group got acquainted with the
organization of work on the positions of
the SIGINT platoon of the separate
intelligence battalion, the SIGINT
platoon from the reconnaissance
company of a separate brigade, the
maneuver group from the regional
SIGINT center Zahid, as well as the
(intelligence) S2 department from the
line battalion of the brigade. In the
course of communication with the
intelligence chief of the brigade, the
commander of the intelligence company
of the brigade, the commanders of the
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uiiomy BipHO. Pazom 3 TuM BigMmi-
qJaeThes, mo odinepu-sunmyckHuku JXKBI
3a HampsmoM PEP He maroTe mocrar-
HbOI'O PO3YMIHHSI 3 MHUTaHb BiNICHKOBOT
pO3BIIKH. AKTyasni3alis Takoi mpooiie-
MU OCOOJIUBO BIAYYBAETHCSA 3 HEOOXIJI-
HICTIO TIOJAJBIIOT0 TPHU3HAYCHHS KO-
MaHJIMPIB B3BOJIB PaJIOPO3BIIKH Ha
oinepcbki mocaau y Biaaui S2 Opura-
U (MyHKT YTNpaBIiHHA PO3BiIKH) abo
Ha Tocaay KOMaHAHWpa PO3BiTyBaabHOT
potu Opuraau. Kpim Toro, He3pakarouu
Ha JIOCTaTHbO BHUCOKHH pPIBEHb MIJr0-
ToBKM BHUMYCKHHUKIB JKBI 3 00poOku
pPO3BITyBaJIBHUX MaTepiayiiB Ta BiJO-
mocted PEP, akmeHroBaHo yBary Ha
HEOOXITHOCTI TIOCWJICHHS aHATITHYHOT
CKJIaJIOBOI JUIsi pOOOTH y Biaiinax S2
OpuragHoro Ta OaTanbOHHOIO pIBHIB.
KpiMm Toro Biamivaerbcs BIACYTHICTh
nieBoi B3aemoii 3 migposauiamu PEB, o
MPHU3BOJUTH JO 3HIKCHHS ©()EeKTHBHOCTI
BUKOHAHHS  PO3BUIYBAJIBHUX  3aBJaHb
miapozaiiamu PEP taktuyHOi naHku, a B
JeIKUX BUMAgKaX W BUXOMY 3 Jaiy
3aco01B po3BiaKH migpo3autiB PEP.

B xomi o3HaiiomieHHS 3 poOOTOIO
OpraHiB pO3BIJIKM 3a3HAYEHMX I1JIPO3-
JII1B BCTAHOBIICHO, 1110 /71 TpadiyHOro
BIIOOpaXE€HHSI Pe3yIbTaTiB PO3BIIAKU
aKTHBHO 3aCTOCOBYIOTHCS TaKi CHCTEMH
sk “Delta” ta “KponuBa”, a 11 aBTO-
MaTu3allli TMepBUHHOI OOpOOKH pO3Bi-
IyBAJIbHUX MartepiaiiB (BigoMocTen) —
“Community” ta “Strybo”.

Pa3zom 3 Tum, pobouoro rpynoro KBI
BCTAHOBJICHO:

HE3BaXAIOYM Ha T, IO B pO3BI-
OyBaJIBHUX MIJIPO3A1IaX TAKTUYHOI JIaH-
KM piBHA “Op0 — pO3BiayBajbHa poTa
Opuraan” ICHYIOTh H1pO3 1IN
(BiginieHHs) 00poOKH A00yTOI poO3Bi-
ayBajbHOI iHpopmanii, ane pakTuaHO

SIGINT platoon, the intelligence chief
of the battalion and the personnel of the
specified intelligence units, it was
established that the training of the
SIGINT specialists of tactical level in
ZMI is carried out correctly in general.
At the same time, it is noted that
SIGINT graduates from ZMI do not
have sufficient understanding of
military  intelligence  issues. The
actualization of such a problem is
especially felt with the need for the
further appointment of the SIGINT
platoon commanders to officer positions
in the brigade’s S2 department
(intelligence control point) or to the
position of commander of the brigade’s
reconnaissance company. In addition,
despite the sufficiently high level of
training of ZMI graduates in the
processing of intelligence materials and
SIGINT information, attention is
focused on the need to strengthen the
analytical component for work in S2
departments at the brigade and battalion
levels. In addition, there is a lack of
effective interaction with electronic
warfare units, which leads to a decrease in
the effectiveness of intelligence tasks
performed by SIGINT units of the tactical
level, and in some cases, to the failure of
intelligence means of SIGINT units.

In the course of getting acquainted
with the work of the intelligence
agencies of the mentioned units, it was
established that such systems as “Delta”
and “Kropyva” are actively used for the
graphic display of intelligence data,
“Community” and “Strybo” are used for
automatization of the initial processing
of intelligence materials (information).

At the same time, the working group
of ZMI established:
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Taki 3aBJaHHA TOKJIAJalOThCsI  Ha
migposain S2 6puragu (G2 OYB), mo
MOJACKYAU TPHU3BOAUTL A0 BTPATH
ONEPATHBHOCTI (CBOEYACHOCTI) pO3-
BiIKM B muioMmy. OJHIEIO 3 TPUYHH
TAKOr0 CTaHy pedel € BIiCYTHICTH
KBAJTI(PiKOBAHO MIATOTOBJIEHOTO TEP-
conainy. Kpim Toro, Ttaka o00poOka
nepea-6ayae  HafIBHICTL  KOMILJIEK-
CHOr0 MiaXoay, IO OOYMOBIIIOETHCS
HEOOX1HICTIO 00pOOKHU PO3BiNYyBaJIbHOT
iH(dopMaIii BiJl pi3HUX BUIIB PO3BIIKH,
3okpema PEP, BilicbKOBOi, MOBITPSHOT
(3a 10mOMOror Oe3MIJIOTHUX aBlalliii-
Hux komiuiekciB (bnAK)), a Takox Bif
niapo3autis PED;

BUBeJIeHHsT migpo3auiiB bnAK 3
NiANOPSIAKYBAHHA HAYaJbLHUKA PO3-
Biaku OYB npu3BoauTh 10 3HUKEHHSA
SIKOCTI Opradizauii po3BiAKH 1 3HH-
sKE€HHsI OMIePATUBHOCTI (CBOEYACHOCTI)
JTOPO3BIKH,

B miaposaiziax PEP TakTU4HOI JIaH-
KM (30KpeMa y ckJjaai op0) BiacyTHi
BiUIVIECHHSI PEMOHTY TEXHIYHMX 3a-
co0iB po3Binku (T3P), a BinTak He
HAJATOAKeHO MeXaHi3M BiIHOBJICHHS
3aco0iB PEP na micusix. 30kpema, y
pa3l BUXOIY 3 Jaay IITaTHUX 3ac00iB
PEP peMoOHT 3miiiCHIOETHCA, TEpPEBaXK-
HO, CHUJIaMU OpraHi3aliii-BUpOOHUKIB,
110 IPU3BOJUTH JI0 30UIBIICHHS Yacy Ha
BITHOBJIEHHSI OOHOBUX MOKJIUBOCTEH
pO3BiTyBaIbHUX MiApo3ainiB. OTxe, HE
3BaYKalOUl Ha HEOOXITHICTh YIOCKOHA-
JIEHHS OpraHi3alifHO-IITaTHOI CTPYK-
Typu opO (BBEIEHHS 1O CKJIady
BigauieHHs pemonty T3P), onHiero 3
OPUYMH  3a3HAYEHOI mpoldieMu €
HEJIOCTATHA MiJAroTOBKAa 3 TNHUTAHb
Bi/IHOBJIEHHSI Ta PEMOHTY 3aco00iB

po3Binku y JKBI, 3okxpema Ha
kadenpi PEP;

despite the fact that in the
intelligence units of the tactical level of
“separate reconnaissance battalion -
intelligence company of the brigade”
level there are units (departments) for
processing the obtained intelligence
information, but in fact such tasks are
entrusted to the S2 unit of the brigade
(G2 OGT), which in some places leads
to a loss of efficiency (timeliness) of
intelligence in general.

One of the reasons for this situation
is the lack of qualified personnel. In
addition, such processing requires the
presence of a complex approach, which
Is determined by the need to process
intelligence information from various
types of intelligence, in particular
SIGINT, military, air (with the help of
unmanned aerial systems (UAVS)), as
well as from units of electronic warfare;

the withdrawal of UAS units from the
subordination of the head of intelligence
of the OGT leads to a decrease in the
quality of the intelligence organization
and a decrease in the efficiency
(timeliness) of intelligence;

there are no departments for the
repair  of  technical intelligence
equipment in SIGINT units of tactical
level (in particular, in the separate
reconnaissance battalion), and therefore
the mechanism for the repair of SIGINT
equipment on-site has not been
established. In particular, in case of
failure of regular SIGINT equipment,
repairs are carried out mainly by
manufacturers, which leads to an
increase in the time for restoring the
combat capabilities of reconnaissance
units. Therefore, regardless of the need
to improve the organizational and
staffing structure of the separate
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BUXOASYM 3 OpraHi3amiiiHO-IITaTHOI
cTpykrypu miapo3auriB PEP Taktuunoi
JIAHKH, 30KpEMa B3BOJY PaJll0pPO3BIIKH,
3aBJaHHA  OpraHizaimii  BUKOHAHHS
pPO3BITyBaJIbHUX 3aBlaHb Ta OOPOOKHU
po3BiayBaibHOI 1H(GOpMaLii (po3Bidy-
BAJIbHUX MaTepialiB) Ha IO3HINAX BiJI-
IUIeHb Oyze TOKIaIaThCs Ha CepKaHT-
ChKMI CKJIaJ. Y 3B 43Ky 13 3a3HAUYECHUM,
HEOOXIJTHUM € BKJIFOUEHHS JI0 Mporpam
MiATOTOBKH  CEPIKAHTCHKOTO  CKIamdy,
30KpeMa OCBITHbO-TIpo(eciitHoi mpor-
pamu  “Excrutyaraitiss  3aco0iB  pajio-
€JIEKTPOHHOI  PO3BIAKKA~ — (MOJIOAILIMI
OakanaBp), IEBHI MOJTYJIi (PO3/IIIN) OCBIT-
HIX KOMIIOHEHT (HaBYAIbHUX JUCLUILUTIH)
IIO/I0 OpraHi3aIlii Po3BiKK B MIAPO3ILUTI
PEP TakTnyHOi JaHKH, a TaKOXX OCHOB
00poOKH pO3BITYBAIILHOI 1H(POPMALIIi.

BucHoBku:

1. [TigroroBka odilepiB-pO3BIIHUKIB
3a HaripsimoM PEP y JKBI 3aiiicHioeThCs
B IUioMy BIpHO. PiBeHb oOTpuMaHUX
(HaOyTHX) 3HAHb Ta BMIHb J103BOJISIIOTh
odirepaM-BUITyCKHUKaM OO1MMaTH TI0-
caay B OpraHax pO3BIAKHA SK TaKTHY-
HOTO, TaK 1 OTIEPATUBHOTO PIBHIB.

2. BigMmiuaeTbcss HEOOX1AHICTH ITOCH-
JIEHHS MIJATOTOBKM KYPCaHTIB (ciyxa-
YiB) 3 MUTaHb BIMCHKOBOI PO3BIIKH, a
TaKOX TAaKTHUKU Ha PIBHI 3arajibHO Biii-
CHbKOBOT'O 3’€JHaHHS (BIACHKOBOI Yac-
TiHU). 3okpema BunmyckHuku JKBI 3a
Hanpsmom  PEP  moBuHHI ~ 3Haru
(po3ymiTH) OpraHi3amifHO-IITaTHI CTPYK-
TYpH PO3BITYBAIBHUX MIAPO3JLTIB (OKpe-
MOTO  PO3BIAYBAJIBHOTO  OaTaJbiOHY
(op0), po3BiAYBaJIbHOI POTH Opuragu
(omMOp, TOp, ormop)), 60MOBI MOKITUBOC-
Ti, BKa3aHUX IIJIPO3JILUTIB Ta OCHOBH iX
6oiioBoro 3acrocyBanHs. byru o613HaHUM
om0 000B’si3kiB ((PyHKITN) KOMaHIUpa
PO3BIYBAJILHOTO B3BOLY Ta PO3BIIyBaJIb-
HOI poTu OpHrazay, a B pasi HEOOXITHOCTI

reconnaissance battalion  (involving
repair department for the technical
means of intelligence), one of the
reasons for the mentioned problem is
insufficient training on the issues of
recovery and repair of intelligence
equipment at ZMlI, in particular at the
Department of Signals Intelligence;
based on the organizational and
staffing structure of SIGINT units of

tactical level, in particular the
intelligence  platoon, the task of
organizing the  performance  of
intelligence  tasks and processing
intelligence information (intelligence

materials) at the positions of the
departments will be entrusted to NCOs.
In accordance with the above, it is
necessary to include certain modules
(chapters) of educational components
(academic  disciplines) into  non-
commissioned officers’ training
educational program ‘“Maintenance Of
SIGINT means” (junior bachelor)
referring to the organization of
intelligence in the SIGINT of tactical
level, as well as the basics of processing
intelligence information.

Conclusions:

1. The training of SIGINT officers is
conducted correctly at ZMI in general.
The level of acquired knowledge and
skills allows graduates to get positions
in intelligence agencies at both tactical
and operational levels.

2. The need to strengthen the training
of cadets (students) in military
intelligence, as well as tactics at the
level of the general military unit
(military unit) is noted. In particular,
ZMI graduates on the SIGINT specialty
must know (understand) organizational
and staff structures of reconnaissance
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Oy 3maTHUMH OOIMaTH 3a3HaveHi
IOCa Iy MICHs “KOPOTKOi~ MiJArOTOBKH.

3. He3Baxarouu Ha JIOCTaTHBO
BUCOKMM  pPIBEHb  HABYEHOCTI  BU-
nyckHuKiB JKBI 3 murans 06poOku po3-
BIAyBAIbHUX MarepiajiB Ta BiJo-
mocteit PEP, mnorpebye mnocuneHHs
iH(dOopMaliitHO-aHATITUYHA ITiATOTOBKA,
HEoOXigHa JyIsi poOOTH Yy  BiALIaxX
(cexkisix) S2 piBHA “OatanmbiloH-Opuranga”.
Pazom 3 Tum mporpama iH@opmariitHo-
aHANITUYHOI TMIATOTOBKA Mae€ mependa-
YaTH HAsABHICTh KOMIUIEKCHOTO MIIXOIY
110710 00poOKH 100yTOi 1H(OpMaLi il Bix
HIUX BUJIB PO3BIIKH (HE HIDKYE PIBHS
0013HAHOCT!).

4. OpnHiel0o 3 TPUYUH BIICYTHOCTI
HAJIaroJKEHOr0 MeXaH13My BiJHOBJICH-
Hs 3aco01B PEP B migpo3aitax PEP tak-
TUYHOI JJAaHKUA Ha MICIIX € HeJIOCTaTHIN
piBEHb MIATOTOBKU 3 MHUTaHb BIJHOB-
JIEHHSI Ta PEMOHTY 3ac00iB PO3BIIKH Y
KBI, 30xpema Ha kadenpi PEP.

5. Ponb cepkaHTCHKOTO CKIIaly B
nigpo3aiax PEP  TaktuuHOi naHKu
Oyne nemani 3pocTaT, 10 BUMAarae Bif
MOJIOAIIOTO0 KOMaHAHOTO CKJIaay HEeoO0-
XiJHUX 3HaHb Ta BMiHb IOJIO OpraHi-
3aIii po3BIKH, a TAKOXX 00POOKU PO3BI-
IyBaJIbHUX MaTepialliB Ha TEXHIYHUX
no3uiligax BigauieHs (rpym) PEP.

IIpono3uii:

1. [lepernssHytT  mporpaMu  HaB-
YaJIbHUX JUCLUHUIUIIH Kadeapu TaKTHKU
ta OoitoBoro 3adesneuenus KBI muis-
XOM ITiITOTOBKU BHUITYCKHHUKA SIK KOMaH-
Tpa po3BiyBaIbLHOTO B3BOAY (Ha PiBHI
0013HAaHOCTI). Y 3B’SI3Ky 3 UM JOILIb-
HUM € BHUBYEHHS Oprasi3aiiiiHo-
MTAaTHUX CTPYKTYp PO3BiAYBaJIbHUX
MiAPO3AUTIB (OKPEMOI'0 PO3BIAYBAIbHO-
ro OaranwpiioHy (op0), po3BimyBaIbHOT

units (individual reconnaissance battalion
(separate  recconnaisance batallion),
reconnaissance company of a brigade
(mechanized brigade, tank brigade,
mountain  assault brigade)), combat
capabilities of these units and the basics of
their combat use. To be aware about the
duties (functions) of the commander of the
reconnaissance platoon and reconnaissance
company of the brigade, and if necessary,
to be able to occupy the specified positions
after “brief” training,

3. Despite the sufficiently high level
of training of ZMI graduates in matters
of processing intelligence materials and
intelligence information, the
information and analytical training
required for work in S2 departments
(sections) of the “battalion-brigade”
level needs to be strengthened. At the
same time, the information and
analytical training program should
provide for a comprehensive approach
to processing information obtained from
other types of intelligence as well (not
below the level of awareness).

4. One of the reasons for the lack of
an established mechanism for the
recovery of intelligence equipment in
the intelligence units of the tactical level
on-site is the insufficient level of
training on the issues of recovery and
repair of intelligence equipment at ZMl,
in particular at the Department of
Signals Intelligence.

5.The role of non-commissioned
officers in SIGINT units of the tactical unit
will continue to grow, which requires the
junior command staff to have the necessary
knowledge and skills in organizing
intelligence, as well as processing
intelligence materials at the technical
positions of SIGINT units (groups).
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potu Opuragu (omOp, TOp, ormop)),
0O0MOB1 MOXJIMBOCTI, BKa3aHUX IIiIpO3-

IUTIB  Ta  OCHOBU 1X  OOHMOBOrO
3aCTOCYBaHHS.
2. [lepernssHyTH  mporpamMu  HaB-

yanpbHuX Jaucuuiulin - kadeapu PEP
JKBI, a TakoX BKIIIOYUTH IO BHUBYCHHS
TaKl MUTaHHS:

oprasizaiisi Ta 3A1MCHEHHS PEMOHTY
3aco0iB  PEP B mimpo3aimtax PEP
TakTUyHOI JaHku. [Ipm upomy mnocu-
JUTHU TPAKTHYHY CKJIQJIOBY IMATOTOBKU
13 3a3HaYEHOr0 MUTAHHS;

IIOCUJINTH 1H(popMaLiiiHO-aHaII-
TUYHY MIATOTOBKY KypCaHTIB (ciyxa-
YiB) 3 METOI HAOYTTs CIPOMOKHOCTEH
70 BUKOHAHHS 3aBAaHb y Bimmim S2
JIaHKH “OaTanbioH-Opurana’;

BKJIIOYUTH JIO0 Oporpam BiJIMOBIAHUX
HAaBYAJIBHUX JUCIUIUIIH BHUBYEHHS Ha
piBHI OOI3HAHOCTI ABTOMATU30BAHUX
cucremu “Delta”, “Community” Ta
“Strybo”, “KpommBa”, a TakoX OCHOB
pobotn 3 rpadiuHUM PEAAKTOPOM
“CorelDraw’;

BKJIFOYUTH JIO TIpOTpaM TiArOTOBKH
CEPKAHTCHKOTO CKJIay, 30KpeMa
OCBITHBO-TIPO(ECIHHOT porpamu
“Excrutyarariisi 3aco0iB  pajioeleKTPOH-
HOi po3BiIKKM’ (MOJOAIINI OakaaBp),
MEBHI MOIYJ1 (PO3IUTH) OCBITHIX KOM-
MOHEHT (HABYAIGHUX JUCIMUIUIIH) IIOJ0
opraHizailii po3Binku B miapo3aiii PEP
TAaKTUYHOI JIAHKHY, a TAaKOXK OCHOB 00pO0-
KU pO3BIIYBaJILHOI 1H(OpMAIIii.

3. Kadenpt PEP po3pobutu meronuky
(amropuT™M)  OIIIHIOBAHHS  PE3yJIbTATIB
BUKOHAHHS  pPO3BLIYBAJIBHUX  3aBIaHb
niapozaiiamu PEP TakTruHOi aHKH.

4. PO3risiHyTH MOMIIMBICTB, a B pasi
HEOOX1IHOCTI OpraHi3yBaTH MIATOTOBKY
KypcaHTiB (ciyxauiB) 3a Harpsimamu PEb
ta bnAK cunamu xadenpu PEP 3 nutans

Proposals:

1. Review the programs of the
academic disciplines of the department
of tactics and combat support of ZMl by
training a graduate as a commander of a
reconnaissance platoon (at the level of
awareness). In this regard, it is
advisable to study the organizational
and personnel structures of
reconnaissance units (separate
reconnaissance battalion,
reconnaissance company of a brigade
(mechanized brigade, tank brigade,
mountain assault brigade)), the combat
capabilities of these units and the basis
of their combat use.

2. Review the programs of the academic
disciplines of ZMI Department of Signals
Intelligence, and include the following
questions in the study:

organization and repair of SIGINT
equipment in SIGINT units of the
tactical level;

strengthening the practical component
of training on the specified issug;

strengthening the information and
analytical training of cadets (students)
in order to acquire the abilities to
perform tasks in the S2 department of
the “battalion-brigade” level,

adding to the programs of the
relevant educational disciplines the
study at the level of awareness of the
automated systems "Delta”,
“Community” and “Strybo”,
“Kropyva”, as well as the basics of
working with the graphic editor
“CorelDraw™;

adding to the training programs of
non-commissioned officers, in
particular ~ the  educational and

professional program “Maintenance of
SIGINT means” (junior bachelor's
degree), certain modules (sections) of
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OCHOB OOMOBOr0 3aCTOCYBaHHsS OpraHiB
PO3BIIKM TAKTUYHOI JIAHKH, a TaKOX
1H(pOPMAIIITHO-aHAIITHYHOT  TT1ATOTOBKH.
Kpim Toro, s KypcaHTiB (ciyxadiB) 3a
Hanpsmom PEDB BigHOBUTH BUKIIagIaHHS
OCHOB PaJIiONepEXOIICHHS.

5. Kagenpi PEP mnpoBectu kpyriwmii
cTin / ceminap (i3 3amydeHHsM (axiBIliB
1HIIUX Kadeap 1HCTUTYTY, KepIBHUIITBA
IHCTUTYTY, MPEACTAaBHUKIB ‘‘Oprasisza-
11i(i1)-3aMoBHUKA(1B)’) 3 METOIO Harmpa-
[IOBAHHS MPOMO3UIIN 00 MiATOTOB-
ki (axiBIiB PO3BiTyBaIbHO-1HPOpPMA-
iiHOT poOOTHM 1Ml  PO3BIAYBaJIbHUX
yacTUH (MIIPO3AUIIB) TAKTHYHOI JIAHKU
“Opurana-6aTaabion”.

6. Kadenpi 3acrocyBanns bunAK mpo-
BECTU KpyIJui CTi / ceminap (13 3aiy-
yeHHsM  (axiBuiB  iHmMX  Kademap
IHCTUTYTYy) 3 METOK HaIpaIfOBaHHS
MPOTIO3UITIA  I1IO/I0  BIIOPSIKYBaHHS  00-
HoBoro 3actocyBanHs migpo3autie BITAK
TaKTUYHOI JIAHKW B 1HTEpEecax BUKOHAHHS
3aBJlaHb PO3BIKH / JOPO3BIIKH Y CKJIaJl
OVYB (OTYB, TT).

educational components (curriculum
disciplines) regarding the organization
of intelligence in the SIGINT unit of
tactical level, as well as the basics of
processing of intelligence information.

3. The Department of Signals
Intelligence  is to develop a
methodology (algorithm) for evaluating
the results of reconnaissance tasks by
SIGINT units of tactical level.

4. Consider the possibility, and if
necessary, organize the training of
cadets (students) in the areas of
electronic warfare and UAS by the
forces of the Department of Signals
Intelligence on the issues of the basics
of the combat use of tactical intelligence
agencies, as well as information and
analytical training. In addition, it is
necessary to resume the teaching of the
basics of radio interception for the
cadets (students) in the specialty of
electronic warfare.

5.The Department of Signals
Intelligence is to hold a round table /
seminar (with the involvement of
specialists  from  other institute
departments, the command of the
institute,  representatives  of  the
“customer organization(s)”’) with the
aim of developing proposals for the
training of specialists in intelligence and
information work for the intelligence
units (subunits) of the tactical level
“Brigade-Battalion”.

6. The Department of UAS Use is to
hold a round table / seminar (with the
involvement of specialists from other
departments of the institute) with the aim
of developing proposals for streamlining
the combat use of UAS units of the tactical
level in the interests of performing
intelligence / pre-reconnaissance tasks as
part of the operational group of troops
(operational-tactical group, tactical group).
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I0. YBapos
Kadeapa rakTuku Ta 60iioBOr0
3a0e3meYeHHsI

TUTIOBI HEJ1OJIIKH 3
BOI'HEBOI NIJITOTOBKU 3A
JJOCBIJIOM IMIAIOTOBKH TA
BEJIEHHSI BOMOBUX J1A

AHaizyouu JIOCBIJ BEJICHHA
OOMOBMX I Ta OTpPUMaHI IIijJ dYac
NpoBeJIeHHsI 0a30BOi 3arajibHO BiMCHKO-
BOi MIJATOTOBKH Yy XOJAl BIJIHOBJICHHS
0o€3maTHOCTI  OOMOBHUX  MIAPO3ILTIB
3HaHHS 1 HaBUYKU BIHCHKOBOCITYXK-
OOBIIIB 32 MPEIMETOM  HaBYAHHS
BOTHEBA MIATOTOBKA, BATOCS 3’ SICyBaTH
Ta CUCTEMATHU3yBAaTH TUIOBI1 CIa0K1 Mic-
11 y BKa3aHMX TMTAHHAX, SKI HaJall,
MiJ] Yac BWBYCHHS, BUSBWINCS BKpai
HEOOXIIHUMU 1 JOLUILHUMU, a CaMe:

1. CnabOki 3HaHHS MaTepiajbHOI Yac-
TUHU CTPUICLIBKOI 30POi, 1110 CTOCYEThCS
MpaBWJI HAJAIITYBaHHS Ta30BUX peEry-
JATOPIB B IITYPMOBUX TI'BHHTIBKax
(aBTOMaATax) Ta KyJieMEeTax, /i€ BOHHU
KOHCTPYKTHBHO € (5,56 MM aBTOMAaT
Grot, wmomudikamii M-16, 7,62 mm
kynemeru IIKM, IIKT, 7,62 (7,92) mm
Kyaemeru Ha 0a3iMG-42, 12,7 wmm
KyJIEMET JUIKM). He3nanus
NPaBWIBHOIO HAJIAIITyBaHHS peryJs-
TOpiB  TPU3BOAUTH 0 CEPUO3HHX
MOJIAMOK 1 BUXONY 3 JIaxy 30poi, aKoi 1
TaK HEIOCTaTHRO B YMOBaxX BHCOKOI
IHTEHCUBHOCTI BEJEHHS OOWOBHX IiH.
Haxanb, mnpu HaBuaHHI 0COOOBOTrO
CKJIaJly IbOMY MUTAaHHIO HE NpUii-
JII€ThCSI HEOOXI1THOT yBary.

2. Hepo3yMiHHST OCHOB 1 TIpaBUJI
CTpibOM 31 cTpimenpkoi 30poi. Hex-
TYBaHHS OCHOBHUMH TIOJOKEHHSAMH 3
BHYTPIIIHBOI Ta 30BHIIIHBOI OAIICTHKH,

Y. Uvarov
Department of tactics and combat
support

TYPICAL SHORTCOMINGS IN
WEAPONS TRAINING BASED ON
THE EXPERIENCE OF TRAINING

AND CONDUCTING COMBAT
OPERATIONS

Analyzing the experience  of
conducting combat operations and the
knowledge and skills of servicemen on
the subject of weapons training
obtained during basic military training
in the course of restoring the combat
capability of combat units, it was
possible to find out and systematize
typical weak points in the specified
issues, which later, during the study,
turned out to be extremely necessary
and expedient, namely:

1. Inadequate knowledge about parts
of small arms, regarding the rules for
adjusting gas regulators in assault rifles
(machine guns) and machine guns,
where they are structurally present
(5.56 mm Grot assault rifle, M-16
modifications, 7.62 mm PK machine
guns, 7.62 (7.92) mm machine guns
based on the MG-42, 12.7 mm DShK
machine guns). Improper setting of the
gas regulators leads to serious
breakdowns and failure of the weapon,
which is already a fault in conditions of
high intensity combat operations.
Unfortunately, this issue is not given
the necessary attention when training
personnel.

2. Lack of understanding of the
basics and rules of shooting small arms.
Disregard for basic regulations of
interior and  exterior  ballistics,
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MHEMOHIYHUMHU TPaBUJIAMU CTPUILOU
00MeXy€e BIICHKOBOCITYXKOOBIIS Y BIyY-
HOCTI Ta TPHU3BOAWTH JI0 TEPEBUTPATH
ooemnpumnaciB. OKkpeMo cCiif BUALIUTH
npoOsieMy HE3HAHHS Ta HEPO3yMIHHS
MEPEBUIICHHS TPAEKTOPIl HAJl JIHIEO
MPUIIUTIOBAHHA, fKa PO3KpUTa B Hac-
TaHOBaXx a00 KepiBHMIITBaX 31 CTpi-
JIEIbKOI CIpaBU HA BIJIMOBIJHI 3pa3Ku
30poi. lle mpu3BoaUTH 110 TOrO, IO
BIMICBKOBOCITY>)KOOBEILIb HE PO3YMIE, SIK
MpaBWIBLHO OOMPATH MPULII Ta TOUYKY
OPUITUTIOBaHHSA, 100 Bpa3uTH IUJIb HA
PI3HUX AyaTbHOCTSIX.

3. IIpoGaemoro 3 mpobiieM € He3HAH-
Hs 1 HEHABUEHICTh BIHCHKOBOCIY>KOOB-
I1iB, OCOOJIMBO ITEPEBAXKHOI OLIBIIOCTI
KOMaHJUpPIB BCIX PIBHIB, MOPSAKY Ta
nmpaBwiIaM TEpPeBipKA 000 Ta TMpHUBE-
JCHHS 0 HOPMaJIbHOTO OO0 CTpLIelb-
koi 30poi. B kpainax-maptHepax, e
HABYAIOTHCS HaIlll BiHCHKOBOCITYKOOB-
i, 3 BIANpAIOBAHHAM IIbOTO MUTAHHS
CIpaBu TakoX moradi. Y 30podHuX
Cunax YkpaiHu 3yCcTpI4aeThCsl BIIKPH-
T€ HEXTYBAaHHS IIUM 3aXO0JIOM 1, IO
ripie 3a Bce, HeMpaBUIbHE BUKOHAHHS
nepeBipkd 00K Ta TpHUBEAEHHS 30poi
0 HOPMaJIbHOTO OO0, SIKE 3BOJUTHCS
70 31eOLIBIIOro I1HTYITUBHUX i Ha
MiJCTaBl XWOHOTO TBEPIXKEHHA: TIPHU
BUKOHAHHI CTPUIbOM IUIMTHCH B3araii
HE MOTPIOHO, IOCTaTHHO BECTH BOTOHb B
3aJ1aHOMY HAIpPSMKY.

4. HesnanHsi TOpSAKY Ta TIPaBUII
TEXHIYHOI'0 OOCIIyTrOBYBAHHS CTp1JIE€Lb-
Koi 30poi. Bkpaili 4acTo 4MieHHA Ta
3MallyBaHHs CTpUIEIbKOI 30poi 3/1i-
HIOETHCSI HE BIJMOBIJHO 10 BUMOT Hac-
TaHOB a00 KEpIBHHUIITB 31 CTPUICIBKOI
CIpaBM Ha BIAMOBINHI 3pa3ku 30poi.
Came HacTaHOBH a00 KEpIBHHIITBA BU-
MararoTh nepes] CTpUIb00 HACyX0 Mpo-
TUpATU KaHal CTBOJIa, MNpPUOUpAIOUU

mnemonic rules of shooting limits a
serviceman’s accuracy and leads to
overuse of ammunition. As a separate
issue there should be mentioned the
problem of negligence and
misunderstanding of exceeding the
trajectory above the aiming line, which
is described in the shooting instructions
or manuals for the relevant weapon
models. This leads to the fact that the
serviceman does not understand how to
choose the right sight and aiming point
to hit the target on different dualities.

3. The greatest problem is non-
acquaintance with the procedure and
rules of sighting, as well as and lack of
training for  military  personnel,
especially for the vast majority of
commanders at all levels. In the partner
countries where our servicemen are
trained, this is a challenging problem as
well. In the Armed Forces of Ukraine,
this procedure is openly disregarded,
and, worst of all, we observe incorrect
performance of the battle check and
bringing weapons to normal battle,
which is reduced to mostly intuitive
actions based on the false statement -
when shooting, it is not necessary to
aim at all, it is enough to fire in the
given direction.

4. Negligence of the algorithm and
rules of small arms maintenance. Very
often, small arms cleaning and greasing
is not carried out in accordance with
the requirements of the instructions or
manuals for small arms for the relevant
models of arms. It is the instructions or
guidelines that require the barrel to be
wiped dry before firing, removing
grease and extraneous objects that
could get there. If this is not done, the
barrel of the weapon receives

42



MacCTHJIO 1 CTOPOHHI MPEIMETH, K1 MOT-
JU TyIWd TOTPANHUTH. SIKIIO IBOTO HE
poOuUTH, CTBOJ 30pOT1 OTPUMY€E MEXaHId-
Hi MOMIKO/DKEHHS Ta TMepeayacHo BTpa-
yae OaJIiCTHYHI BJacTUBOCTI, abo
BUXOAUTH 3 Jamy. s uuieHHs: 30poi
BUKOPUCTOBYIOTh a0pa3uBHI MaTepiaiu,
Kl PYWHYIOTb METaJl 1 MPU3BOMAATH JI0
MepeJuacHOr0 3HOILLUCHHS JeTajled Ta
CKOJIIB XpOMY (HAIpHUKIaj, Ha ra30BOMY
nopiiHi 5,45 mm aBromara AK-74). Jlo
3MallleHHs 30poi  JIOMYCKaloThCs  HE
NpU3HAyYEeHI JUIs [IbOr0 PEYOBUHU: BiATIpa-
[IbOBAaHE MOTOPHE MACTHJIO, TaK 3BaHE,
mactiwio WD-40, TpaHcMiciiiHe MacTHIIO,
J3eJIbHE TTATNBO, OCH3HMH, Tac TOIIO.

5. HeBminHs po3pi3HsATH THIH 00€-
MpumnaciB 3a iX KOJIbOPOBUM  abo
OYKBEHMM MapKyBaHHSM. SIK HACINiJIOK,
BEJIMKI MPOOJEMU BHHUKAIOTH y BIiCh-
KOBOCITYKOOBIIB 13  1AEHTH(IKAIIEID
TUITy OOEMPUTIACIB K 3a CTaHJAApTaMU
CPCP, tak 1 HATO (Hanucu Ta KOJIbO-
pOB1 MO3HAYKM Ha YKymnopui Ooemnpu-
naciB, KOJbOPOBI MO3HAYKU HA MATPO-
Hax) Ta BIAMOBIAHO 3aCTOCYBaHHS iX HE
3a MPU3HAYCHHSIM.

6. BiACyTHICTh 3HaHb JESKHX 0CO0-
JIMBOCTEN 3aCTOCYBAHHS 3pa3KiB CTpi-
nenpKoi 30poi. Hanpukman, npu BUKO-
puctanHi 7,62 mm mictonetiB TT 3pa3ka
1933 poky, depe3 BIACYTHICTH 00i3-
HAHOCTI B OCOOJIMBOCTAX KOHCTPYKIIIi
JAaHOTO 3pa3Kka BHUHHMKAE MOJOMKA
PO3pI3HOI YEeKM (JIeTallb, IO YTPUMYE
yaapHuk). B pe3ynbTari 1bOro yJ1apHUK
Py CTPLILO1 BUJIITAE, IHKOJIHU B OOJIHY-
s CTPUIBIIO. A TIpU  eKcIuryartari
40 MM py4YHOTO IPOTUTAHKOBOT'O IPaHa-
tomera PII['-7 nmomyckaroTbes — Taki
TUTIOBI TIOMWJIKH: HE3HAHHS TOPSIKY
BUOOpY MPHIIUTY TTPY BUKOPUCTAHHI Pi3-
HUX TUMIB rpaHat. Came 3 1i€i NpUYUHU
BUHUKA€ CEpio3HAa MOXHOKa IO Jalib-

mechanical damage and prematurely
loses its ballistic properties, or fails.
Abrasive materials are used to clean
weapons, which destroy metal and lead
to premature wear of parts and chrome
chips (for example, on the 5.45 mm gas
piston of the AK-74 machine gun).
Substances not intended for this
purpose are allowed to grease weapons:
used engine oil, so-called WD-40 oil,
transmission oil, diesel fuel, gasoline,
kerosene, etc.

5. Inability to distinguish types of
ammunition by their color or letter
marking. As a result, servicemen have
great problems with identification of
the type of ammunition according to
both the USSR and NATO standards
(inscriptions and color markings on the
ammunition caps, color markings on
cartridges) and, accordingly, their
improper use.

6. Lack of knowledge of some
peculiarities of small arms samples use.
For example, when using 7.62 mm TT
pistols of the 1933 model, due to a lack
of knowledge of the design features of
this model, the split check (the part that
holds the firing pin) is broken. As a
result, the firing pin flies out when
fired, sometimes in the shooter’s face.
And when operating the 40 mm RPG-7
hand-held anti-tank grenade launcher,
the following typical mistakes are
made: unawareness of the procedure of
sight selection when using different
types of grenades. It is for this reason
that there is a serious error in the range
when firing from a grenade launcher
(grenades are light, medium weight and
heavy, and the ballistics of a grenade
launcher is dictated by the weight of
the grenade); when assembling a shot,
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HOCTI MpHU CTpUILOl 3 TpaHaToMeTa
(rpanatu  OyBarOTh JIErKi, CEpPeaHBOL
Bard Ta BaXKi, a OaJIICTUKY TrpaHaTO-
MeTa JWKTYE CaMe Bara TpaHaTH); MPHU
CKJIaJlaHH1 MOCTpPLTy, a came y Mporieci
MIPUTBUHYYBAHHS ITOPOXOBOTO 3apsly
70 PEaKTHMBHOTO JBUTYHAa TpaHATH
JIOMYCKAIOThCS TOIIKOJKEHHS Manepo-
BOTO KOPITYCYy ITIOPOXOBOTO 3apsiay B
pe3ynbTaTi 4oro BiOYyBa€eThCs PO3PUB
rpaHaToMeTa; MpHU 3aps/DKaHHI TpaHa-
TOMETa JIy’)K€ YacTO HE MepeBIPAETHCA
KaHaJl CTBOJIa Ha BIJICYTHICTh 3aJIMIIKIB
MarepoBOro KOPIyCy Bi TOPOXOBOTO 3a-
psily TIONIEPETHBOrO TTOCTPUTY, M0 MOXKE
MIPU3BECTH TAKOXK JI0 PO3PUBY CTBOJIA.

BucnoBok. Icropis 3Hae uYuMalo
nepeMor, KOJu MEHIII 3a YUCENIbHICTIO,
ajie Kpalie HaB4eHl 1 MiATOTOBJICHI,
apmii mepeMaraiu OUTbI YHCIEHHOTO
Bopora. BpaxyBaHHsS mig dac miAro-
TOBKH KOMaHAMpPaMH BU3HAYCHUX THU-
[MOBUX HENOJIKIB 3HAYHO MIABUIIHUTH
SIKICTh 3HAHb 1 MIATOTOBKM Ta HEOM-
MIHHO JacTh Ha0araTto OUIbIIMKA pe-
3yJIbTaT Ha MOJI1 0010 1 HAUTOJIOBHIIIIE —
30eperke KUTTS BoiHA!

B. ®exopenko
Kadenpa cycninbHuX HAyK

JIOCBIJI BUKOPUCTAHHS
KOMAHJUPAMU MOPAJIbLHO-
IMPABOBHUX OCHOB
JUCIHMIIJITHAPHUX ITIPAB 3
METOIO 3MIITHEHHSA
BIMCBKOBOI JJUCIIUTIJITHA

BilicbkkoBuii 000B’SI30K SIK MOpaJib-
HO-TIPAaBOBHUI PETYJIATOP AISUTBHOCTI 1
MOBEIIHKK BIMCHKOBOCITY>KOOBIIIB CTa-
HOBUTh CHCTEMY OOOB’SI3KIB, SIKI BHU-

namely in the process of screwing the
powder charge to the rocket engine of
the grenade, the paper case of the
powder charge is allowed to be
damaged, as a result of which the
grenade launcher breaks; when loading
a grenade launcher, the bore of the
barrel is very often not checked for the
absence of remnants of the paper case
from the powder charge of the previous
shot, which can also lead to a rupture of
the barrel.

Conclusion. History knows many
victories, when armies smaller in
number, but Dbetter trained and

prepared, defeated a more numerous
enemy. Taking into account the typical
shortcomings during training identified
by commanders we will be able to
significantly increase the quality of
knowledge and training, and will
certainly give a much greater result on
the battlefield and most importantly —
save soldiers’ lives!

V. Fedorenko
Social Sciences Department

EXPERIENCE IN THE USE OF
THE MORAL AND LEGAL
FRAMEWORK OF THE
DISCIPLINARY REGULATION
BY COMMANDERS WITH THE
PURPOSE OF STRENGTHENING
MILITARY DISCIPLINE

Military duty as a moral and legal
regulator of the activity and behavior of
military personnel is a system of duties
that arise from the objective need to
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TIKalOTh 13 00’ €KTUBHOI HEOOXI1IHOCTI
3aXHCTY CYBEPEHITETY 1 TEPUTOPIaIbHOT
IUTICHOCTI YKpaiHu Tijg dYac 30poiHOi
arpecii Mmockosii. B Koncturyiii Ykpainu
MIKPECIIOETHCS, 10 “‘000poHa YKpaiHu,
3aXUCT 11 CYBEpPEHITETY, TEPUTOPIAIbHOI
IUTICHOCTI 1 HEAOTOPKAHOCTI ITOKJIaja-
1oThcsi Ha 30poitHi Cwin  Ykpainw™.
BiiicbkoBuii  00OB’SI30K € OAHIEID 3
HANBUINNX CYCIUILHUX IIIHHOCTEH.

BpaxoByroun 60i10Bui T0CBI] BAHUKAE
HEOOXITHICTh BpaxyBaHHS MOpPAIbHUX
OCHOB 3aCTOCYBaHHS 3a0XOYEHb Ta JIUC.-
LUUIUTIHAPHUX CTSTHEHb. Cliij] 3a3HAYMTH,
[0 BHUXOBaHHS CBIJOMOI BiHCHKOBOT
MHUCLMILIIHKA, 3MII-HEHHS 3aKOHHOCTI 1
MPABOMOPSIKY Y BiiCbKaxX MOB’SI3aHO 3
CBOEYACHUM CXBAJICHHSM TO3UTHBHUX 1
3aCy/DKCHHSIM HETaTMBHHUX [l  BIHCh-
KOBOCITY>KOOBIIIB Ta KOPETIOIOTHCST 3
JMCUUIUTIHAPHOIO  MPAKTUKOK,  TOOTO
HAKJIAJaHHI Ha  BIMCHKOBOCITY>KOOBIIIB
CTATHEHb 1 OTOJIOLICHHS 3a0X04YeHb. Jluc-
[UIUTIHAPHA TIPaKTUKa (POPMYE PEKUM
AUCLUUILTIHOBAHOCTI, TOOTO BHYTpIII-
HBOT TOTpeOW MISTH BIAMOBITHO 10
MIPaBOBUX PO3IOPSIIKEHb.

[lo3uTBHA OIIHKA BYMHKIB 1 i
BIMCHKOBOCITYKOOBIIIB, SIKa 3HAXOIUTh
BHpa3 B Haropojax baTbkiBImuHM Ta
IHIINX 3a0XOYEHHSIX 1 BUHOCHUTHCS Ha-
YJaJIbHUKaMU 10 CIyKO01, CIpusie 3Mill-
HEHHIO CTAaTYTHOTO MOPSJKY 1 BIHCh-
KOBO1 JUCIUIUTIHK Ta CTUMYJIIO€ BOIHIB
70 OUIBII aKTUBHOI AISUIBHOCTI MIPU BU-
KOHAHHI HUMH CBOiX  CITy’)KOOBUX
000B’s3kiB. Bucoka, mepmr 3a Bce Mo-
paibHa, OIIHKA paTHOI TMpari, sKa
BiJoOOpakeHa B 3a0XOUYEHHSIX, € BaXKIIU-
BUM 3aCO00M  MOpPaJIBHO-TIPABOBOTO
PEryJIOBaHHS TOBEIIHKH BIHCHKOBO-
CITY>KOOBIIIB Ta 3MII[HEHHS BilICHKOBOT
TUCHMIUIIHA. BOHA Ma€e BEeTUKU BUXOB-
HUW BIUIUB, MIABUIIYE iX MOpaTbHHM

protect the sovereignty and territorial
integrity of Ukraine during the armed
aggression of Moscow. The
Constitution of Ukraine emphasizes
that “the defense of Ukraine, the
protection of its sovereignty, territorial
integrity and inviolability are entrusted to
the Armed Forces of Ukraine.” Military
duty is one of the highest social values.
Taking into account the combat
experience, there is a need to consider

the moral foundations of the
application ~ of  incentives and
disciplinary sanctions. It should be

noted that fostering conscious military
discipline, strengthening of law and
order in the army is connected with the
timely approval of positive and
condemnation of negative actions of
servicemen and  correlates  with
disciplinary practice, i.e. the imposition
of penalties on servicemen and the
announcement of incentives.
Disciplinary practice forms a regime of
discipline, that is, an internal need to
act in accordance with legal orders.

A positive assessment of the deeds
and actions of servicemen, which is
expressed in the awards of the
Motherland and other incentives and is
issued by superiors, contributes to the
strengthening of the statutory order and
military discipline and stimulates
soldiers to be more active in the
performance of their official duties. A
high, first of all moral, assessment of
military work, which is reflected in
incentives, is an important means of
moral and legal regulation of the behavior
of military personnel and strengthening of
military discipline. It has a great
educational influence, increases their
morale, forms high moral and legal and
fighting qualities in them and positively
affects the strengthening of the statutory
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nyX, GopMye y HMX BHUCOKI MOpaJbHO-
paBoBi 1 0OMOBI SIKOCTI Ta TTO3UTUBHO
BIUIMBA€ HA 3MIIHEHHS CTaTYTHOTO IO-
PAAKY 1 BIMCHKOBOI JAMCIMIUIIHH CEpPEN
THIIMX BICHKOBOCITYKOOBIIIB.

Ha ocHOBI anamizy JdigepcTBa
KOMaHJUPIB il 9ac pPOCIHCHKO-YKpaiH-
ChbKOi BIMHH, BPaXxOBYHOYHU HassBHUU 00-
HOBUI MOCBiA, 10 OCHOBHHX IICHXO-
JIOTO-TIEIarOTIYHUX ~TPaBUI  3aCTOCY-
BaHHS 3a0X0YCHb MOYKHA BiJTHECTH:

1. 3aoxoueHHs ITOBUHHO Oytu
3aciykeHUM. JIOIUTbHO 3a0X04YyBaTH HE
TUTBKHM 32 TICBHUM Pe3ysbTaT JMisIbHOCTI,
ale 1 BpaxoByBaTH, YW 0arato CHIIH,
CTapaHHOCTI, 1HIIIATUBY BKJIAJICHO B ITIO
cnpaBy. IlpuiiMatu A0 yBaru MOTHBHU
TisTBHOCT1 200 BUMHKY.

2. Hezaciy)xeHe 3a0XOYEHHsSI MpU-
HOCUTH IIIKOJly MOpPaJbHO-TIPAaBOBOMY
PEryJIIOBAaHHIO JIISUTBHOCT1 1 TTOBEIIHKHU
BIHCHKOBOCITYKOOBIIIB, a CaMe:

JIe30praHisye BOiHA HE3ACIYKEHOIO
OIIIHKOIO MOro [ISTIbHOCTI, MOXKE CTH-
MYJIFOBAaTH HEraTHBHI SIKOCT1 (6e3TypOoT-
HICTh, YECTOJIOOCTBO, CaMO3aCTIOKOE-
HICTb, 3a3HANCTRO);

MipUBa€ aBTOPHUTET K BiCHKOBO-
CITY>KOOBIISI, TaK 1 CAMOI'O KOMaH/IUPA;

YMHUTh HETATUBHUNA  BIUIMB  Ha
BIMCHKOBUI KOJIEKTHB.

3. JIOUIbHO 3a0X04YyBAaTH MiAJIETINX
Ha HAWUOUIBIN BAXKIMBUX, IPOBITHUX
JUISTHKaX paTHOI Tpalll (BUKOHAHHS
00iiOBHX 3aBJaHb, OCBOEHHS 0O0HOBOI
TEXHIKUA Ta 030pOEHHS Ta 1HIIIE).

4. Tpeba yTpuMyBaTUCh BiA TIOB-
TOPHOTO 3a0XOUEHHSA 3a ToNepeaHin
piBeHb nocsaTHeHb. [lpu 3aoxoueHi
HEOOX1THO TiABUIIYBAaTH BUMOTJIUBICTh
10 MIJJIErJuX, CTaBUTH TMepe]] HUMHU
HOBI 3aB/IaHHS.

5. ¥ 3aCTOCYBaHHI1 320X04YCHb
HEOOXITHO  JOTPUMYBATUCh  IEBHOI

order and military discipline among other
military personnel.

Based on the analysis of the
leadership of commanders during the
russian-Ukrainian war, taking into
account  the  available  combat
experience, the following are the main
psychological and pedagogical rules for
the use of incentives:

1. Incentives must be deserved. It
IS appropriate to encourage not only
for a certain result of activity, but
also to take into account how much
strength, diligence, and initiative
have been invested in this matter.
Take into account the motives of the
activity or act.

2. An undeserved incentive harms
the moral and legal regulation of the
activities and behavior of military
personnel, namely:

disorganizes the soldier with an
undeserved assessment of his activity,
can stimulate negative qualities
(carefreeness, ambition, complacency,
inquisitiveness);

undermines the authority of both the
serviceman and the commander
himself;

has a negative impact on the military
team.

3.1t is appropriate to encourage
subordinates in the most important,
leading areas of military work
(performance  of combat  tasks,
mastering of combat equipment and
weapons, etc.).

4. Re-incentives for previous levels
of achievement should be avoided.
When encouraged, it is necessary to
increase the demands on subordinates,
to set new tasks for them.

5. A certain methodical sequence
must be observed in the applying of
incentives. Senior chiefs use the rights
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MeTOAUYHOT nociioBHOCTI. CTapii Ha-
YaJIbHUKW BUKOPUCTOBYIOTh HajaHl iM
mpasa, SIK MPaBUIIO, MICIS TOTO, SIK MO-
JIO/IIII BUMEPHAIOTh CBOT MOXKJIMBOCTI.

6. buibie yBaru HEOOX11HO
OPUAUIATA  TEPIIOMY  3a0XOYEHHIO.
[lepmia moxBana, mepIie 3a0XOYEHHS,
AK€ 3alucaHe B CIYKOOBY KapTky,
0c00JIMBO €(EeKTHUBHO JI€ Ha TICUXIKY
BOIHA, 3AJIUIIIAETHCS B TIaM ST y)Ke Ha-
JIOBTO, CITIOHYKA€ CyMJIIHHO BUKOHYBAaTH
CITY>KOOB1 00OB’ SI3KHU.

7. CBOE€UYACHICTh 3aCTOCYBAaHHS 3a0-
X04ueHb. JlOIIbHO 3a0X0YyBaTH B XO1
BEACHHS OOMOBHX 1M, 3aHATH, 1 TUM Ca-
MHM CIIOHYKAaTH BOTHIB Ha OUIBII SIKICHE
BUKOHAHHS BICHKOBOI'O 00OB’SI3KY.

8. 'macuictb ~ 3aoxoueHHs.  3ao-
XOYEHHSI TTOBUHHO 3HAXOJIUTH aKTUBHY
MIATPUMKY BCHOTO 0COOOBOTO CKJIaIYy.

Sk moka3zye cydacHUW JOCBi, TNpHU
HaKJIaJJaHHI CTSTHEHb CIIiJI 3HA4YHy yBary
OPUAUISTH MOPAJIbHUM HOPMaMm, TOMY
BpaxyBaHHs iX B MPaKTUYHIN AISJIBHOCTI
KOMaHAWpiB (HaYaIpHHKIB) HAabararTo mij-
BUILYE €(EKTUBHICTb, [I€BICTh HOPM
npasa. [0 HUX MOKHA BITHECTH:

1. CraraeHHss TOBMHHO OYTH CIIpa-
BE/IJIUBUM, BIATOBIIATH CTYIEHIO MPOBU-
HU Ta TSHKKOCT1 CKOEHOT'O TIPOCTYTIKY.

2. CtsarHeHHs  OyJae  BUKOHYBaTH
CBOIO pEryJIlOl04y poOjb TUIBKH B
MOEHAHHI HOro 3 TIEPEKOHAHHSIM.
[Ticns CKOEHHS MPOCTYNKY KOMAaH]IH-
pPOBI  BIIBOAWUTHCS JeciaTh 110 Ha
OPUIHATTS BIANOBIIHOrO pimieHHsA. € i
1HIIIa TPaKTHUKA, KOJU 3a SIKECh MOpY-
IIEHHS Ha BIWCHKOBOCTYKOOBIS OJvc-
KaBUYHO HAKJIATAEThCS CTATHEHHS. Hi-
qoro KpiM oOpasu, po3apaTOBAHOCTI
TaKe CTATHEHHS HE BUKJIMKA€E 1, 3BH-
YaliHO, BOHO HE 3JIMCHIOE HEOOX1THOTO
PETYIIOI0UOTO BIUIUBY.

3. BuzHauaroun JOMIJIBHICTE CTAT-

granted to them, as a rule, after the
juniors have exhausted their options.

6. More attention should be paid to
the first incentive. The first praise, the
first incentives recorded in the service
card, has a particularly effective effect
on the soldier’s psyche, remains in the
memory for a very long time,
encourages conscientious performance
of official duties.

7. Incentives must be on time. It is
reasonable to encourage during
hostilities, trainings, and thereby
encourage soldiers to perform their
military duty better.

8. Publicity of incentives. Incentives
should be actively supported by all
personnel.

As current experience  shows,
considerable attention should be paid to
moral norms when imposing sanctions,
therefore their consideration in the
commanders’ (chiefs’) practical
activities  greatly  increases the
efficiency and effectiveness of legal
norms. These include:

1.The sanction must be fair,
correspond to the degree of guilt and
severity of the committed misdemeanor.

2. Sanctions  will  perform its
regulatory function only in combination
with conviction. After committing a
misdemeanor, the commander is given
ten days to make an appropriate decision.
There is another practice, when a sanction
IS imposed on a military serviceman for
some misdemeanor. Such a sanction does
not cause anything but resentment and
irritation, and, of course, it does not exert
the necessary regulatory influence.

3. When determining the
appropriateness of the sanction, its
type, one should pay attention to the
level of knowledge of the service, the
degree of professional competence.
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HEHHs, WOro BUWM, CJIiJ 3ayBaXUTU Ha
piBEHb  3HAaHHSA  CIYyXOHW, CTYIIIHb
npodeciifHOT KOMITETEHTHOCTI.

4. Han3su4ualiHO BHBa)KEHO HEOOX1-
HO MIJXOJUTH A0 HaKJIaJdaHHS MEPIIOro
CTATHEHHS Ha BIWCHKOBOCITYKOOBIIS.
BoHo 000B’S3KOBO ITOBUHHO HaKJjaaa-
ThCA  O€3MOoCeperHIM  KOMaHAUPOM.
BaxxnuBo peTenbHO npoaHani3yBaTH BCl
00CTaBMHHM BUYMHCHHS TPOCTYIIKY, BHB-
YUTH OCOOHUCTICTh TMOPYIIHHUKA, HOTO
HaWOMIKYe OTOYEHHA M OCOOJTUBOCTI
CUTYyaIlii, TOOUTHCS yCBIAOMIICHHS HUM
CBOET MOBE/IIHKHU.

5. He pexoMeHyeThCsI 3aCTOCOBYBAaTH
CTATHEHHS B CTaH1 pO3TPATOBAHOCTI.

6. [Ipn HaKJIaJaHH1 CTATHEHb
HEMPUIYCTUMO TOPYIIYBAaTH BHUMOTH
CTaTyTIB Ta YUHHOTO 3aKOHO/IABCTBA.

Takox HEOOXIJHO 3a3HAYMTH, IO
BIICBKOBOCITYKOO0BIIi, K 1 BCl Tpoma-
JiHU Y KpaiHu, MOBUHHI BITHOCHO OJHE
OJIHOTO CYBOPO JI0TpuMyBaTtuch KoH-
CTUTYLII YKpaiHu Ta BCiX BUMOT Ji-
I0YUX HOPMATUBHO-TIPABOBUX aKTIiB. Y
Konctutymii  Ykpaimum  3anmcaHo:
“KoxeH 3000B’3aHUI HEYXUJIBHO J0-
TpumyBaTucsi KOHCTUTYII Ta 3aKOHIB
VYkpainu, He Mmocarati Ha IpaBa 1 CBO-
004, YeCTh 1 MAHICTH 1HIIUX JIFOaeN” .

4.1t is necessary to approach the
imposition of the first sanction on a
serviceman with extreme caution. It
must be imposed by the immediate
commander. It is important to carefully
analyze all the circumstances of
committing a misdemeanor, to study
the  offender's  personality, his
immediate  environment and the
peculiarities of the situation, to make
him aware of his behavior.

5.1t is not recommended to apply
sanctions in a state of irritation.

6. When imposing fines, it is
unacceptable to violate the statutes
requirements and current legislation.

It should also be noted that military
personnel, like all citizens of Ukraine,
must strictly adhere to the Constitution
of Ukraine and all requirements of
current legal acts. It is written in the
Constitution of Ukraine: “Everyone is
obliged to strictly adhere to the
Constitution and laws of Ukraine, not
to encroach on the rights and freedoms,
honor and dignity of other people.”
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TEHOEHUIA PO3BUTKVY
(CUCTEM

CYYACHUX

noaBINHOIO

OF TRENDS ON DEVELOPING OF

CURRENT DESIGNS OF ARMS AND MILITARY
EQUIPMENT (DUAL-PURPOSE SYSTEMS)

A. 3aBaga
HayxkoBo-gocaignmnii Biaaia
KOCMIYHHX CHCTEM Ta BHI0BOI
PO3BiIKM HAYKOBOI'O LIEHTPY

CTAH ITIPOI'PAMH
“SYPEBECTHHUK” 3
NOTEHIIMHUM
NPOTUCYINYTHUKOBUM
3ACTOCYBAHHSM PAKETH-
HOCIS MOBITPSAHOI' O
BA3YBAHHS 3 JIITAKA MIT'-31BM

(pociiicbka ¢enepauis)

JlocsiTHEHHsS BIICHKOBOI TepeBaru B
KOCMIYHOMY TIPOCTOP1 B POCIMCHKIN (e-
nepamii (p¢) noxmaneno wa IloBiTpsiHO-
KOCMIYHI CHUJIU P, IpU [IbOMY BaKIIMBa
poib Yy BHWpINIEHHI 1LOTO 3aBJaHHS
BIJIBOJUTHCS MPOTUCYITYTHUKOBUM CHCTE-
MaMm. [IpOTHBHUK TpUILILE 3HAYHY yBary
KOCMIYHINA PO3BIJII, CIPaBEIINBO BBaXKa-
104 1i JOCUTh €(hEKTUBHOIO, Pa30M 3 TUM B
pd BITHOBIEHO psAA Mporpam MPOTHUIIT
KOCMIUHIN PO3BIiJIll Ta CTBOPEHHIO M PO3-
TOPTaHHIO MPOTUCYITYTHUKOBUX CUCTEM.

Tak, B pd Bemyrbcsi akTHBHI POOOTH
o0 nporpamu “bypeBecTHUK” 3 MOTEH-
IMHAM ~ TPOTUCYMTYTHUKOBUM  3aCTO-
CYyBaHHSIM  PAKETH-HOCII  TTOBITPSTHOTO
O0azyBanHss 3 Jitaka Mil-31BM. [lami
HaBEJICHUH OMNKWC Ta OCHOBHI XapakTep-
PUCTHKHM 3a3HAa4eHOI cUCTeMH 3a 1H(Op-
MaIi€r0, OTPUMAHOIO 3 BIIKPUTHUX JKEPETL.
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STATUS OF THE
“BUREVESTNIK” PROGRAM
WITH THE POTENTIAL ANTI-
SATELLITE USE OF AN AIR-
LAUNCHED VEHICLE FROM THE
MIG-31BM AIRCRAFT

(the russian federation)

Achieving military superiority in outer
space in the russian federation (rf) is
entrusted to the russian aerospace forces,
and an important role in solving this
problem is assigned to anti-satellite
systems. The enemy pays considerable
attention to space intelligence rightly
considering the latter to be quite
effective, but at the same time, the
russian federation has resumed a number
of programs to counteract space
intelligence and to create and deploy
anti-satellite systems.

So, the russian federation works
actively on the Burevestnik program with
the potential anti-satellite use of an air-
launched vehicle from the MiG-31BM
aircraft. The following is a description
and main characteristics of the above



IIpo€eKT POTUCYITYTHUKOBOI CHUCTEMU
noBiTpsiHOro Oa3yBaHHs “‘BypeBecTHHMK”
posnoyato 3 2011 poky. Po3pobHuk —
Koncrpykropcrke  Opo  MalIMHO-
oynysanns (HIIK KBM). B mnpoexrti
BUKOPUCTOBYEThCSI OaliCTUYHA JIBOCTY-
IICHEBa TBepJonaiuBHa pakera “bype-
BeCTHUK~ (komoBuil mudp “293”, pos-
poonuk — HBO “Uckpa”) 3 610k0M BH-
BeZIeHHs Ta MaHeBpytounM KA-nepexorn-
moBaueM. llepma cTymiHb OCHaleHa
aepoAMHAMIYHUMU pyJIAMH, 111(0)
CKJIQJIAI0ThCS.

IMoBipHUI CKITa]l CUCTEMH:

CTapTOBO-TyCKOBa IiaropMa — JriTax-
Hocii Mil-31BM (06’ekr 08) (puc. 1),
pakeTa MiABIITYEThCS T (PFO3EISK JTiTaka
Ha CHELIATHbHO PO3POOJICHUH i JaHOol
pakeTu cneurpiYHui HEHTPaJIbHUN BY30J1
T1IBICKHM, BUBEJICHHS JIITaKa-HOCIS B TOUKY
MYCKY 3MIACHIOETHCS 32 JAaHUMH CHCTEMH
CYIYTHHUKOBOI HaBIraiiii;

system based on the information obtained
from open sources.

The Burevestnik air-launched anti-
satellite system project was launched in
2011. The developer is the mechanical
engineering design bureau (KBM). The
project uses a ballistic two-stage solid-
fuel rocket Burevestnik (code "293",
developed by the Scientific and
Production Complex "Iskra™) with a
transfer orbit stage and a maneuvering
spacecraft interceptor. The first stage is
equipped with folding aerodynamic flight
controls.

Possible components of the system:

launch platform- the MiG-31BM
carrier aircraft (object 08) (Fig. 1), the
rocket is suspended under the fuselage of
the aircraft on a specific central
suspension unit specially designed for
this rocket, the launch vehicle is brought
to the launch point according to the
satellite navigation data;

TBEpONAIMBHA KpWJiaTa pakera 3 sijiep-
HUM pPEAKTUBHUM JBUTYHOM ‘‘BypeBec-
THUK” (komoBuit mudp “293”) (puc. 2),
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Puc. 1. Mil'-31BM Ne 81 i3 macorabaputaum maketom paketu “293” / Fig. 1. MiG-31BM No.
81 with a full dimension and weight dummy of the “293” rocket
Cmanom na 2023 pik 8ioomo npo ichyeanms 060x aimaxis-nociie Mil-31 (6opm Ne 81 —
eupio/o6'exkm 8, nimak Ne 1; 6opm Ne 82 — eupi6/o6 ’exkm 8, nimax Ne 2) | As of 2023, it is known
about the existence of two MiG-31 carrier aircraft (Board 81-Product/Object 8, Aircraftl; Board
82 — Product/Object 8, Aircraft 2)

solid-fuel cruise missile with a nuclear
jet engine Burevestnik (code “2937)



cUCTeMa yMPaBIIIHHS PAKETH 1HEpIliiHA 3
KOPEKIIIEI0  TPAEKTOpii MOJIBOTY 34
JAHUMHU HA3eMHHUX 3aC00IB KOMIUIEKCY
IPOTUCYNYTHUKOBOI 30poi, Ha Map-
IIIOBUX CTYIEHSIX PAaKETH BUKOPHUCTO-
BYIOTHCS JIBUTYHHU Ha HOBUX THUIAX CyMi-
IIEBOTO TBEPJOro mnajiuBa (PO3POOHUK
HBO “Uckpa”) 1421812, 141813,
ocHoBHi  ¥moBipHi TTX  paxeru:
nosxkuHa — 9,05 m (moBxuHa 1-i cryneni
— 3,5 M, noBxuHa 2-1 cTyneHi — 3,06 m),
niametp koprycy — 1,02 m (ominka);

(Figure 2), the missile control system is
inertial with correction of the flight
trajectory according to the ground means
of the anti-satellite weapons complex, the
main stage of the rocket uses engines
with new types of mixed solid fuel (the
developer is the Scientific and

Production Complex "Iskra™) 14D812,
14d813, the main possible performance
characteristics of the missile are: length —
9.05 m (length of the 1st stage-3.5 m,
length of the 2nd stage — 3.06 m), body
diameter — 1.02 m (estimated);

Puc. 2. Macorabaputhuii maket paketu 14A045 (Bupi6 “293”) / Fig. 2. A full dimension and
weight dummy of the14a045 (product “293”)

kocMiuHMi KoMIuieke 14K168 vy ckmami
KA-nepexommoBsauamu “‘bypeBectHuk-M”
Ta “bypeBecTHnk-KA-M”, iIMOBIpPHO, KiHe-
TUYHOI'O THUIIY 13 CHCTEMOIO CaMOHaBe-
JIEHHS Ta 3BUYAHOIO a00 siIEPHOI0 00HO--
BOIO 4acTUHOIO (po3pooHuk — DJVII
IIH/IIXM, xortpaxr Bix 01.12.2015), Bu-
KOPHUCTOBYE JITIN-10HH] aKyMYJIATOPHI Oa-
tapei 4J11-20 (po3poOHUK Ta BUPOOHHUK
I[TAT “CarypH”), cucrema VIIpaBIIHHS]
KOMOIHOBaHA, MOEAHYE IHEPIINHY CUCTEMY
VIIDABIIHHS 3 CHCTEMOIO aCTPOKOPEKIUT
“bypeBicuuk-M-ACH”  (po3poOHHK  —
MKGB “Kommnacc’) Ta MOXKJIMBO JAaHUX 3aK-
PUTOr0 KaHAIy DPAaIIOKOpEKIIl 13 Ha3zeM-
HOTO  KOMIUIGKCY  TPOTHUCYITyTHHUKOBOI
CHUCTEMH;
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space complex 14k168 consisting of
satellite interceptors Burevestnik-M and
Burevestnik-KA-M is probably of kinetic
type with a homing system and a
conventional or nuclear  warhead
(developer is Federal State Unitary
Enterprise Central Scientific Research
Institute of Chemistry and Mechanics,
contract from 01.12.2015), uses 4LI-20
lithium-ion batteries (developer and
manufacturer is PJSC Saturn), the
combined control system combines an
inertial control system with an
astrocorrection system Burevestnik-M-
ACN (developer is MDB KOMPASS)



CUCTEMa  YIpaBIiHHA  MOBITPSHO-
KOCMIYHOI IPOTHCYITYTHUKOBOI CHCTEMH,
10 00’€JIHy€ Ha3eMHI 3aCO0U KOHTPOJIIO
KOCMIYHOI'O IPOCTOPY Ta  yJapHHH
KOMIUIEKC TIEPEXOIUICHHS KOCMIYHHUX
amapatiB (KA), iMoBipHO TOB’s3aHa 3
PaIioIOKAIIHHO-ONTHIHUM KOMILIEKCOM

pO3MM3HABaHHA  KOCMIYHHUX 00 €KTIB
457K6 “Kpona”.

JIrotrHi  BHmpoOyBanHs  KA-mepe-
xorumoBadiB - “bBypeBectHuk-M”  Ta
“bypeBecTHUK-KA-M”  mouanmucsa vy
2013 porii.

B mepion 3 2013 mo 2019 pik pd Oymno
samymieHo 1micte KA 3 kocMozpoMy
[Tnecenpk  (Kocmoc-2499, Kocmoc-2504,
Kocmoc-2521, Kocmoc-2535, Kocmoc-
2536 ta Kocmoc-2543). KA  nme-
MOHCTPYBAJIM aHAJIOTIYHY MOBEIAIHKY Ha
opOiITi — 3A1MCHIOBAIM MaHEBPHU MO 3011~
KEHHIO Ta OE3KOHTAaKTHI omepamii 3 1H-
muvMu KA 3 1poro 3amycky, 3ii-
HIOBaJM  T[epellaBaHHA  JaHUX  Ha
1IEHTUYHUX YaCcTOTaX.

Bunpobysannust mitakie  Mil'-316M
(00’exkt 08) 3 MacorabapuTHHM Make-
TOM pakeTu nodanucs 3 2016 poky.

BucHoBku. Y paszi ycHilmHOro Impo-
XOKCHHS BHIIPOOYBaHb IPOTHCY-
IMyTHUKOBUM KOMIUIEKC “BypeBecTHUK”
MOXe OYyTHM TpUHHATUNA Ha O030pOEHHS
osiTpsiHo-kocMivHuX cmi pd. VMmoBip-
HUMU HWOT0 3aBJaHHSIMH CTaHYTh CITUIbHI 3
MPOTUCYITYTHUKOBUM KOMILIEKCOM
1411033 “Hygnonp” Ta iHIIMMH 3aco0aMu
3HUIICHHS pPO3BimyBaibHUX KA mpoTus-
HUKAa B 3arpo3jIMBHMA TEPiOl 3 METO0
3a0€3MeUeHHs]  YCIIIIHOIO — PO3TOpTaHHS
CTpaTeriuyHuX SAESPHUX CHII P.

Pekomenpariii.  AKTMBHA  KOCMIYHA
MISUTBHICTE Ta PO3BUTOK BIMCHKOBO-KOC-
MIYHOI CKJIQJOBOI CWI  IPOTHUBHHUKA
O00YMOBJTIOIOTh HEOOX1THICTh ITLIECIIPSIMO-
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and possibly data from a closed radio
correction channel from the ground-
based complex of the anti-satellite
system;

the control system of the aerospace
anti-satellite system, which combines
ground-based space monitoring devices
and a satellite interception strike complex
is probably connected to the 45zh6 Krona
radar and optical space object recognition
complex.

Flight tests of the Burevestnik-M and
Burevestnik-KA-M spacecraft
interceptors began in 2013.

In the period from 2013 to 2019, the
russian federation launched six spacecraft
from the  Plesetsk  Cosmodrome
(Kosmos-2499, Kosmos-2504, Kosmos-
2521, Kosmos-2535, Kosmos-2536 and
Kosmos-2543). The spacecraft
demonstrated similar behavior in orbit:
they performed approach maneuvers and
contactless  operations  with  other
spacecraft launched simultaneously with
them, and transmitted data at identical
frequencies.

Tests of MiG-31BM aircraft (object
08) with a a full dimension and weight
dummy rocket began in 2016.

Conclusions. In case of successful
testing, the Burevestnik anti-satellite
complex can be adopted by the russian
aerospace forces. Its likely tasks will be
destruction of enemy reconnaissance
aircraft joint with the 14ts033 Nudol anti-
satellite complex and other means in the
period of threat in order to ensure the
successful  deployment of strategic
nuclear forces of the russian federation.

Recommendations.  Active  space
activity and the development of the
military-space component of the enemy
forces make it necessary to purposefully



BaHOI'O JOCIIDKECHHS CTaHy Ta IIEPCIICKTUB
IIPOTHCYITYTHUKOBUX cHUcTeM pd Ta il
COIO3HMKIB, a TAKOXK BPaxXyBaHHS IX CTaHY
Ta MOXKJIMBOCTECH IIPH 3I1HMCHEHHI BITYM3-
HSIHOI KOCMIYHOI JIISUTbHOCTI, HacaMIIepes,
y c(epi KOHTPOIIIO KOCMIYHOTO ITPOCTOPY.

A. CaBuyk

Kadeapa xkocmiuHoi po3BiaKku
(dakyabTeTy TeXHIYHUX BUIB
PO3BigKH

OPBITAJIBHE YI'PYIIOBAHHA

KOCMIYHUX AITAPATIB

BUJI0OBOI PO3BIJIKM p¢ MEPE]]
TA I YAC
INOBHOMACHITABHOI'O
BTOPTHEHHS B YKPAIHY

Ilepen  mouatkoM  aHekcii  pd
AP Kpum Ta BeaeHHAM OOMOBHX il Ha
yacTuHl  Tepuropii  JloHeupkoi  Ta

Jlyrancekoi obnacreil Ykpainu y ckiail
OpOITAILHOIO YIPYMOBAaHHA KOCMIYHUX
anapartiB (KA) BuaoBoi po3Biaku pd
yceoro Oymo 2 KA: 1 KA onruko-
enekTporHoi po3Biaku (OEP) (Kocmoc-
2486  [Ilepcona-2]) Ta 1 KA
pajioioKaIliiHoOl PO3BIIKH (PJIP)
(Kocmoc-2487 [Konmop]).

6 tpaBHs 2014 poky Ta 5 yepBHs 2015
pOKy Ha opOity pakeroHocieM “Coro3-
2.1a” 6ynu BuBeneHi KA dotorpadiunoi
po3Binku Kocmoc-2495 (Autapp-4K2M),
KU TpOIpalfoBaB Ha opoiTi 10 2
BepecHss 2014 poky (119 puiB) Ta
Kocmoc-2505 (KoGanbt-M), sikuit  mpo-
npairoBaB Ha opOiTi 10 18 Bepecus 2015
poky (104 mui). Ilepion po6oru mporo KA
Kocmoc-2495 mpunaB Ha akTvBHY (azy
npoBesieHHs1 30poitHuME CrutaMu Y KpaiHu
AHTUTEPOPHUCTUYHOI OMepallii Ha TepUTopii
Honenpkoi Ta Jlyrancekoi o0Gmnactei.
[Tomr KA Kocmoc-2505 OyB ocraHHIM

study the situation and prospects of anti-
satellite systems of the russian federation
and its allies, as well as it should be taken
into account while implementing space
activities in Ukraine, primarily in the
field of outer space control.

A. Savchuk

Department of Space Intelligence
Faculty of Technical Types of
Intelligence

ORBITAL GROUP OF RUSSIAN
IMAGERY INTELLIGENCE
SATELLITES
BEFORE AND DURING THE FULL-
SCALE

INVASION OF UKRAINE

Before the russian federation began
annexation of the Autonomous Republic
of Crimea and started military operations
on part of the territory of Donetsk and
Luhansk Regions in Ukraine, there were
only 2 satellites in the russian orbital
satellite group for imagery intelligence: 1
electro-optical reconnaissance (EOR)
satellite Kosmos-2486 [Persona-2]) and 1
radar imaging reconnaissance (RIR)
satellite (Kosmos-2487 [Condor]).

On May 6, 2014 and June 5, 2015, the
Soyuz-2.1a launch vehicle launched the
Kosmos-2495 (Yantar-4K2M) photoreturn
reconnaissance satellite, which operated in
orbit until September 2, 2014 (119 days)
and Kosmos-2505 (Kobalt-M), which
operated in orbit until September 18, 2015
(104 days). The above Kosmos-2495
satellite operated during the active phase of
the anti-terrorist operation conducted by the
Armed Forces of Ukraine in Donetsk and
Luhansk Regions. The Kosmos-2505
mission was the last one for the
photoreconnaissance satellite using the
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noiboToM KA dotorpadiunoi po3Bigku i3
BUKOPHUCTAHHSI TEXHOJIOT1] OTPUMaHHS PO3-
BiyBaIbHOI iH(OpMaIli 3 QOTOILTIBKH,
sIKa HalpaBJBLIaCh 3 OpOITH 3a TOMOMOI OO
CHeLIATbHUX KarCyJl.

VY cepenuni rpynHa 2014 poky Ha
KpyroBy op0iTy pakeronocieM “Crpena”
oy BuBenenuii npyruii KA PJIP cepii
Konpnop-E.

Hanpukinui smororo 2015 poky ta mig
KiHenb Oepe3Hst 2016 poky Ha KpyroBy
opbity pakeroHocieM “Coro3-2.1a” Oynu
BuBenieHi KA OEP Kocmoc-2503 (bapc-
MI1) ta KA OEP Kocmoc-2515 (bapc-
M2). Li KA po3pobneni “LICKbB-
[Iporpecc” Ha OCHOBI  IIaTGOPMH
140148. KA BigHOCATH 10 KapTorpadiu-
Hux KA. Takoxx Marepianu KOCMIYHOTO
3HIMaHHA 3 TuX KA MOXyTh BUKOPHUCTO-
BYBATHUCh JUIsI 3371a4 PO3BIJIKH.

VY uepBHi 2017 poky Ta y aucTomasni
2019 poky paxeronociem  “Coros-
2.18/Bonra” 6ynu BuBeneni KA Kocmoc-
2519 (HuBemup) Ta Kocmoc-2542
(bypeectnuk). 111 KA ctBopeHi Ha 6a3i
yHI(piKOBaHOT  MYyJIbTH(YHKIIOHATBHOT
kocMiyHOT  mnatdopmu  14D150 Ta
3/aTHI 3M1MCHIOBAaTH MaHEBPH Ha OPOiTi.
Po3poOnuk Tta BupoOHMK KA — AT
«HITO um. JTaBoukuHa.

VY cepnni 2017 poky Bigx KA Kocmoc-
2519 BigainmuBcs 00’€KT, 1O OTpPUMAaB
no3HadeHHs: Kocmoc-2521 ta iimMoBipHe
MPU3HAYEHHSI SIKOTO — 1HCTICKTYBAHHS 1H.-
umx KA Ta Benennss OEP (npo 1o cBif-
YUTh HASIBHICTH MOJMKJIMBOCTEH  3/1i-
HIOBaTM MAaHEBpPM Ta BUINOBIIHI Mapa-
MeTpu opOith). B cBOIO uHepry y >KOBTHI
2017 poky Bxke Bim KA Kocmoc-2521
BIIIUTMBCS 00’€KT, 110 OTpHMaB ITO3Ha-
yenHs Kocmoc-2523 1 iMOBipHE ITpH3Ha-
YEHHS SIKOro 1HCIEKTYBaHHS 1HmMX KA
ta Begenasa OEP.

VY rpyani 2019 poky Bix KA Kocmoc-
2542 BignainuBcs 00 €KT, 110 OTPUMAaB

technology for obtaining intelligence
information from photographic films,
which returned from orbit in special
capsules.

In mid-December 2014, the second
radar imaging reconnaissance satellite of
Condor-E class was launched into
circular orbit by the Strela launch vehicle.

At the end of February 2015 and at the
end of March 2016, the Soyuz-2.la
launch vehicle launched an EOR satellite
Kosmos-2503 (Bars-M1) and an EOR
satellite Kosmos-2515 (Bars-M2) into a
circular orbit. Those spacecraft were
developed by the Central Specialised
Design Bureau Progress based the
14F148 bus. The satellites are referred to
as cartographic satellites. Also, space
imaging materials from these satellites
can be used for intelligence tasks.

In June 2017 and November 2019, the
Soyuz-2.1v/Volga launch vehicle launched
the Kosmos-2519 (Nivelir) and Kosmos-
2542  (Burevestnik) satellites.  These
spacecraft have been designed using a
unified multifunctional bus 14F150 and are
capable of performing maneuvers in orbit.
They were developed and manufactured by
JSC NPO Lavochkin.

In August 2017, an object that received
the designation Kosmos-2521 and whose
probable purpose was to inspect other
spacecraft and conduct EOR separated from
the Kosmos-2519 satellite (as evidenced by
the possibility of its maneuvers and
corresponding orbit parameters). In October
2017, an object that received the
designation Kosmos-2523 and whose
probable purpose was to inspect other
spacecraft and conduct EOR separated in
turn from the Kosmos-2521 satellite.

In December 2019, an object that
received the designation Kosmos-2543
and whose probable purpose was to
inspect other spacecraft and conduct EOR
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no3HadeHHs: Kocmoc-2543 Tta iimMoBipHE
NPU3HAYEHHS SKOrO0 — 1HCIEKTYBaHHS
iammx KA Ta Benenns OEP. B cBoro uepry
y sl 2020 poky Bxe Bin KA Kocmoc-
2543 BigiuBCs 00’ €KT, 110 OTPUMAB I103-
HaueHHa Kocmoc-2543E Ta iiMoBipHE
NPU3HAYEHHS SIKOTO — IHCIIEKTYBaHHS 1H-

mmx KA ta seneaus OEP.
MoxiuBo MPUITYCTUTH OCHOBHI
npuzHadeHHss KA  Kocmoc-2519  Ta

Kocmoc-2542: BinmpalroBaHHs TEXHO-
Jorii BUBEIEHHS Ta 3aCTOCYBaHHS TIPO-
totuny KA-iacniekropa; Beaenns OEP.

KA Kocmoc-2521 npunvHuB iCHYBaHHS
11.09.2019 poxy.

KA Kocmoc-2519 npunuHuB iCHYBaHHS
24.12.2021 poxky.

VY uepBHi 2021 poKy Ha KOJIOBY OpOITY
pakeroHocieM “Coro3-2.16” OyB BUBEIEHHIA
KA PJIP Kocmoc-2550 (ITuon-HKC Nel).

5 mortoro 2022 poKy Ha KOJOBY Op-
01Ty pakeroHocieM “Coro3-2.1a” OyB Bu-
Begeanii KA  PJIP  Kocmoc-2553
(Hetitpon).

Ha 24.02.2022 y ckiaai opOITaJIbHOTO
yrpynoBanHs KA BumoBoi po3Binku pd
oyno 16 KA (OEP — 12 KA; PJIP — 4 KA):

2 KA OEP cepii Ilepcona;

2 KA OEP cepii bapc-M;

1 KA OEP Kocmoc 2523;

4 KA OEP (Kocmoc-2535, Kocmoc-
2536, Kocmoc-2537, Kocmoc-2538);

1 KA OEP cepii Husemup (Kocmoc-
2542);

2 KA OEP (Kocmoc-2543, Kocmoc-
2543E);

2 KA PJIP cepii Konnop-E;

1 KA PJIP Kocmoc-2550 (ITuomn-
HKC Ne 1);

1 KA PJIP cepii Heiirpon (Kocmoc-
2487).

JlomaTtkoBoO JUIsl 3379 BUAOBOI PO3BIAKH
HMMOBIPHO BUKOPHCTOBYBAJIach 1H(pOpMaLis
3 KA nucranmiiHoro 3oHayBaHHS 3eMili
([133) onTHUKO-ENIEKTPOHHOI'O CIIOCTEPEXKEH-

us (8 KA):

separated from the Kosmos-2542
satellite. In July 2020, an object that
received the designation Kosmos-2543E
and whose probable purpose was to
inspect other spacecraft and conduct EOR
separated in turn from the Kosmos-2543
satellite.

It is possible to assume the main
purposes of the Kosmos-2519 and Kosmos-
2542 satellites as follows: development of a
launch and application technology for a
spacecraft inspector prototype; EOR.

The Kosmos-2521 satellite ceased to
exist on 11.09.2019. The Kosmos-2519
satellite ceased to exist on 24.12.2021.

In June 2021, the Soyuz-2.1b launch
vehicle launched the Kosmos-2550
satellite (Pion-NKS No.1) into a circular
orbit.

On February 5, 2022, the Soyuz-2.1a
launch vehicle launched the Kosmos-
2553 satellite (Neutron) into a circular
orbit.

As of 24.02.2022, the orbital group of
the russian imagery intelligence satellites
included 16 spacecraft (12 EOR
satellites, and 4 RIR satellites):

2 EOR satellites of Persona class;

2 EOR satellites of Bars-M class;

1 EOR satellite Kosmos 2523,;

4 EOR satellites (Kosmos -2535, Kosmos
-2536, Kosmos-2537, Kosmos -2538);

1EOR satellite of Nivelir class (Kosmos-
2542);

2 EOR satellites (Kosmos -2543, Kosmos
-2543E);

2 RIR satellite of Kondor -E class;

1RIR satellite Kosmos -2550 (Pion-NKS
No.1)

1 RIR satellite of Neutron class
(Kosmos-2487)

Additionally, information from the
remote sensing satellites (RSS) for
electro-optical observation (8 satellites)
was probably used for imagery
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3 KA 133 OEC cepii Pecypce-I1 (Pecypc-
[11, Pecypc-I12, Pecypc-I13);

4 KA 33 OEC cepii Kanonyc-B
(Kanonyc-B3, Kanonyc-B4, Kanonyc-
BS5, Kanonyc-B6);

1 KA 133 OEC Awuct-2/1.

3 MoYaTKOM MOBHOMACIITA0OHOTO BTOP-
rHeHHs pd B YKpaiHy nepes BiiiCbKOBUM
KEPIBHUITBOM P(¢ MOCTAIO MUTAHHS PO
OTPUMAaHHS I11€ OUIBIIOI PO3BIAYBAIBHOI
1HopMmarlii no paioHaM BeAeHHs Ooio-
BUX A1. Y ToM ke dyac yactuna KA OEP
HE MOTJIa BUKOHYBAaTH CBOI 3a/1a4l, BUXO-
a9u 13 (aKTUYHOTO dYacy (yHKIIIO-
HyBaHHS Ha opOiti: Ilepcona-2 — 9
pokiB; [lepcona-3 — 7 pokiB; bapc-M1 —
7 pokiB; bapc-M2 — 6 pokiB. Tomy
HanpuKiHil KBiTHS 2022 poKy Ha HU3bKY
KpyroBy opOiTy pakeToHOcieM ‘‘AHrapa-
1.2” 6yB BuBenennit KA OEP Kocmoc-2555
(EMKA-3). Axwuii ipoicHyBaB Ha opOiTi 18
16 Ta OyB 3BeneHumit 17.05.2022 poky.

B cepenuni xoBTHi 2022 poky Ha
HU3bKY KpPYTrOBY OpOITYy pPakeTOHOCIEM
“Amnrapa-1.2” Oy BuBegeHuii KA OEP
Kocmoc-2560 (EMKA-4), skuit mpoic-
HyBaB Ha opOiti 56 ai6 Ta OyB 3BenCHMIA
10.12.2022 poxky.

B cepenuni tpaBHa 2022 poky Ta B
oepes3ni 2023 poky Ha KOJIOBY COHSYHO-
CUHXPOHHY opOITy pPaKETOHOCIEM
“Coro3-2.18” 6ynu BuBeaeHi KA OEP
Kocmoc-2556 (bapc-M3 Tta KA OEP
Kocmoc-2567 (bapc-M4).

Ha mnowarky cepmus 2022 poky Ta B
cepenuHi KOBTHS 2022 poOKy Ha HU3BKY
KOJIOBY COHSTYHO-CUHXPOHHY OpOITY pake-
toHocieM “‘Coro3-2.18/Bonra” Oyno BHBe-
neno KA OEP Kocmoc-2558 ta 2 KA OEP
(Kocmoc-2561, Kocmoc-2562).

22 woBTHA Ta 29 mucronaga 2022 poky
npunuawin icHyBaHHa KA PJIP Kocmoc-
2487 (Kounop ta Kongop-El). Ha nouar-
Ky 3MIMOBOTO TIepioly aKTUBHUMH 3aJTHIIIN-
nock 2 KA PJIP.

intelligence tasks:

3 RSS for electro-optical observation of
Resurs-P class (Resurs-P1, Resurs-P2,
Resurs -P3);

4 RSS for electro-optical observation of
Kanopus-B class (Kanopus-B3, Kanopus-
B4, Kanopus-B5, Kanopus-B6);

1 RSS for electro-optical observation
Aist -2D.

With the beginning of the full-scale
invasion of the russian federation into
Ukraine, the russian military leadership
faced the question of obtaining an even
greater amount of intelligence information
on the areas of hostilities. At the same
time, part of the EOR satellite could not
perform its tasks, based on the actual time
of operation in orbit: Persona-2 — 9 years;
Persona-3 — 7 years; Bars-M1 — 7 years;
Bars-M2 — 6 years. Therefore, at the end of
April 2022, the EOR satellite Kosmos-
2555 (EMKA-3) was launched into a low
circular orbit by the Angara-1.2 rocket
carrier, which existed in orbit for 18 days
and was di-orbited on May 17, 2022.

In mid-October 2022, the Angara-1.2
launch vehicle launched the Kosmos-2560
(EMKA-4) satellite into low circular orbit,
which remained in orbit for 56 days and
was di-orbited on December 10, 2022.

In mid-May 2022 and in March 2023,
the Soyuz-2.1v launch vehicle launched
the Kosmos-2556 (Bars-M3) and Kosmos-
2567 (Bars-M4) satellites into circular sun-
synchronous orbit.

At the beginning of August 2022 and in
the middle of October 2022, the Soyuz-
2.1v/Volga rocket carrier launched the
Kosmos-2558 and 2 EOR satellite
(Kosmos-2561, Kosmos-2562) into low
circular sun-synchronous orbit.

On October 22 and November 29, 2022,
the Kosmos-2487 RIR satellite (Condor
and Condor-E1) stopped existing. At the
beginning of winter, 2 RLR satellites
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OcCiHHBO-3UMOBHUI TIEP10]T HA TEPUTOPIT
VYkpaiHu XapakTepHu3yeThbCsl HasBHICTIO
IIUTBPHOI Ta MPAKTUYHO CYIUIBHOI XMap-
HOCT1 HaJ MOBEpPXHEH. B Takux ymoBax
ebexktuBHicTh KA BHUIOBOI pPO3BIAKHU
Oyne 3ajexaru BUKIIOYHO BiJ 1HGOp-
Mmarii 3 KA PJIP. BoueBunp, iHdpopma-
tuBHICTh HasgBHUX KA PJIP Gyna Hemoc-
TaTHBOIO NJII BUPIMICHHS PO3BiyBallb-
HUX 3aBJIaHb, 1 TOMY MPEACTaBHUKHU PP
crpoOyBalid OTPUMATH JaHl BiJl KUTaii-
cekux KA PJIP HISEA-1 kommaHii-
ornieparopa Spacety Luxembourg SA. Ilpo
el ¢akT Ccraso BIIOMO 3araixy 1 Ha KOM-
THaHir0-oreparopa Oy HaKIaeH] CAaHKIIi.

Hampukinmi  tpaBus 2023 poky Ha
KOJIOBY COHSTYHO-CUHXPOHHY OpOITYy pake-
ToHOcieM “Coro3-2.1a” Oyno BuBeneHo KA
OEP Kocmoc-2569 (Konnop-®KA).

Jliis y3arayibHeHHs, B TaOn. 1 HaBeneHa
3arajibHa KUIBKICTH mirounx KA BHI0BOI
po3Biaku pd y 2014-2023 pokax.

besnocepennpo i yac MOBHOMACII-
TaOHOrO BTOPTHEHHS B YKpaiHy p@
smiicHmta 3amyck 8 KA OEP (3 Hux 2
3amycKy WUMOBIPHO aBapiiiHi).

Tabmurs 1
3aranpHa KUIBKICTH AIF0YnX KA BHI0BOI
po3Biaku pd y 2014-2022 pokax

3aranb-Ha
il .KimEA Kinekicts Kimiziicn’
ara KICTB
OEP KA PJIP BHI0BOIL

PO3BiIKH
01.01.14 1 1 2
01.01.15 1 2 3
01.01.16 3 2 5
23.08.17 6 2 8
29.03.18 8 2 10
06.12.19 13 2 15
15.07.20 14 2 16
24.12.21 10 1 11
24.02.22 12 4 16
01.04.23 10 2 12
25.10.23 11 2 13

remained active. The autumn-winter period
on the territory of Ukraine is characterized
by the presence of dense and almost
continuous cloudiness over the surface. In
such conditions, the effectiveness of the
reconnaissance aircraft will depend solely
on the information from the RIR satellite.
Obviously, the informativeness of the
existing radar reconnaissance satellite was
not sufficient to solve intelligence tasks, and
therefore the representatives of the russian
federation tried to obtain data from the
Chinese HISEA-1 radar reconnaissance
satellite of the operator company Spacety
Luxembourg SA. This fact became known
to the public and sanctions were imposed
on the operator company.

At the end of May 2023, the space probe
Kosmos-2569 (Condor-FKA) was launched
into circular sun-synchronous orbit by the
Soyuz-2.1a rocket carrier.

Table 1 shows the total number of active
reconnaissance satellite of the russian
federation in 2014-2023.

Directly during the full-scale invasion of
Ukraine, the russian federation launched 8

EOR satellite (2 of them were probably
emergency launches).

Table 1
The total number of active reconnaissance
satellites of the russian federation in 2014-2023

Number .
date satellite | reconnai . .
number ssance maginary
. intelligence
satellites
01.01.14 1 1 2
01.01.15 1 2 3
01.01.16 3 2 5
23.08.17 6 2 8
29.03.18 8 2 10
06.12.19 13 2 15
15.07.20 14 2 16
24.12.21 10 1 11
24.02.22 12 4 16
01.04.23 10 2 12
25.10.23 11 2 13
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BuCHOBKHU:

1. Ilpotsrom mepiogy 3 2014-2023 pp.
(cranom Ha 25.10.2023 poKy) KUIBKICTh
nirounx KA OEP 30inbmmnace y 11 pasis
(3 1 mo 11 KA); kinbkicts airounx KA PJIP
30uThInMack y 2 pasu (3 1 KA no 2 KA).

2.3a yac TOBHOMACIITaOHOTO BTOPI-
HeHHsS B YkpaiHy (kBiteHp 2022 p. —
muctonian 2023 p.) pd 3aiiicHmna 3amyck 8
KA OEP (3 Hux 2 3amycku WMOBIPHO
aBapiifHi).

3. Kocmiuni Bilicbka p¢ BiampaiboBy-
I0Th HOBITHI TEXHOJIOTi 3acTocyBaHHsa KA
(BuBeneHHs omgHoro KA, a morim #oro
PO3/UICHHS Ha ACKLTbKA 00 EKTIB).

4.Yac 3anycky KA OEP 3a3Buuaii
npunazaae Ha novyarok BecHu, a KA PJIP Ha
KiHellb oceHi. [{e 00yMOBI€HO 30BHIIIHIMU
YMOBaMU BEJIEHHS PO3BIAKK (HAsIBHICTh
XMapHOCT1 B OCIHHBO-3UMOBUH TIEPIOI).

5. He 3Bakaroum Ha HakiajeHi Ha pod
raixy3b 3JaTHa BUTOTOBIISITH, 3aITyCKaTh Ta
ekcrutyaryBaTy KA BUI0BOI pO3BIIKH.

Conclusions

1. During the period from 2014 to 2023
(as of October 25, 2023), the number of
active EOR satellite increased 11 times
(from 1 to 11 spacecraft); the number of
active radar reconnaissance spacecraft
increased by 2 times (from 1 spacecraft to
2 spacecraft).

2. During the full-scale invasion of
Ukraine (April 2022 —November 2023),
the russian federation launched 8 EOR
satellites (of which 2 launches were
probably emergency).

3. The space forces of the russian
federation are developing the latest
technologies for the use of spacecraft
(deployment of one spacecraft, and then
its separation into several objects).

4. The time of launch of EOR satellite
Is usually done at the beginning of spring,
and radar reconnaissance — at the end of
autumn. This is due to the external
conditions of reconnaissance (presence of
cloudiness in the autumn-winter period).

5. Despite the international sanctions
imposed on the russian federation, its
rocket and space industry is able to
manufacture, launch and operate special
reconnaissance spacecraft.
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